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Abstract— In an era marked by increasing dependence on 
computational technologies, the security of computer based-
systems and networks has became preeminent. The primary 
objective is to detect and prevent various breaches, ensuring 
the accuracy of data and privacy of data. This project 
leverages the stout capabilities of the Raspberry Pi 3B+ and 
to turn it into Mini computer which is very compact device. A 
customized Linux-based operating system is employed to 
provide a reliable and adaptable software environment for 
the system. A user-friendly interface is developed to allow 
system administrators to analyze network activity, configure 
reliable policies, and receive alerts in real-time. The 
cybersecurity solution includes active defense mechanisms to 
mitigate imminences, such as blocking malicious IP 
addresses, isolating compromised devices, and implementing 
firewall rules. This project's approach to cybersecurity 
emphasizes a provident and multi-layered strategy to 
safeguard virtual property. By combining the computational 
power of the Raspberry Pi, the safety  features of Linux, and 
the flexibility of Node-MCU, this solution serves a scalable 
and cost-effective means of countering cyber perils. The 
proposed system is expected to contribute significantly to 
enhance cybersecurity and securing vital data in a variety of 
environments, from home networks to a small and medium-
sized occupations. Furthermore, it offers as a precious  
learning source of supply for particular interested in 
cybersecurity. This project represents a step forward in the 
ongoing battle to secure electronic ecosystems and preserve 
the accuracy of data in an increasingly unified world. 
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I. INTRODUCTION 

Cyber Security is a operation to shield interconnected 
networks apparatuses from foreign danger. The world of 
digital safety spins around the business standard of secrecy 
of data, consistency of data, and accessible data, or CIA. 
Secrecy means data can be accessed only by licensed 
associations. Data consistency means data can be adjunct, 
mutated, or detached only by licensed  users. Accessible 
proofs means systems, activities, and information must be 

available on-demand according to approved criterion. 
Cyber safety could be described as the mode to simplify the 
safety dreads aiming to keep safe repute damage [1] 

By general observation we saw getting various 
bombards on wireless fidelity system, sometimes 
uncertified users get linked, numerous times we use public 
open wireless network so our safety can be compromised. 

This project incorporates of showcasing various types of 
bombard and to establish explication on it to eliminate the 
risk and to stay inviolable in computational world 

II. ABOUT THE CYBERSECURITY 

A.  Introduction to Cybersecurity 

Cyber protection is the hone of safeguarding structured, 
organization, and programs from progressive invasion. 
These cyberattacks are more often than not acute at 
approaching to, reforming, or pulverizing touchy data 
extortion customer receipts  by means of ransomware; or 
hindering typical trade forms. Implementing viable 
cybersecurity procedure is especially challenging nowadays 
since there are more devices than individuals, and invaders 
are getting to be more imaginative. Cyber safety can also be 
determined as a procedure and tactics that are crafted to 
fortify cybernetics materials and electronic data against the 
menaces[2]. 

B. Importnce of  Cybersecurity  

Nowadays we live in a computerized period where all 
angles of our lives depend on the organize, computer and 
other electronic gadgets, and computer program 
applications. All basic foundation such as the keeping 
money framework, healthcare, money related terms, 
governments, and fabricating businesses utilize gadgets 
associated to the Web as a center portion of their 
operations. A few of their data, such as mental property, 
monetary information, and individual information, can be 
delicate for unauthorized get to or introduction that seems 
to have negative results. This data gives gatecrashers and 
danger performing artists to penetrate them for budgetary 
pick up, blackmail, political or social thought processes, or 
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fair vandalism. the constituent that are binding to 
information security are guarded provision of illegitimate 
entry loss of assets changing content illegal activities 
databases technology hardware machines computers media 
and other systems that depend on information data and 
software.[3] 

   Cyber-attack is presently a global solicitude that hacks the 
construction, and other reliability violence seems imperil 
the global financial state. In this manner, it is basic to have a 
fabulous cybersecurity procedure to ensure touchy data 
from high-profile reliability breaches. Besides, as the 
volume of intrusion develop, association and organizations, 
particularly those that bargain with data related to national 
defense, wellbeing, or money related chronicle, got to 
utilize solid cybersecurity actions and forms to secure their 
delicate commerce and individual data. 

III. CYBERSECURITY GOALS 

Cyber Security's basic aim is to covenant  data aplomb. 
The invulnerabilities community gives a triangle of three 
related criterions to ensure the information from cyber-
attacks. This rule is called the CIA group of three. The CIA 
demonstrate is planned to direct proposal for businesses 
data security foundation. When any security breaches are 
found, one or more of these criterion have been damaged.  

Able to break the CIA demonstrate into three parts: Let 
us examine each portion in detail. 

A. Confidentiality 

   It is comparable to unassailability that maintains a pivotal 
distance from an illicit get to of data. It includes 
guaranteeing the data is open by those who are permitted 
to utilize it and blocking get to others. It anticipates basic 
data from coming to the off-base personalized. Data 
encryption is a great case of guaranteeing confidentiality. 

B. Intergrity 

    This concept ensures that the data is authenticate , exact, 
and shielded from illicit alteration by danger performing 
artists or inadvertent client alteration. In case, any 
adjustments happen, certain measures ought to be taken to 
guarantee the touchy data from debasement or misfortune 
and rapidly recuperate from such an occasion. In addition, 
it shows to create the source of data veritable. 

C. Availability  

This makes the source to be attainable and main for its 
validate people continuously. It guarantees that these get 
to are not prevented by framework breakdown or cyber-
attacks. 

IV. METHODOLOGY 

Here we have designed and developed a technological 
proposition for auditing privately owned portable 
electronic device hardware for backdoors and 
vulnerabilities. The solution  has the capability to audit 
embedded as well as third-party integrated hardware. In 
this project we have demonstrated  the attacks and 
developed solutions on it to eliminate the risk and to stay 
safe. 

These are the integral parts of project paper:  

A. Mini Computer: 

   With help of Raspberry Pi 3B+ board we have 
constructed our own mini pocket computer. Which is 
compact & handy & can be carried in pocket. This mini 
computer will be used as a portable device and functions 
similar like a conventional computer. 

We have installed Raspbian OS in it to enable raspberry Pi 
3B+ as a Mini Computer. A3.5 TFT screen is mounted on 
Raspberry Pi 3B+ to operate Mini Computer with an ease. 

  

                                 Fig. 1. Mini Computer  

The device is so super-convenient that it analyzes a variety 
of various networks [4] 

B. USB Rubber Ducky: 

USB rubber ducky is for social awareness to make users 
aware about USB port attacks. We often use USB ports of 
Computers to connect USB devices to share the data. We 
use Public Power Bank Stations sometimes which are 
nowadays available on Railway Stations, Airports, Hospitals 
etc. to charge our devices by using USB port enabled 
chargers. We do these things without any awareness and 
slight idea that our devices can be hacked by malicious 
attackers with help of tools like USB Rubber ducky, Bad 
USB etc. Here with help of ATTiny 85 Board we have 
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developed USB rubber ducky. We have generated a C 
language script and then we have generated Payloads for 
USB rubber ducky. Then by connecting such USB rubber 
ducky we have demonstrated how attackers can attack the 
system   

It is a USB device that is exploited by an intruder so that 
when detected by the aimed computer this end-device will 
be identified as an ordinary USB connection end-device [7] 

 

             Fig. 2 . Block diagram of USB Rubber ducky 

C. Wi-Fi Repeater: 

It is used to elongate the area of your network. It works by 
obtaining your active signal, intensifying it and then 
sending the amplified signal. With a Wi-Fi repeater you can 
suitably dual the service area of your wireless network - 
reaching far of your workplace. 

As of today, the internet is very essential as it can be the 
source for limitless amount of information. For some places 
that has low coverage area, cut-off communication can be 
happened during certain happenings such as when natural 
hazards occurs which affecting communication structure. 
To ensure a uninterrupted communication, signal’s 
coverage should be extended [8] 

D. Honeypot: 

In cybersecurity a honeypot is a tool build to analyze 
divert or otherwise mitigate illicit access to information 
systems essentially a honeypot simulates genuine data or 
resources within a network or website enticing potential 
intruders while appearing legitimate these honeypots are 
actually segregated environments meticulously examine 
and equipped to either block or analyze any malicious 
activity from intruders these concept draws parallels to 
police sting operations or undercover operations aimed at 
apprehending criminals where bait is used to lure suspects 
into revealing their intentions or committing unlawful acts . 
We have used Kali Linux OS to setup a honeypot with the 
help of Linux Commands and Shell Scripting. 

 

Fig. 3.1. Block diagram of Honeypot 

Honeypots industrial networks do the job of attracting 
invaders[11]   

 

 

Fig. 3.2. Flowchart of Honeypot 

Installing Kali Linux to Set up Honeypot  

It is divided into three parts  
1. Setting up Environment for Running Kali Linux  
2. Installing and Running Kali Linux on it  
3. Setting up Honeypot on Kali Linux 
 
Part 1.  
Setting up Environment for Running Kali Linux 
Step 1  
Open the browser and Search for Virtual Box 

 
Step 2  
Click on www.virtualbox.org 
And install it 

 
Part 2.  
Installing and Running Kali Linux on Virtual Box 
Step 1  
Search for www.kali.org on browser and Click on it  
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Step 2 
Under Prebuilt Virtual Machines 
Select bit file(32 bit or 64 bit) as per OS of the PC (Here it's 
64 bit)  
 
Step 3  
Open the extracted Kali Linux folder  

 
Step 4 
Two files with extension  
i. .vbox 
ii. .vdI 
Can be seen  

 
Step 5 
Open the Virtual Box which was installed previously  

 
Step 6 
Open extracted Kali Linux folder again  

 
Step 7  
Double click on .vbox file  

 
Step 8  
Open Virtual Box again  

 
Step 9 
A Kali Linux file can be seen on Left Hand Side Window on 
Virtual Box  

 
Step 10  
Click on Kali Linux file in Virtual Box  

 
Step 11 
Click on Start button  
Now Kali Linux can be used 

 
Part 3. 
Setting up Honeypot on Kali Linux  
Step 1 
Open Virtual Box and Start Kali Linux on it  

 
 

Step 2 
The pentbox has been installed now in Kali Linux  

 
Step 3  
Now a Honeypot can be set in Kali Linux using Pentbox 
tool  
 
Step 4 
Open pentbox and run it using following commands 

 
 
Step 5 
Select Network Tools 
 

 
 

Step 6  
Select Honeypot & then Select fast Auto Configuration 
 



             International Research Journal of Engineering and Technology (IRJET)              e-ISSN: 2395-0056 

                Volume: 11 Issue: 03 | Mar 2024              www.irjet.net                                                                         p-ISSN: 2395-0072 

  

© 2024, IRJET       |       Impact Factor value: 8.226       |       ISO 9001:2008 Certified Journal       |     Page 976 
 

 

 
 

Step 7 
Locate IP Address of Device using “ifconfig” command & 
copy the IP Address 
 

 
 

Step 8 
Open the browser and paste selected IP address and press 
Enter 
 

 
 

 

Step 9 
Honeypot is activated now and because of it Intruder can’t 
access browser where Honeypot is set 
 

 
Step 10 
Open terminal again and one can see all the information 
regarding intruder who tried to access where HoneyPot 
was set 
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CONCLUSION 

In conclusion, our project to build a mini computer with 
help of Raspberry Pi 3B+ to make it as a compact device. 
Cybersecurity is an ever-evolving field, and with the 
increasing sophistication of threats, it is crucial to develop 
innovative solutions to protect digital infrastructure. It 
empowers users with an efficient and cost-effective means 
of protecting their digital assets. 

 As we continue to innovate and adapt to emerging 
threats, we are contributing to a safer and more secure 
digital environment for all. With dedication, collaboration, 
and ongoing commitment to cybersecurity, we can stay one 
step ahead of the cyber threats that we face in our 
increasingly interconnected world. 

RESULT 

The developed mini computer is capable of delivering 
normal tasks like a normal computer. The Raspbian OS can 
be used for similar functions like other operating systems.  

The AT-Tiny 85 board is used to make USB Rubber Ducky 
so to make people aware about USB vulnerabilities.  

The Wi-Fi Repeater which is made with help of Node MCU 
is capable of delivering similar functions like Wi-Fi 
extenders but with cheaper rate and more compactness. 

The Honeypot which has been set is capable of catching and 
blocking the malicious attacker who is trying to intrude the 
system. 

FUTURE SCOPE 

    The mini-computer which is developed can further be 
modified by installing in-built battery in it which will make 
system more mobile and user need not carry any power 
bank for external power supply.  

With help of higher versions of Raspberry pi a more 
refined mechanism for more refined assignments can be 
developed 

A small vent fan or a heat-sink can be installed which will 
deduct overall heat level of the system. 

A software system can be developed which can detect the 
bad USB which will alert users from potential rubber 
ducky attack. 
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