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Abstract - India’s stringent data sovereignty regulations,
notably the Digital Personal Data Protection Act (DPDP Act,
2023), mandate localized storage and processing of sensitive
data, posing challenges for edge computing deployments. AWS
Outposts, a hybrid cloud solution, extends AWS infrastructure
on-premises, enabling low-latency edge applications in sectors
like healthcare, finance, and smart cities. This paper proposes
a comprehensive framework to enhance data sovereignty
compliance in AWS Outposts by integrating localized data
architectures, Al-driven monitoring, robust encryption, and
governance mechanisms. Implemented in a simulated edge
environment, the framework achieves a 25-35% improvement
in compliance adherence, a 20-30% reduction in latency, a
15-20% decrease in operational costs, and a 40%
enhancement in scalability. Case studies in healthcare, finance,
and smart cities demonstrate practical applicability. The
results validate the framework’s ability to balance regulatory
compliance with performance, offering a scalable, secure
solution for edge-based applications in India.
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1.INTRODUCTION

India’s digital economy, projected to reach $1 trillion by
2030, underscores the critical importance of data
sovereignty, where data is governed by the laws of the
country where it is generated or stored [1]. The Digital
Personal Data Protection Act (DPDP Act, 2023) mandates
that sensitive personal data and critical data remain within
India, imposing strict compliance requirements on
organizations deploying cloud and edge computing solutions
[1]. AWS Outposts, a fully managed service that extends AWS
infrastructure- ture to on-premises environments, is
increasingly adopted for edge-based applications requiring
low latency and localized processing in sectors such as
healthcare, finance, and smart cities [2]. However,

Challenges like static configurations, third-party integration
risks, and evolving regulatory demands necessitate tailored
frameworks to ensure compliance without compromising
performance.

This paper proposes a comprehensive framework to

edge applications in India. By integrating localized data
storage, Al-driven compliance monitoring, robust
encryption, and governance tools like AWS Control Tower,
the framework addresses India’s regulatory requirements
while optimizing latency, cost, and scalability. Key
contributions include:

e A compliance-focused framework integrating lo-

localized architectures and Al-driven monitoring.

Ensuring immediate adherence to data location
mandates and implementing stringent security
controls during processing.

Validation through simulations and case studies in
multiple sectors.

A flexible and secure edge architecture tailored to
meet regulatory requirements and support long-
term scalability.

The research objectives are:

1. Develop a framework for DPDP Act compliance in
AWS Outposts.

2. Optimize latency, cost, and scalability for edge
applications.

3. Validate the framework through simulations and
case studies.

4. Establish a foundation for secure, compliant edge

computing in India.

This paper is organized as follows: Section Il reviews related
work, Section III analyzes India’s regulatory landscape,
Section IV details the pro- posed framework, Section V
presents experimental results, Section VI discusses case
studies, Section VII evaluates performance, Section VIII
addresses secu- rity considerations, Section IX concludes,
and future work is discussed thereafter.

2. RELATED WORK

Data sovereignty is a critical concern in India due to stringent
regulations like the DPDP Act [1]. Research highlights
challenges in achieving compliance in cloud and edge
environments, particularly for low-latency applications [5].

enhance data sovereignty compliance in AWS Outposts for
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A. Data Sovereignty in Cloud and Edge Computing

The DPDP Act mandates localized storage of sensitive data,
necessitating on-premises or region-specific infrastructure
[3]. AWS Outposts enables local data processing, but
integration with global AWS services can introduce
compliance risks [4]. Studies suggest hybrid solutions with
governance frameworks are effective but require
customization [8].

B. AWS Outposts for Edge Applications

AWS Outposts enables deployment of core AWS services such
as EC2, S3, and RDS directly within customer premises,
making them ideal for latency-sensitive sectors including
electronic health systems, fintech applications, and intelligent
urban management platforms. [2]. Prior work demonstrates
its efficacy in low-latency scenarios, but compliance with
India’s residency laws remains underexplored [5].

C. Governance and Compliance Tools

AWS Control Tower and AWS Organizations provide
guardrails for compliance [7]. Research emphasizes
automated auditing and encryption, yet real-time adaptability
in edge setups is limited [6].

D. Al in Edge Computing

Al-driven monitoring has been explored for optimizing cloud
workloads, butits application in ensuring compliance in edge
environments is nascent. Studies on Al-based resource
allocation suggest potential for dynamic optimization [6].

E. Research Gap

Existing solutions focus on cloud compliance or generic edge
computing, lacking frameworks tailored for AWS Outpostsin
India’s regulatory context. This paper addresses this gap with
a comprehensive compliance framework.

3.INDIA’S REGULATORY LANDSCAPE

India’s data sovereignty framework is shaped by the DPDP

Act (2023) and guidelines from the Ministry of Electronics
and Information Technology (MeitY). The DPDP Act classifies
data into personal, sensi- tive personal, and critical
categories, requiring the latter two to be stored and
processed within India [1]. Cross-border transfers are
permitted only under strict conditions, such as explicit user
consent and adequacy assessments. Non-compliance can
resultin penalties up to INR 250 crore (approximately $30
million USD).

Additional regulations, such as the Information Technology
(Reasonable Security Practices and Procedures) Rules, 2011,
and sectoral guidelines for banking and healthcare, impose

further requirements for data security and auditing [3].
These regulations necessitate:

¢ Localized data storage to prevent unauthorized
cross-border access.

¢ Comprehensive encryption mechanisms that
protect data during storage and when being
transmitted across networks.

¢ Continuous auditing and reporting for compliance
verification.

This framework addresses these requirements by leveraging
AWS Outposts’ localized infrastructure and integrating
governance and Al-driven monitoring.

4. PROPOSED METHODOLOGY

This section outlines the proposed framework for enhancing
data sovereignty compliance in AWS Outposts.

A. System Architecture
The framework comprises five layers:

1) Data Interaction Layer: Interfaces with AWS
Outposts APIs to manage data storage and
processing.

2) Compliance Processing Layer: Validates data
residency against DPDP Act requirements using
rule-based checks.

3) Governance Engine: Enforces policies via AWS
Control Tower and AWS Organizations.

4) Al Monitoring Layer: Uses machine learning to
detect compliance anomalies and optimize resource
allocation.

5) Optimization Layer: Dynamically adjusts con-
figurations for latency, cost, and scalability.

B. Algorithm Flow
The workflow is formalized in Algorithm 1:
C. Integration with AWS Outposts

The framework uses S3 for local storage, EC2 for processing,
and ECS (Elastic Container Service) for containerized
workloads. AWS Control Tower en- forces guardrails, and
AWS KMS ensures encryption. The Al monitoring layer,
implemented using AWS SageMaker, analyzes logs for
compliance violations and optimizes performance.
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Algorithm 1 Compliance and Optimization Workflow
TABLE I EXPERIMENTAL RESULTS

Input: Real-time data from AWS Outposts (storage logs,
access patterns)

Output: Compliant, optimized configuration
Fetch storage and access logs using AWS APIs
Validate data residency against DPDP Act rules

If non-compliant data is detected, then

g s W e

Restrict data movement using AWS Control Tower
guardrails

end if

o

7. Encrypt data using AWS KMS with customer-
managed keys

8. Analyze workload with Al model for anomaly
detection

9. Optimize resource allocation for latency and cost
10. Log actions with AWS CloudTrail for auditing

11. Return: Updated configuration
D. Reward Function
A reward function guides optimization:

R = a-Compliance Score + -Latency Reduction + y-Cost
Efficiency + 6-Scalability Index

where a = 0.4, § = 0.3, y = 0.2, and § = 0.1 are
empirically tuned weights.

5. EXPERIMENTAL RESULTS

A proof-of-concept was implemented on AWS Out- postsina
simulated edge environment mimicking healthcare, finance,
and smart city applications. The setup used S3 for storage,
EC2 for processing, ECS for containerized workloads, and
SageMaker for Al monitoring.

A. Compliance Enforcement

The framework achieved 100% compliance with the DPDP
Act by storing sensitive data locally and restricting cross-
border transfers. AWS KMS encrypts data and CloudTrail
logged actions, enabling auditability.

B. Performance Optimization

Dynamic resource allocation reduced latency by 20-30%
compared to static configurations. Containerization with ECS
improved resource utilization by 25%. Al monitoring
detected compliance anomalies with 95% accuracy.

C. Observed Behavior

Over 500 transactions, the framework maintained
compliance and optimized performance. Table | summarizes
key metrics:

Control To+wder enforced restrictions, achieving a 20%
cost reduction.

Smart Cities: IoT Data Management In a smart city scenario,
the framework managed IoT sensor data on Outposts.
Containerized workloads scaled to handle

150 requests/s, a 40% improvement over baseline setups.

TABLE I EXPERIMENTAL RESULTS

Metric Baseline Proposed
Compliance Adherence 65% 100%
Latency (ms) 120 84-96
Operational Cost ($/hr) 0.50 0.40-0.42
Scalability (requests/s) 100 140

6. CASE STUDIES
A. Healthcare: Real-Time Patient Monitoring

In a simulated hospital environment, the framework
processed patient data on AWS Outposts, ensuring
compliance with the DPDP Act requirements. Local S3
storage and KMS encryption secured sensitive data, while
ECS optimized compute resources, reducing latency by 25%

[5]-
B. Finance: Transaction Processing

For financial institutions, the framework supported real-
time transaction processing. Al monitor Control To wé&er
enforced restrictions, achieving a 20% cost reduction.

Smart Cities: IoT Data Management In a smart city scenario,
the framework managed IoT sensor data on Outposts.
Containerized workloads scaled to handle 50 requests/s, a
40% improvement over baseline setups.

7. EVALUATIONS

The framework was evaluated across multiple metrics:

¢ Compliance Accuracy: 100% adherence, validated
by CloudTrail audits.

¢ Latency: 20-30% reduction versus static setups.
¢ Cost: 15-20% decrease through dynamic allocation.
¢ Scalability: 40% improvement in request handling.

e Al Monitoring Accuracy: 95% in detecting
anomalies.
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A. Baseline Comparison

Compared to standard Outposts deployments, the
framework improved compliance by 25-35%, reduced
latency by 20-30%, lowered costs by 15-20%, and enhanced
scalability by 40%.

B. Framework Efficiency

The Al monitoring layer adapted to workload spikes,
maintaining stability. Reward progression showed
convergence after 200 iterations, confirming effective
optimization.

8. SECURITY AND PRIVACY CONSIDERATIONS

Security is paramount for compliance. The framework
incorporates:

¢  Encryption: AWS KMS with customer-managed keys
ensures data security.

e Access Control: AWS IAM restricts access to
authorized entities.

e Anomaly Detection: SageMaker models identify
unauthorized data access attempts.

e Auditability: CloudTrail logs provide a tamper-proof
audit trail.

Privacy is maintained by classifying data per the DPDP Act
guidelines and ensuring no sensitive data leaves India’s
jurisdiction.

9. CONCLUSIONS

This paper presents a comprehensive framework for
enhancing data sovereignty compliance in AWS Outposts for
edge applications in India. By integrating localized storage,
Al-driven monitoring, encryption, and governance, it ensures
DPDP Act compliance while optimizing performance, cost,
and scalability. Simulations and case studies demonstrate its
feasibility, with significant improvements in compliance
(25-35%), latency (20-30%), cost (15-20%), and scalability
(40%). This work provides a scalable, secure solution for
regulated sectors, advancing edge computing in India.

A. Future Work
Future research can explore:

e Deep reinforcement advanced

compliance monitoring.

learning for

e Integration with AWS Local Zones and Wave-length
for broader edge coverage.

e Deployment in live-edge environments across
multiple sectors.

e  Multi-region frameworks for global compliance
with localized adaptations.

¢ Blockchain-based  auditing for  enhanced
transparency.
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