
          International Research Journal of Engineering and Technology (IRJET)       e-ISSN: 2395-0056 

             Volume: 12 Issue: 06 | Jun 2025                  www.irjet.net                                                                     p-ISSN: 2395-0072 

  

© 2025, IRJET       |       Impact Factor value: 8.315       |       ISO 9001:2008 Certified Journal       |     Page 1195 

 

Exploration Study of Cyber Crime Prevention & Control Strategies of 

Social Media 

Minakshi Rana, Jaspreet Dhiman 

Assistant Professor, Department of Computer Applications, Chandigarh Group of Colleges Landran, Mohali, India 
Assistant Professor, Department of Computer Applications, Chandigarh Group of Colleges Landran, Mohali, India 

 ---------------------------------------------------------------------***---------------------------------------------------------------------

Abstract - Social media networking has greatly impacted 
social, cultural, and economic dynamics during the last ten 
years, becoming an essential part of life on a global scale. 
Worldwide Internet users as of March 2019 were 
4,168,461,500, or 50.08% of the global population, according 
to internetlivestats.com. According to Statist, 2.22 billion 
people used social media in the world in 2021, accounting for 
53% of all social media users. Estimates suggest that by 2024, 
this figure will rise to 4.9 billion. 

Users from a variety of backgrounds are drawn to these social 
networking sites, and the data they produce is kept on cloud 
storage. But there are a lot of difficulties because of the 
explosion in the amount, speed, diversity, and accuracy of data 
in social media networking, especially when it comes to 
privacy and security issues. Simultaneously, it presents an 
opportunity to combat and investigate cybercrime when 
approached with intelligence and sophistication. Law 
enforcement agencies are actively engaged in preventing 
cybercrime by monitoring internet communications. This 
paper delves into recommendations and techniques aimed at 
the prevention of cybercrime within the context of the evolving 
landscape of social media networking.  
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1.INTRODUCTION  

Social media has undergone a transformative impact on the 
cultural, economic, and social fabric of society, evolving into 
an indispensable aspect of individuals' lives. Serving as a 
multimedia content-sharing platform, encompassing text, 
audio, video, images, graphs, and animations, social media 
facilitates interaction through websites or applications. The 
contents shared constitute cloud-based big data, 
characterized by volume, diversity, speed, accuracy, 
unpredictability, quality, discovery, and 

As of year 2023, global internet users reached a staggering 
5.2 billion, marking a 65% penetration of the world 
population [2]. Social media networking users, totaling  
billion worldwide in (60% global penetration), are 
anticipated to reach 4.9 billion by 2024 [3]. This diverse user 
base spans various age groups, cultures, religions, and social 

attitudes, utilizing a multitude of devices to access social 
media platforms. 

Given the widespread appeal of these networking sites, 
individuals from all walks of life are drawn to connect with 
friends and family, share daily experiences, and forge new 
connections. The allure of these social networking sites 
extends across different demographic segments, with user 
data being stored in the cloud [4]. The contemporary shift 
toward online living has significantly altered perspectives on 
privacy and security, posing new challenges in the digital 
realm. 

Modern problems are closely associated with the growing 
dimensions of data in social media networking, which are 
marked by an increase in quantity, speed, diversity, and 
accuracy. Concerns have been raised by this increase, 
particularly in the areas of security and privacy. 
Simultaneously, astutely harnessed, it serves as a potent tool 
for crime prevention and investigation. The present age is 
synonymous with information ubiquity, manifested through 
diverse communication channels such as Twitter, Facebook, 
blogs, image and video sharing, and mobile messaging. 

The rapid interconnectivity facilitated by social media has 
exposed vulnerabilities, giving rise to cybercrime and 
traditional criminal activities online. Criminals exploit the 
perceived 'safe havens' afforded by the digital realm, 
capitalizing on the unawareness of the community engaging 
in electronic communications [6]. Social media, acting as a 
dual-edged sword, not only facilitates community 
communication but also serves as a medium for criminal 
activities due to its real-time responsiveness. 

In the pursuit of a peaceful community and world, the 
prevalence of crime cannot be ignored. As crime evolves from 
traditional to electronic forms, social media becomes a 
dynamic arena where both criminal activities and law 
enforcement efforts unfold. Criminals exploit the real-time 
nature of social media for planning and executing crimes, 
while law enforcement agencies deploy the same platforms 
for control, prevention, protection, and investigation. 

This paper is structured as follows: Section 2 delves into the 
ralated work material of the research; Section 3 explores in 
depth study of cybercrimes; Section 4 provides a summary of 
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research findings, concluding with discussions on future 
research areas. 

2.RELATED WORK-MATERIALS & METHODS 

Cybercrime is a growing problem that's tough to catch and 
stop once it happens, leaving lasting effects on victims. The 
increase in cybercrime is linked to the widespread use of 
social media, online shopping, and internet banking, where 
personal and financial information is often at risk. The rise of 
internet technology and its widespread availability bring 
about security issues, leading to cyber-attacks and hackers. 

To stay safe from cybercrime, it's crucial to understand its 
different forms and illegal activities online. Whether it's 
happening nationally or internationally, cybercrime has 
significant negative impacts on society. This research focuses 
on exploring various cybercrime methods and the types of 
illegal activities taking place on the internet. We pay special 
attention to the role of social media in contributing to 
cybercrimes due to overuse and a lack of awareness. 

As the incidence of crime continues to rise, detecting criminal 
activities on the internet has become increasingly 
challenging. Cybercrime is a term broadly employed to 
describe illicit activities wherein computers and computer 
networks play pivotal roles as tools, targets, or sites of 
criminal operations. This includes a wide range of actions, 
such as denial-of-service assaults and electronic hacking. The 
phrase also refers to more conventional crimes in which 
networks or computers are used to support illicit activities. 
Cybercrime manifests as unauthorized access to system data, 
data manipulation, destruction, and the theft of intellectual 
property. 

With the escalating frequency of criminal incidents, the 
associated crime-related data is expanding, making the 
analysis of crime information progressively intricate. The 
manual collection of crime news is both time-consuming and 
exasperating. An automated system becomes imperative to 
streamline the process of gathering crime-related 
information in a timely and efficient manner. 

2.1 Goals 

 To evaluate social media users' awareness of 
cybercrime.  

  To identify ideal strategies to prevent cybercrime 
through social media.  

In order to extract and validate pertinent data on cybercrime 
prevention and detection solutions as well as intelligent 
cyber security models, a secondary exploratory approach was 
used. The target data inclusion criterion was predicated on 
online content on subjects associated with the stated titles. 
For all search operations, the researchers used Mozilla 
Firefox and Google Chrome 

2.2 The Real-World Impact of Cybercrime on Social 
Media 

Table -1: Impact of cybercrime on Social Media 
platforms 

Particulars Frequency Percent 

Their social media accounts 
have been compromised. 

39 39.0 

Personal details have been 
duplicated or misused through 
hacking 

22 22.0 

Real-time issue being faced. 50 50.0 

Being pressured into doing 
undesirable task 

25 25.0 

Utilizing Facebook and social 
networks 

52 52.0 

Fake profiles 3 3.0 

Mental abuser/psychological 
issue 

24 24.0 

Misusing photos 32 32.0 

 
3.CATEGORIZATION STUDY OF CYBER CRIME 

The cyber world faces numerous threats due to various types 
of cybercrimes. Commonly employed methods to deceive 
individuals include Cyber-Stalking, Cyber Assassination, 
Bluffing, and others. It is essential to familiarize oneself with 
these crimes to navigate the cyber world safely.                                          

              

Fig.1 shows categorization of Cyber Crime 
 

a) Cyberstalking is a criminal offense that involves an 
offender harassing a victim using electronic 
messaging platforms, including chat rooms, 
websites, and email [2]. The anonymity offered by 
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the Internet is used by the cyberstalker to pursue 
their victim while avoiding detection. 

 
b) Cyber assassination is an act of assassination or 

character defamation carried out through digital 
media, usually including the Internet. It is not a 
separate criminal offense, misconduct, or tort. 
Although the punishments for "Cyber 
Assassination" vary from nation to nation, they 
usually follow the basic principles specified in the 
EU's and the UN's Declarations of Human principles.  

 
c) Hacking is the process of getting unauthorized or 

authorized access to a computer and using it to 
view, copy, or create data without intending to 
destroy it or do any other malicious damage to the 
machine. Anyone who acquires unauthorized or 
permitted access to a computer without intending 
to cause harm is considered a hacker. 

 
d) SMS Bluffing  makes use of the short messaging 

service that is available on most mobile phones and 
PDAs. It entails changing the sender's look by using 
alphanumeric characters in place of the sender's 
original mobile number (Sender ID). Bluffing can be 
used for both legal and illegal purposes, such as 
impersonating a different person, business, or 
product, or mentioning the company name or 
product in the communication. 

 
e) Carding is a type of credit card scam where a 

pilfered credit card is utilized to make charges on 
pre-paid cards [3]. In the context of carding, 
individuals typically holding the stolen card engage 
in purchasing store-branded gift cards. These gift 
cards can subsequently be sold to others or used to 
acquire other items that are convertible into cash. 
Those perpetrating credit card fraud in this manner 
are commonly referred to as carders. 

 
f) Cyber Crouching is the registration, sale, or use of 

a domain name on the internet with the goal of 
deliberately making money off the goodwill 
attached to another person's trademark. These 
online scammers may then offer to sell the domain 
to the person or business that owns the trademark 
for a large sum. 

 
g) Theft crimes have emerged as the most prevalent 

form of cybercrime, with Credit/Debit Card Fraud 
being the predominant type occurring frequently 
nowadays. This form of fraud transpires when 
unauthorized individuals deceitfully use a 
debit/credit card to acquire money or assets. 
Credit/debit card numbers can be compromised 

through identity theft schemes or through 
vulnerabilities in certain websites. 

 
h) Cyber Terrorism deemed one of the most perilous 

manifestations of cybercrime, involves the 
utilization of the internet to orchestrate violent acts, 
encompassing deliberate and extensive disruptive 
activities [4]. Cyber terrorism is characterized by 
the intentional deployment of disruptive activities. 
Presently, this threat has expanded to include 
terrorist organizations engaging in cyber brain 
warfare, utilizing advanced computing technologies 
to influence the human brain for their own 
objectives. 

A substantial number of individuals utilize social networking 
sites through their mobile phones, laptops, or other devices, 
expressing their skills and experiences by uploading videos, 
photos, or written content. While these platforms simplify 
connecting with friends through a simple click, many users 
remain unaware of the potential drawbacks associated with 
sharing extensive personal information. Social media giants 
like Facebook, WhatsApp, and Instagram serve as platforms 
where user information, including location and personal 
profiles, can be easily accessed. 

Despite the convenience these platforms offer, a significant 
portion of users, particularly teenagers in India, may not fully 
grasp the inherent risks. Gangopadhyay and Dhar highlight 
the allure of social websites for young adults, providing 
opportunities to connect with both known and unknown 
individuals. The graph indicates a substantial user base for 
social media in India, underscoring the potential vulnerability 
of personal information. The risk of hacking and misuse 
becomes apparent, as unauthorized individuals may access 
and exploit personal data for various purposes. 

Many users remain unaware of background activities, 
exemplified by the massive Yahoo breach in 2016, where 
approximately 3 billion accounts were hacked, marking one 
of the largest security breaches in history. This data 
underscores the widespread use of social media networks 
globally, with Facebook leading the pack with 2.23 billion 
monthly active users as of October 2023. Instagram, ranked 
sixth, boasted 1 billion monthly active accounts. These 
statistics underscore the magnitude of potential risks 
associated with the extensive use of social media platforms. 
User data is stored on social media behemoths like Facebook, 
Instagram, and WhatsApp, as seen in figure: 
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3.1 Common Vulnerabilities of Social Media 
Platforms 

Social media platforms are vulnerable to cybercrime for a 
number of reasons, including: 

 Large user base: Social media platforms have billions 
of users, making them a prime target for cybercriminals 
seeking a large pool of potential victims. 

 Personal information: Users' names, addresses, phone 
numbers, and email addresses are just a few of the 
many pieces of personal information that social media 
platforms gather from them. This data can be used for 
identity theft, fraud, and other cybercrimes. 

 Lacking security: Cybercriminals might take 
advantage of security flaws in social media platforms to 
access user accounts or data without permission. 

 User behavior: Users may engage in risky behaviors, 
such as clicking on links from unknown sources or 
sharing personal information publicly, which can 
increase their vulnerability to cybercrime. 

4. ANALYZED STRATEGIES TO PREVENT CYBER 
CRIME 

Individuals use social media platforms to socialize with one 
another, share personal life events, and voice their opinions 
on socioeconomic concerns.  According to Ray Suzette [35], 
the advancement of social media has led to instances where 
individuals commit crimes and then share these criminal 
activities in various forms, such as text, videos, and images 

on social media platforms. Just as technology can be used  for 
criminal activities, technology can also play a role in 
controlling, preventing, protecting, and investigating crimes. 

The broad incorporation of social media into various aspects 
of life has profoundly impacted individuals' viewpoints 
toward criminal activity and victimization [36]. People used 
to rely their ideas in the past on news articles from 
newspapers and television. But these days, people post their 
experiences on social media and ask their friends for help in 
catching criminals, which has a significant impact on how 
people form these beliefs [37]. Law enforcement uses 
images, text, and video files from social media as a rich 
source of information to characterize criminals and 
prosecute them. According to Jeremy Crump's research [38], 
social media was first used by UK police departments in 
2008.  

To safeguard against the pervasive threats in the digital 
landscape, individuals and organizations must adopt a 
multifaceted approach to cyber security: 

 Cyber-stalking- 

Be Mindful of Personal Information: Avoid sharing 
excessive personal information online, including location 
details, daily routines, and contact information. Cyber-
stalkers often exploit readily available data to track and 
harass their targets. 

Secure Online Accounts: Set up two-factor authentication 
whenever you can, and make sure every online account has a 
strong, distinct password. This provides an additional degree 
of protection and increases the difficulty for cyber stalkers to 
obtain unauthorized access. 

 Cyber Assassination- 

Maintain Strong Passwords: Use complex, unique 
passwords for your online accounts, especially those 
containing personal or sensitive information. Regularly 
update passwords and avoid using easily guessable 
information. 

Document Incidents: Keep records of any cyber bullying 
incidents, including screenshots, messages, or other 
evidence. This documentation can be useful if you need to 
involve law enforcement or take legal action. 

 Hacking- 

Be Concerned of Emails and Links: Proceed with caution 
when you click on links or open emails from senders you are 
not familiar with. Malicious attachments or links found in 
phishing emails have the potential to cause hacking issues. 

Regularly Back Up Your Data: Perform regular backups of 
important data and store it in a secure location. In the event 
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of a hacking incident or ransom ware attack, having backups 
ensures that you can recover your information. 

 SMS Bluffing- 

Be Skeptical of Unknown Numbers: If you receive a text 
message from an unknown number, exercise caution. Avoid 
clicking on any links or responding to messages from 
unfamiliar sources. 

Check the Sender's identification: If the SMS purports to 
be from a reputable company, independently confirm the 
sender's identification. Use the official methods (website, 
phone number) to get in touch with the organization directly 
instead of relying on the information provided in the text. 

 Cyber Crouching- 

By changing the privacy settings on social networking 
platforms and other online accounts, one can regulate the 
accessibility of personal information. Limit access to 
important information and adjust the settings to your 
comfort level. 

Google Alerts: Set up Google Alerts for your name or 
relevant keywords. This way, you can receive notifications 
when new information about you appears online, allowing 
you to promptly address any concerning content. 

 Theft crimes 

Secure Valuables: Store valuable items in a secure safe that 
is both anchored and well-hidden. This provides an 
additional layer of protection for important documents, 
jewelry, and other valuable possessions. 

Be Cautious with Social Media: Avoid broadcasting your 
travel plans or extended absences on social media platforms. 
Publicizing your absence can make your home a target for 
burglars. 

 Carding- 

Inspect the bank statements: Check your credit card and 
bank statements frequently for any unusual or questionable 
activity. Notify your financial institution right away if there 
are any differences. 

Enable Transaction Alerts: Set up transaction alerts on 
your credit and debit cards. Many banks offer alerts for 
transactions over a certain amount or for specific types of 
transactions, allowing you to quickly identify and address 
suspicious activity. 

 Cyber Terrorism- 

Enhance Cyber Intelligence Sharing: Encourage the sharing 
of cyber threat intelligence among governments, intelligence 
agencies, and private-sector organizations. Timely 

information exchange helps in identifying and addressing 
emerging threats. 

Invest in Cyber security Education: Promote cyber security 
education and awareness programs to empower individuals 
and organizations to recognize and address potential threats. 
A well-informed population is better equipped to contribute 
to overall cyber security efforts. 

5. CONCLUSIONS 

The digital world has endless possibilities, but it also has 
unspoken risks. Cybercrime is an ever-changing threat that 
hides in the shadows of social media, waiting to take 
advantage of our weaknesses. A wide range of tools and 
resources are at your fingertips to address such issues. 
Knowing the underlying causes is crucial. Legislators, 
parents, law enforcement, and educators must work 
together to understand the diverse motivations underlying 
these online offenses. Schools and colleges should weave 
cybercrime awareness into their curriculum, empowering 
students and parents to navigate the online world with 
confidence. Cyber cells and dedicated courts, equipped with 
the latest tools and expertise, need to be strengthened and 
expanded. Only then can we swiftly respond to and 
effectively deter these digital offenses. But the battle won't 
be won by institutions alone. A critical alliance between IT 
giants and law enforcement agencies is crucial for tracking 
and penalizing cybercriminals. 
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