
  

© 2025, IRJET     |     Impact Factor value: 8.315     |     ISO 9001:2008 Certified Journal     |     Page 477 

 

Cloud Computing Strategies for small and medium business Industry: 
Prospects and Obstacles 

Bhagya Laxmi Vangala 

ETL Architect, XT Global Inc, Princeton, TX-75407 
---------------------------------------------------------------------***---------------------------------------------------------------------

ABSTRACT: This research attempts to explore the five 
strategies, prospects and obstacles of cloud computing 
adoption for the small and medium sized businesses 
(SMBs). According to it, by analyzing results from various 
studies it finds major factors like operational efficiency, 
cost savings and business agility. At the same time, it brings 
out barriers such as lack of skilled people, financial 
constraints, and security concerns. The study lays down 
actionable recommendation using quantitative data, 
graphical illustrations, and case-based evidence for SMBs to 
adopt resilient and secure cloud strategy. These insights are 
to allow SMBs to overcome cloud adoption challenges with 
maximum influence to the transformative potential of the 
cloud for long term growth and competitiveness. 
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I. INTRODUCTION 

As a crucial technology for Small and Medium Sized 
Businesses (SMBs), Cloud Computing has provided the 
opportunity that SMBs afforded to use their infrastructure 
to fulfill their transactions and operation requirements, at 
the same time that they enjoy the value of entering a 
transaction based on the technological level of today and 
thereby enjoy transit benefits of saving on the investments 
while concentrating their resources for other operations, as 
if they were in high condition, thanks to the technological 
level of the scientific period in which the construction 
placed them.  

Cost and scalability are the major reasons behind the shift 
of SMBs towards cloud IaaS, PaaS and SaaS solutions, which 
is a dynamic digital environment that has been ampliated 
by remote operations, and thus has heightened need to 
become flexible and scalable. Include however there are 
enough benefits, however, the smbs are faced by the 
security, vendor lock in, and skills shortage. The purpose of 
this study is to explore both the strategic challenges and 
practical disadvantages associated in cloud adoption for 
SMBs to derive insights into how businesses can digital 
transformation journeys sustainably and securely. 

II. RELATED WORKS 

Determinants of Cloud Computing  

SMEs have found that cloud computing is a revolutionary 
trend which provides scalable, flexible and economical IT 

resources. Nevertheless, cloud computing is a complex 
interplay of technological, organizational and 
environmental factors that impacts decision to adopt cloud 
computing.  

These determinants have been explored many times in the 
literature, using integrated models such as Technology 
Acceptance Model (TAM), Diffusion of Innovation (DOI) and 
Technology Organization Environment (TOE) framework. 
For instance, a study on cloud adoption intention among 
271 SMEs of the northern region of India found that the 
factors such as relative advantage, security concerns, top 
management support, external pressure, and service 
provider support play a critical role in the cloud adoption 
intention [1].  

Using this integrated approach helped improve the 
predictability of the model because it forms a whole, and a 
whole can predict better than a sum of its parts. Further 
research, for example, has applied a hybrid SEM-ANN 
(Structural Equation Modeling - Artificial Neural Network) 
on a sample of 415 SMEs which also concluded that relative 
advantage, complexity, top management support, cost 
reduction, and government support have a strong impact 
on the cloud computing integration [2].  

It was found that complexity has the biggest influence on 
SMEs, so cloud technologies are often seen as entangled and 
difficult to implement by SMEs. These findings support the 
notion that perceived benefits and ease of use of cloud 
services and other external pressures including 
competition and government policies have strong influence 
on SMEs’ adoption behaviour. 

In addition, perceived cost advantage plays an extremely 
important role. SMEs have a powerful incentive to adopt 
cloud computing because the economics shift in favor of 
SMEs, making robust enterprise grade infrastructure 
available when before they had to make large upfront 
investments. Nevertheless, success with adoption depends 
on top management’s support for driving digital 
transformation initiatives within their organizations 
[2][10]. 

Benefits of Cloud Adoption  

Major improvements in the operational, financial, 
environmental, and social performance of SMEs have been 
demonstrated to be the result of adoption of cloud 
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computing technologies. Switching to cloud-based solution 
will give you access to the latest information and 
communication technology, automatic update and have 
great disaster recovery and back up capabilities as well [5].  

These advantages directly enhance the resilience of these 
organisations, especially in the business environment. 
Through the use of empirical studies, it is shown that 
integrating cloud services enable businesses to achieve a 
significant improvement in their financial performances by 
reducing operational and IT maintenance costs. Likewise, 
cloud computing enhances the environmental sustainability 
through minimizing energy consumption and eliminating or 
defer carbon footprint associated with physical computing 
[2].  

Cloud services improve collaboration tools, better customer 
engagement platforms, which in turn benefits social 
performance too. The cloud adoption by SMEs, for example, 
has been shown to enhance competitiveness and enable 
business to better address the market [7].  

While there are many benefits here, many of the 
performance improvements provided by the cloud are 
predicated upon how effectively SMEs are able to overcome 
technical barriers and matches cloud solutions with 
business objectives. Furthermore, the employee perception 
of the cloud service quality has a great impact on employee 
satisfaction.  

The perceived benefits, communication processes and 
users’ experience in the processes of acquiring cloud 
services, are positively correlated with employees’ 
satisfaction with the cloud services, it was quantitatively 
tested in Romanian SMEs [9]. Such an outcome tells us that 
it is not only a matter of technical integration, but also of 
organizational culture and employee buy-in. 

Barriers and Challenges  

While the advantages open by cloud computing are 
substantial the SME face several challenges which prevent 
large spread of adoption in the SME community. A 
particular barrier is a concern over data security and 
privacy. Several other extensive literature reviews were 
conducted regarding SME cloud adoption which showed the 
main factors that affect adoption decisions to be security 
standards, data privacy concern, availability of skilled 
personnel, technology readiness and trust in service 
providers [4]. 

Among those that are particularly wary are many SMEs 
when the data they store is in external cloud environments 
that are perceived to take away some control over their 
data. On top of all of these is the fear of vendor lock in, thus 
extending the confusion of choosing a cloud platform, 
namely the fear of businesses becoming too dependent on a 
single cloud provider [5].  

In addition, there are additional technical problems 
concerning the service reliability, the internet connectivity, 
and the speed on access to the cloud resources, particularly 
in developing regions with the less developed 
infrastructure, such as for SMEs.  

Even in Polokwane Municipality, South Africa, a study of 
SMEs revealed that the companies in the area mostly have 
financial deficit and low awareness of the benefits that can 
be obtained from services in cloud computing; hence, many 
of them have not completely shifted from traditional IT 
services currently in use [6]. A lack of knowledge about 
competitive IT solutions and budget restrictions lead to a 
long-time interval under which the migration to cloud 
services remains a long desire. 

Additionally, the regulatory environments can either 
promote or discourage the adoption of the cloud. For 
instance, in some region’s government support is seen as a 
major enabler, and in others it is a barrier because of 
regulatory uncertainties. [7] It’s important for clear 
regulatory guidelines to be laid for data sovereignty, data 
privacy and security so that more SMEs take up the cloud 
and not fear it. 

There are no limits to the challenges as they are not specific 
to a particular geography. A systematic review that 
analyses Middle Eastern SMEs found that budgetary 
restrictions, lack of infrastructure, and lack of knowledge 
about how the 4th industry technologies, such as cloud 
computing, are important for Middle Eastern SMEs [8]. This 
means that cloud adoption has several barriers, including 
the technical, financial, organizational, or regulatory. 

Effective Cloud Adoption  

The benefit to the cloud and the barriers to its scalability 
have been identified, thus, it is very important for SMEs to 
be strategic in integrating the cloud. There are several 
recommended strategies, but one option is to pick hybrid 
cloud models to make use of the public cloud resources 
while maintaining security of the private cloud resources 
should they be required. Hybrid cloud solutions allow SMEs 
to keep control of sensitive data and use lower cost and 
scaling benefits of public cloud platform. 

One of the ways SMEs can gain cloud capabilities is through 
partnerships with Managed Service Providers (MSPs) 
which provide SMEs access to specialized expertise as they 
migrate away from in-house IT teams without it being 
required to run large teams in the cloud. It has also 
suggested that in regions like Malaysia, cloud computing 
adoption models based on TAM/TOE frameworks can help 
Chief Information Officer (CIOs) and IT managers better 
understand the transition process of cloud migration in a 
secure way and with enhanced efficiency [3]. 
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Government agencies or industry bodies should also take 
part in supporting the cloud adoption by providing training 
programs and financial incentives, and policy frameworks 
that minimize the perceived risk of cloud adoption. 
Subsidies for cloud services, awareness seminars, and 
enhanced clarity for regulations can make big contribution 
to SMEs’ confidence of cloud move [6]. 

Additionally, SMEs must be able to trust cloud service 
providers to provide flexible pricing models, convenient 
integration services, and strong security. The review 
indicated that vendors that promote reliability, ease of use 
and offer competitive pricing are likely to attract SMEs [10]. 

Finally, it is important to create an internal digital 
innovation and readiness culture in SMEs. The cloud 
migration process should be everyone’s responsibility in 
top management and each employee, as well as be actively 
supported and championed to ensure adequate training 
and engagement for employees engaged in the cloud 
initiative. In context of building the organizational 
resilience through technology adoption, it’s not only a 
technological phenomenon, but rather a strategic 
imperative for the SMEs who aspire to sustain long term 
competitiveness and growth. 

III. FINDINGS 

Factors Influencing Cloud Adoption  

We found several major determinants that affect SME’s 
decisions regarding cloud adoption. Three broad categories 
of determinants can be identified under these three 
categories; technological, organizational, and 
environmental. The most significant influence are 
technological readiness, perceived security, and complexity 
whereas organizational readiness, top management 
support, financial capacity are the key enablers. 
Government incentives and competitive pressure also have 
an important role with respect to environmental aspects. 

Table 1: Key Determinants 

Factor Influence 
Type 

Score (out 
of 5) 

Sources 

Relative Advantage Positive 4.5 [1], [2], [7] 

Complexity Negative 3.9 [2], [5] 

Compatibility Positive 4.3 [2], [4], [6] 

Security & Privacy Negative 4.7 [4], [5], [7] 

Management Support Positive 4.6 [1], [3] 

External Competitive  Positive 4.2 [1], [7] 

Government Support Positive 3.8 [2], [6] 

 

As a barrier, it scored the highest in the negative influence 
score (4.7 out of 5); this indicates high concern over 
security and privacy. On the other hands, there are the most 
influencing positive driver (over 4.5/5) that are top 
management support and perceived relative advantage. 

 

Figure 1: Importance Scores of Cloud Adoption Factors 

Benefits Achieved  

Successful SMEs adopting cloud technologies do so in order 
to experience operational, financial, environmental, and 
social benefits. Results from many studies indicate the most 
appreciated advantages are operational flexibility and cost 
savings and increasingly the environmental benefit of 
having lower energy consumption. 

Table 2: Benefits of Cloud Computing 

Benefit Type Reported 
Improvement 
(%) 

Significance 
Level (p-
value) 

Sources 

Operational 
Efficiency 

62% p < 0.01 [5], [7] 

Financial 
Performance 

48% p < 0.05 [2], [6] 

Environmental 
Impact  

31% p < 0.10 [2] 

Employee 
Collaboration  

44% p < 0.05 [9] 

 
Operational efficiency gains of 62 % or more was reported 
by a significant 62 % of SMEs were statistically highly 
significant (p < 0.01). But the improvements in financial 
matters were also very large, slightly less dominant. 
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Figure 2: Benefits of Cloud Computing Adoption in SMEs 

Barriers to Cloud Implementation 

There still exists several barriers for SME adoption of the 
cloud. The pressing challenges relating to vendor lock in 
risks, lack of skilled personnel and issues such as 
infrastructure limitations (poor internet connectivity) are 
not only security driven but they are much beyond that in 
developing countries. 

Table 3: Major Barriers 

Barrier Prevalence 
Among SMEs (%) 

Severity 
Rating (out of 
5) 

Sources 

Security and 
Privacy 

71% 4.8 [4], [5], 
[7] 

Lock-in Risk 45% 4.0 [5], [8] 

Skilled IT 
Personnel 

60% 4.5 [4], [8] 

Poor Internet 54% 4.2 [6], [8] 

Financial 
Constraints 

63% 4.6 [6], [8] 

 
More than 71% of the survey SMEs have security and 
privacy concerns with a very high severity (4.8/5). They are 
also faced with the financial constraints and lack of skilled 
personnel. 

 

Figure 3: Distribution of Major Barriers to Cloud 
Adoption 

Two key prevalent themes are the significance of top 
management, enterprise security concerns and external 
pressures and their effects on SMEs’ cloud approaches. 

 The three main inhibitors to cloud adoption are 
security, privacy and complexity. 

 Cloud use is promoted by top management 
support, perceived relative advantage and 
government incentives. 

 What is more, SMEs realise promising 
improvements in operational efficiency (up to 62% 
better), financial flexibility. 

 However, even persistent barriers like vendor lock-
in and lack of IT skills should be strategically 
resolved if the adoption is to be successful. 

 There are consistent findings in literature but it 
also highlights unique challenges in geographies 
which are developing countries. 
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Figure 4: Correlation Heatmap of Factors Influencing 
Cloud Adoption 

IV. CONCLUSION 

Cloud Computing provides prospective for small and 
medium-sized businesses to improve their operational 
efficiency, to innovate and to carry profitable growth. 
Benefits of such investments are huge (e.g., cost reduction, 
agility improvement), however, such investments are not 
without challenges (such as security threats, integration 
complexities, skill deficits), as well as risks.  

The success dealt with in this research depends on strategic 
planning, investment in governance frameworks, hybrid 
cloud solutions and partnerships with managed service 
providers. Tailored cloud strategies and digital 
transformation can be adopted by the SMBs to leverage 
digital transformation successfully to not only become 
competitive to thrive, but resilient in a more hyper 
digitalized global economy. The focus of further research 
should be on sectoral adoption models of cloud. 
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