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Abstract- Recent incidents of information breaches 
highlight the urgent need for secure methods to protect 
sensitive data from unauthorized access. Researchers 
have proposed various techniques, with Visual 
Cryptography (VC) emerging as a promising approach 
due to its combination of secret sharing and image 
processing. Unlike conventional encryption methods that 
are time-intensive, VC divides an encrypted image into 
multiple shares, which can only be decrypted by the 
human visual system. However, despite its advantages, 
VC has vulnerabilities, such as susceptibility to hacking 
and undetected tampering. This concern is particularly 
critical in the banking sector, where secure transactions 
and user authentication are essential. Though biometrics 
are commonly used for authentication, they are not 
foolproof, as hackers can exploit stored biometric data. 
To address these issues, the study proposes a robust VC 
method enhanced with Steganography and an XOR-
based image processing technique, aiming to create a 
more secure and efficient system for banking 
transactions. 

Keywords: VisuallCryptography, Steganography, Image 
Processing,lSecret Sharing Scheme, BankinglSystem 

1. INTRODUCTIONl 

Digital information and data are now more commonly 
shared over the Internet than ever before. The quality 
and reliability of global computing networks for digital 
information and data sharing has increased the digital 
media’s success. Digital photographs, film, and audio 
have been revolutionized with the way they can be 
captured, processed, distributed, and manipulated, 
providing a wide variety of educational, cultural, 
business, and military uses, as well as other areas. 
Computers and networking facilities have become more 
widespread and less expensive. Creative solutions to 
data management, access and dissemination have 
provided many benefits for the digital multimedia 
industry , primarily due to properties such as distortion-
free transmission, portable management and fast 
editing[1]. With growing device dependency at all levels 
of our lives, personal and confidential information is 

increasingly processed and distributed using computer 
systems. But this revolution has brought new threats and 
computer crimes with it as evidenced by the increasing 
number of computer attacks and break-ins. Replicating 
important information will give intruders greater chance 
to access it. At the other hand, having only one copy of 
the database means there is no way to restore it if that 
copy is lost. Therelis therefore a tremendous needlto 
handle informationlin a safe and accurate manner. 
Secretlsharing is of great relevance in such situations. 
The intent of this research is to study the available visual 
cryptography based schemes and performance analysis 
of these schemes onithe basis of different parameters 
(pixeliexpansion, the number ofisecret images, 
imageiformat and types of sharesigenerated), with a 
view to develop a new, more efficient technique to 
overcome the problem encountered in the existing 
schemes. In the present work, we proposed to design 
efficient visual cryptography based scheme for providing 
security. Here, mainly concentrated 
authenticationlmethod useslXOR operation-basedlVisual 
Cryptography andlSteganography image 
processingltechniques to ensurelauthentication and 
securitylof the informationlstored in thelbank database. 

2. LITERATURElREVIEW 

Kafri and Keren[1] suggested that a secret 
sharinglscheme could be created, in whichlthe secret 
image could be visually reconstructedlby superimposing 
randomlgrids. Each grid wouldlconsist of black and 
whiteipixels, a transparency. Naor andiShamir [1] later 
implemented a similar implementation called Visual 
SecretiSharing (VSS). This methodican securely 
shareiinformation about the image (printed 
text,ihandwritten notes,ipictures, etc.), and the human 
visual system can decode original secrets. 

For a set of n participants, a visual cryptography scheme 
(VCS) is almethod of encoding a secret image, consisting 
of a collectionlof black andlwhite pixels, intoln shadow 
images called shares,lwhere each participantlreceives 
one share. Only the participant’s qualified subsets can 
visually recover the secret image by photocopying their 

          International Research Journal of Engineering and Technology (IRJET)       e-ISSN: 2395-0056 

             Volume: 12 Issue: 06 | Jun 2025                  www.irjet.net                                                                     p-ISSN: 2395-0072 

  



 
 
 
 

© 2025, IRJET       |       Impact Factor value: 8.315       |       ISO 9001:2008 Certified Journal       |     Page 491 
 

shares onto transparencies and stacking them, but there 
is no information about the secret image in any 
prohibited set of participants. 

The most generalitype of VCS addresses the 
situationiwhen the permitted subsetsiof participants 
have been handpicked from the set of participants. For 
the general access structure this type of 
visualicryptographic scheme is knownias the VCS. One 
particularicase, known as a (k,n)i-threshold VCS, is 
concerned with the scenarioiwhere any permitted set X 
of participantsiis a subset ofiP i.e X € P, so that X's 
cardinalityiis at leastik. In this case, any qualifiedisubset 
of k orimore participants can visuallyirecover the 
secretiimage, while prohibited sets of participants 
consistingiof k-1 or feweriparticipants have noisecret 
image information. The principal difference betweenla 
traditional thresholdlscheme and alvisual threshold 
scheme lies in the hidden recovery process. A traditional 
thresholdlscheme typicallylinvolves finite- field 
computations; while the human visual system performs 
the computation in a visual-threshold scheme. The 
decryption process in (k, n)-VCS typically can not be 
successful unless at least k pieces are collected and 
superimposed [2].  

The innovation of visual cryptography lies in the fact that 
human visual system can decode the encrypted message 
directly; no sophisticated computation or machine 
intervention is needed. This is the exact reason why 
visual cryptography has attracted considerable attention 
sinceiits inception and asia result extensive researchihas 
been carried out in this field. In this thesis, we mainly 
deal with gray scale and black & white types of images as 
the original nature of VC. The different model for 
computation has been proposed in the literature while 
working with different aspects of the VCS and assessing 
it with respect to several parameters. 

The techniques of error diffusion distribute the pixels as 
evenly as possible in order to make changes in average 
efficiency of the shares. Error diffusionlis an 
adaptiveltechnique which quantifies each 
pixellaccording to both the inputlpixel and its 
neighbours. Failure propagation causes overall tonal 
output to stay the same and fails to localize tone level 
distribution[48]. For each pixel, the initial pixel value is 
compared to the errors of its previous neighbors and a 
threshold will be applied to that changed value. 

Based onlthe concept of expanded visuallcryptography, 
Zhou et al.[3] set out to develop these strategies by 
presenting images of halftonelgrayscale that hold 
valuable visual information. That dramatically improves 
the visual cryptography security model. Several scholars, 
along with Zhou, introduce novel strategies through 
which halftone images can be exchanged with clear 
visual significance that is of a higher quality than those 
displayed by using strategies of error diffusion. 

Wang et al.[4] us suggested another system only for 
boolean operations. The comparison is also greater than 
other systems for the exchange of probabilisticlvisual 
cryptography.lThe field of contrast between halftoneland 
grayscale VClis important, because 
thelcontrastldetermines just how obvious the 
visuallsecret is retrieved. Cimatolet al.[5] used a 
technique known as reversing technique to create a 
visual cryptography system of perfect comparison. The 
inverting process changes black pixelslto white 
pixelsland vicelversa. 

This chapter mainly focuses preceding VCS research and 
the knowledge needed to further explore VC schemes. In 
specific multiple paradigms have been adopted in the VC 
research areas, including standard VC, expanded VC, 
dynamic VC, color VC and progressive VC. Different study 
results were evaluated and the efficacy, as well as the 
degree of complexity, were identified. In general, various 
examples have also been discussed to illustrate the 
secret sharing schemes. In VC authentication and 
creation of cheating free VCS, several features of VC have 
been reviewed and analyzed. 

2.1. Objective of the Work 

The following objectiveshave been set to achieve the 
proposed goals described above in the problem 
definition:  

 Development of a new algorithm on visual 
cryptography based approach to solve the existing 
drawbacks of different techniques along with 
experimental verifications.  

 Development of secure and more general scheme 
for sharing the secret message.  

 Analyzes authentication methodluses XOR 
operationlbased Visual Cryptographyland 
Steganography image processingltechniques to 
ensurelauthentication andlsecurity of 
thelinformation storedlin the bankldatabase. 

3. CONCEPT OF STEGANOGRAPHY 

3.1 Introduction 

Steganography comes from the Greek term 
steganographic, meaning veiled writing. It's Secret 
Communication science. The purpose of steganography 
is to conceal from unauthorized party the presence of the 
post. Modern protected image steganography is a 
process of moving the embedded information to the 
target without the attacker finding it. It is possible to use 
a lot of different carrierifile formats, but digitaliimages 
are the mostipopular becauseiof their 
Internetifrequency. There is a wide variety 
ofisteganographic techniquesifor hiding secret 
informationiin images, some areimore complex than 
othersiand all of them have strong andiweak points 
respectively. 
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3.2 Overviewlof Steganography 

Technically, the wordlSteganography signifies covered 
orlhidden writing. The historical history can beltraced 
back tol440 BC. Though the termlsteganography was 
invented only at thelend of the fifteenth century, 
steganography use goes back many centuries. Inlancient 
times messages were hidden behind waxiwriting 
tables,iwritten on rabbit stomachs,ior tattooed on slave 
scalp. For decades, invisibleiink was used for playing by 
childreniand pupils, and foriserious covert work byispies 
and terroristsi[6]. 

Many of today'sisteganographic systems useias cover 
media multimedia items such as picture, audio , video 
etc. as people also transfer digital images through email 
andlother Internet communication.lModern 
steganography makes use of thelopportunity to hide 
information in digitallmultimedia files andlat network 
packetllevel [7] as well. 

3.3lImage SteganographiclTechniques 

Several Steganographiclimage file format techniques 
exist which arelas follows [8]: 

3.3.1 SpatiallDomainlTechnique  

There arelmany versions oflspatial steganography, all of 
which changelsome bits directly in the pixellvalues of the 
image when hiding data. Steganography based on the 
leastisignificant bit (LSB)iis one of theisimplest 
techniquesithat masks a hidden message ofipixel values 
without perceptibleidistortions in theiLSBs. Changes in 
the LSB ideals areiimperceptible to our human eye. 
Embedding pieces of messages may be achieved either 
easily or at random. [9]. Many of the spatial domain 
methods include the Least SignificantiBiti( LSB) 
substitution method, the Matrixiembedding. Advantages 
of LSB strategy for spatial domain are: 

The original image is not easy to degrade. 

 Capability shielding is more important i.e. more 
details can be contained in the picture. 

 LSB strategy has its disadvantages: 
 Durability is poor 
 Easy attacks will ruin secret records. 

3.3.2 MaskinglandlFiltering 

Maskingland filtering isla technique of steganography 
that can be applied onlgray scalelimages. Masking 
andlfiltering are close to putting watermarkslon an 
image printed on. These methods embed thelinformation 
in thelmore critical places than simply shielding it from 
the noise level.lWatermarking techniqueslcan belapplied 
because of loss compression without fear of image 

destruction, as they areimore integrated intoithe image 
[10]. 

3.3.3 TransformlDomainlTechnique  

The Frequencyldomain the messagelis embedded into 
transformed image coefficients which provide more 
informationlhiding power and more robustnesslagainst 
attacks. Transform domainlembedding can be 
considered a domainlof embeddingltechniques for 
whichla variety of algorithmslhave beenlsuggested [11]. 
Some transforming domain techniquesldo not appear to 
be dependent on imagelformat, and conversions to 
lossless and lossless format may be outdone. Domain 
transform techniques arelof various types[12]: 

i. Discrete method for the Fourierltransformation 
(DFT). 

ii. The method of discretelcosine 
transformationl(DCT). 

iii. Discrete Technique for 
WaveletlTransformationl(DWT). 

3.3.4 DistortionlTechniques  

In thisltechnique, store informationlby signal 
distortionland measure the deviationlin the decoding 
process from the original cover. Distortionltechniques 
require knowledge oflthe original coverlimage during 
theldecoding process wherelthe decoder functionslto 
check for differenceslbetween the originallcover image 
andlthe distorted coverlimage to restore the 
secretlmessage. In this procedure, the addition of a 
series of changes to the cover image produces a stego-
image.iThis series of modifications isiused to suit the 
code needed to transmit theisecret message. The 
message is encoded using pseudo-randomlyiselected 
pixels. If the stegoimage at the specified message pixel 
isidifferent to the coveriimage, theimessage bit isia 1. 
Otherwise theibit of a message is a 0. Theiencoder 
should adjust the 1 valueipixels in suchia way that 
image's mathematical properties arelnot affected. If an 
intruder interferes with the stego-imagelby cropping, 
scalinglor spinning, it will be quickly detected by the 
receiver. [13] 

3.4 ImagelSteganalysis 

Steganalysislis the breakdown of steganography,land the 
study of secret content detection [14]. Steganalysis is 
mainly aimed at breaking steganography and detecting 
stego image. Nearly all algorithms of steganalysis rely on 
steganographic algorithms which implement statistical 
differences between the image of the cover andlthe 
stego. 
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Steganalysis is of three distinct types: 

i. Visual attacks: Hidden information was discovered, 
which helpsitoiseparateithe imageiintoibit planes 
forifurtherianalysis.  

ii. Statisticaliattacks: Active or aggressive predictive 
Attacks. Passive attacks include recognizing the 
location or absence of a hidden message or the code 
used to insert them. An successful attack is used to 
analyze the duration of embeddedimessages or the 
locationiof hidden messages orithe secret key used 
in theiembedding. 

iii. Structural attacks: Application file format changes 
as the data to be protected becomes inserted, 
recognizing such characteristic changes in 
structure will help us find the location of image / 
text files. 

3.5 Steganalyticltools  

A variety of steganalytic devices are available on the 
market, such as PhotoTitle,l2Mosaic and StirMark Test 
etc. Those three steganalyticltools can removelany image 
from steganographic content. To do this, two methods 
are used to delete hidden message: crack apart and 
resample [15]. 

4. METHODOLOGY 

4.1 Introduction 

Recent and rapid developments in imaging and 
communication technologies have resulted in a mass 
generation and transmission of digital images, eventually 
increasing its number of applications in nearly all fields 
such as remote sensing, medicine , agriculture, forensics, 
defense and banking etc. As content is sensitive to 
insecure electronic attacks, this involves successful and 
safe transfer of images across the networks. The current 
work is based on VisuallCryptography, and itsluses for 
banking system authentication. 

Two users have tolopen a joint accountland want to 
operatelin such a waylthat if bothlare present thenlonly 
bank will be able to carry out the transaction otherwise 
not because of mutual trust. For two images, welobtain 
secret imagelin binarylform using these pictures, then 
dividelit intolshares[36] using (2,2)-VCSXOR when 
underlyingloperation islXOR. In the next step, to 
generate two shares, one of thelshares previously 
generated as a secretlimage is assumed and 
furtherldivided using thelsame scheme. Reconstruction 
from shares of the secret image. Now check the 
reconstructed image for its validity. 

4.2 Proposed Methodology 

The banking systemlprovides the facilitylfor joint 
account keeping and functions either independently or 

together. In the case of an individual operation,lit does 
notlmean having a joint accountlbut it gives flexibility to 
work independently to the participants of the joint 
account. Inlsome cases itlis not socially safe. 

Suppose Aland Blhave a joint accountland A is 
unfavorable to B and wants to remove all the 
moneylfrom the accountlat a later time. In this scenario 
A cheats B. It is assumed in the proposed method 
thatltransaction is feasible only whenlboth users 
arelavailable. It also ensures that no one canlmisuse the 
data stored in theldatabase because shareslare random 
noisellike pictures and no one can getlany clue fromla 
single shareleven if they apply enormouslcomputing 
power andltime. Gray imageslof both users are takenlas 
inputland analyzed for furtherluse of the proposed 
system. 

The overall processlis divided intoltwo phases: phaselof 
encryption and phase of decryption. 

4.2.1 EncryptionlPhase 

Encryption phaselis further broken down 
intolPreprocessing, Image Fusion, and Hide text in Image 
(Steganography), Secret Image and Share Generation. It 
is shown in Figure 4.1. 

 

Figure 4.1: Encryption phase 

4.2.2. Preprocessing 

 The facial picture needs to be submitted to the bank at 
theltime of registrationlfor joint accountluser A andluser 
B. Preprocesses and creates shared identities of users A 
and B by the respective authority; this common user 
identity A and B is considered a hidden picture. 
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Figure 4.2: Testing Image (Input Images) 

5. SIMULATIONlRESULTlAND DISCUSSION 

5.1lIntroduction 

This segment examines how the suggested approach 
works. On proposed Visual Cryptography, based on 
steganography schemes, the simulations of the proposed 
algorithms can be used in the backing sector. 

5.2 Simulationltool andlSoftware 

MATLAB: ThelMATLAB is the language of high efficiency 
for functional computation. It incorporateslcomputation, 
visualization,land programming in a user-friendly 
environment where mathematical representation uses 
problems and answers to communicate. MATLABlis used 
as alsimulation tool for setting up network arrangements 
and setting uplthe transmission of data 
betweenlnumerous nodeslin the network. The central 
programming in MATLAB and the commandslare used 
aslsimulation tool. MATLAB isla software application 
that helps you to control, simulate, measure, math and 
application the data. It can be used to do both very basic 
and very complex tasks. 

5.2.1. MATLABlas altool for datalanalysis 

Information typically arrives in tables. You may have any 
measurement, for example, as a functioniof time, like the 
averageitemperature as a functioniof a month. This 
dataiwill have two columns,ione for theimonth and the 
other for aitemperature measure. Or you might have 
several replicatesion an experiment whereithe average 
weight of certain organisms has been observediin 
environments with differentilevels of food. This dataican 
be reported as a table with the numberiof rows 
corresponding to the number of repeat tests and the 
number of columns equal to the amounts measured for 
food. 

5.3 Result and Analysis 

Diverse tasks, viz. Preprocessing,lconversion of 
imageslfrom gray tolblack and white, formation of 
shares,lreconstruction of thelsecret is also carried out 
using thelfunctions described in the toollbox. Initially 
user image is perceived to be gray andlresize to 

makelthe display of both userlimages similar. In this 
firstly implement the base paper results, and then 
compare the proposed methodology. 

5.3.1. Proposed Method: The base paper has been 
implemented with steganography and results have been 
verified with base code results. 

Original Images 

 

Figure 5.1: Original Images 

Original gray scale images 

 

Figure 5.2: Original gray scale images 

Preprocessed Images 

 

Figure 5.3: Preprocessed Images 
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Concatenated Image 

 

Figure 5.4: Concatenated Images 

Secret Image:it contains a hidden text message in image 
as ( email id is xyz123@gmail.com and password is 
12345 ) 

 

Figure 5.5: Secret Images 

Bank Share 

 

Figure 5.6: Bank Share Image 

 

 

 

User Share 

 

Figure 5.7: User Share Image 

The User Share is again divided into User Share1 and 
User Share 2. 

 

Figure 5.8: Share 1 Images 

 

Figure 5.9: Share 2 Images 
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Reconstructed Image 

Finally we get reconstructed image and the text message  

 

Figure 5.10: Reconstructed Image 

The text message is completely decoded and displayed 
as below, (email id is xyz123@gmail.com and password 
is 12345)It can be seen that the inserted text message 
and decoded text message are same. It will allow user to 
login and start banking online. 

 

Figure 5.11: Email Id to access banking online 

Here is the performance parameters comparison for 
both techniques using Lena and Monalisa images dataset. 

Table 5.1: Performance Parameters Comparison 

Methodolo
gy 

MSE PSNR SNR 
Enhancemen
t Factor 

Base work 0.0293 15.3347 11.7678 0.9936 

Proposed 
work 

0.0010 30.1525 27.0359 0.9990 

 

Here we can see the proposed method is better than 
base method. Figure 5.1 and Figure 5.2 are original 
images and gray imagesltaken as inputlwhile Figure 5.3 
is preprocessed binarylimages obtained fromlgray 

images Figure 5.2 respectively. Figure 5.4 showed as 
concatenated image and Secret image as shown in Figure 
5.5 is obtained from the Figure 5.3. After that Secret 
image Figure 5.8 is divided into user shares Figure 5.9. 
Figure 5.6 is a bank share image. Reconstructed secret 
image as shown in Figure 5.8 is obtained by using the 
shares Figure 5.6, Figure 5.6 and Figure 5.7 .Table 5.1 
shows performance parameters comparison for both 
techniques using Lena and Monalisa images dataset. 

6. CONCLUSIONlANDlFUTURElWORK 

6.1lConclusion 

Visual cryptography is an important technique for the 
security of images showing crucial information. As 
albranch of secret sharing,lVC has drawn muchlattention 
as itslsecurity mechanismlinvolving the considerationlof 
both image processingland cryptography. Withlthe 
developmentlof VC in thelareas of dealing withldifferent 
types oflsecret images,lthe applicationslof VC appear 
tolbe flourishing and morelpractical. However, 
comparedlto the awarenesslof VC secret imageltypes, the 
authentication oflits shares is stilllfar fromlbeing 
maturely researchedland cheating immunelVC is 
becominglmore and morelvital for the securitylof the 
wholelVClprocess. There are varieties of applications of 
VCs, but for all the applications, the important 
requirement is the security of the information in the 
distributed shares among the participant. 

In thislmethod original imagelis secured 
byldecomposing it intoln shares. Thislwork mainly 
focuseslon issues related tolthe identity theft 
andlcustomers data securitylin the jointlaccount 
transaction.lFor secure Banking Transactionlin joint 
account operationlthis work proposedla methodlthat is 
based onl(2, 2)-VCS-XOR with Hide text in Image 
(Steganography). Experimentallresults show 
thatlreconstructed secret imagelis same in sizeland 
quality oflthe originallsecret image. 

6.2 Future Scope 

There are various problems left unsolved. Some of them 
like the following, may be the core issues for future 
work: 

 The quality of the recovered secret images is not 
perfect. In future, the improvement of the image 
quality without any additional computation can be 
considered. 

 The design of new access structures for VCS with 
enhanced contrast. 

 Visual cryptography scheme with recursion can be 
extended to different VCS. 

 Design basis matrices for IP model 
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Visual cryptography scheme can be applied to different 
digital applications for tamperproof and reliable 
transmission of information with low computational 
capable devices like mobile phone, digital camera etc. 
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