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Abstract- Recent incidents of information breaches
highlight the urgent need for secure methods to protect
sensitive data from unauthorized access. Researchers
have proposed various techniques, with Visual
Cryptography (VC) emerging as a promising approach
due to its combination of secret sharing and image
processing. Unlike conventional encryption methods that
are time-intensive, VC divides an encrypted image into
multiple shares, which can only be decrypted by the
human visual system. However, despite its advantages,
VC has vulnerabilities, such as susceptibility to hacking
and undetected tampering. This concern is particularly
critical in the banking sector, where secure transactions
and user authentication are essential. Though biometrics
are commonly used for authentication, they are not
foolproof, as hackers can exploit stored biometric data.
To address these issues, the study proposes a robust VC
method enhanced with Steganography and an XOR-
based image processing technique, aiming to create a
more secure and efficient system for banking
transactions.
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1. INTRODUCTION

Digital information and data are now more commonly
shared over the Internet than ever before. The quality
and reliability of global computing networks for digital
information and data sharing has increased the digital
media’s success. Digital photographs, film, and audio
have been revolutionized with the way they can be
captured, processed, distributed, and manipulated,
providing a wide variety of educational, cultural,
business, and military uses, as well as other areas.
Computers and networking facilities have become more
widespread and less expensive. Creative solutions to
data management, access and dissemination have
provided many benefits for the digital multimedia
industry , primarily due to properties such as distortion-
free transmission, portable management and fast
editing[1]. With growing device dependency at all levels
of our lives, personal and confidential information is

increasingly processed and distributed using computer
systems. But this revolution has brought new threats and
computer crimes with it as evidenced by the increasing
number of computer attacks and break-ins. Replicating
important information will give intruders greater chance
to access it. At the other hand, having only one copy of
the database means there is no way to restore it if that
copy is lost. There is therefore a tremendous need to
handle informationin a safe and accurate manner.
Secret sharing is of great relevance in such situations.
The intent of this research is to study the available visual
cryptography based schemes and performance analysis
of these schemes on the basis of different parameters
(pixel expansion, the number of secret images,
image format and types of shares generated), with a
view to develop a new, more efficient technique to
overcome the problem encountered in the existing
schemes. In the present work, we proposed to design
efficient visual cryptography based scheme for providing
security. Here, mainly concentrated
authentication method uses XOR operation-based Visual
Cryptography and Steganography image
processing techniques to ensure authentication and
security of the information stored in the bank database.

2. LITERATURE REVIEW

Kafri and Keren[1l] suggested that a secret
sharing scheme could be created, in which the secret
image could be visually reconstructed by superimposing
random grids. Each grid would consist of black and
white pixels, a transparency. Naor and Shamir [1] later
implemented a similar implementation called Visual
Secret Sharing (VSS). This method can securely
share information = about the image  (printed
text, handwritten notes, pictures, etc.), and the human
visual system can decode original secrets.

For a set of n participants, a visual cryptography scheme
(VCS) is a method of encoding a secret image, consisting
of a collection of black and white pixels, into n shadow
images called shares, where each participant receives
one share. Only the participant’s qualified subsets can
visually recover the secret image by photocopying their
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shares onto transparencies and stacking them, but there
is no information about the secret image in any
prohibited set of participants.

The most general type of VCS addresses the
situation when the permitted subsets of participants
have been handpicked from the set of participants. For
the general access structure this type of
visual cryptographic scheme is known as the VCS. One
particular case, known as a (k,n) -threshold VCS, is
concerned with the scenario where any permitted set X
of participants is a subset of P i.e X € P, so that X's
cardinality is at least k. In this case, any qualified subset
of k or more participants can visually recover the
secret image, while prohibited sets of participants
consisting of k-1 or fewer participants have no secret
image information. The principal difference between a
traditional threshold scheme and a visual threshold
scheme lies in the hidden recovery process. A traditional
threshold scheme  typically involves  finite-  field
computations; while the human visual system performs
the computation in a visual-threshold scheme. The
decryption process in (k, n)-VCS typically can not be
successful unless at least k pieces are collected and
superimposed [2].

The innovation of visual cryptography lies in the fact that
human visual system can decode the encrypted message
directly; no sophisticated computation or machine
intervention is needed. This is the exact reason why
visual cryptography has attracted considerable attention
since its inception and as a result extensive research has
been carried out in this field. In this thesis, we mainly
deal with gray scale and black & white types of images as
the original nature of VC. The different model for
computation has been proposed in the literature while
working with different aspects of the VCS and assessing
it with respect to several parameters.

The techniques of error diffusion distribute the pixels as
evenly as possible in order to make changes in average
efficiency of the shares. Error diffusionis an
adaptive technique which quantifies each
pixel according to both the inputpixel and its
neighbours. Failure propagation causes overall tonal
output to stay the same and fails to localize tone level
distribution[48]. For each pixel, the initial pixel value is
compared to the errors of its previous neighbors and a
threshold will be applied to that changed value.

Based on the concept of expanded visual cryptography,
Zhou et al.[3] set out to develop these strategies by
presenting images of halftone grayscale that hold
valuable visual information. That dramatically improves
the visual cryptography security model. Several scholars,
along with Zhou, introduce novel strategies through
which halftone images can be exchanged with clear
visual significance that is of a higher quality than those
displayed by using strategies of error diffusion.

Wang et al.[4] us suggested another system only for
boolean operations. The comparison is also greater than
other systems for the exchange of probabilistic visual
cryptography. The field of contrast between halftone and
grayscale VCis important, because
the contrast determines  just how obvious the
visual secret is retrieved. Cimato et al.[5] used a
technique known as reversing technique to create a
visual cryptography system of perfect comparison. The
inverting process changes black pixelsto white
pixels and vice versa.

This chapter mainly focuses preceding VCS research and
the knowledge needed to further explore VC schemes. In
specific multiple paradigms have been adopted in the VC
research areas, including standard VC, expanded VC,
dynamic VC, color VC and progressive VC. Different study
results were evaluated and the efficacy, as well as the
degree of complexity, were identified. In general, various
examples have also been discussed to illustrate the
secret sharing schemes. In VC authentication and
creation of cheating free VCS, several features of VC have
been reviewed and analyzed.

2.1. Objective of the Work

The following objectiveshave been set to achieve the
proposed goals described above in the problem
definition:

e Development of a new algorithm on visual
cryptography based approach to solve the existing
drawbacks of different techniques along with
experimental verifications.

e Development of secure and more general scheme
for sharing the secret message.

e Analyzes authentication method uses XOR
operation based Visual Cryptography and
Steganography image processing techniques to
ensure authentication and security of
the information stored in the bank database.

3. CONCEPT OF STEGANOGRAPHY
3.1 Introduction

Steganography comes from the Greek term
steganographic, meaning veiled writing. It's Secret
Communication science. The purpose of steganography
is to conceal from unauthorized party the presence of the
post. Modern protected image steganography is a
process of moving the embedded information to the
target without the attacker finding it. It is possible to use
a lot of different carrier file formats, but digital images
are the most popular because of their
Internet frequency. There is a wide variety
of steganographic  techniques for  hiding  secret
information in images, some are more complex than
others and all of them have strong and weak points
respectively.
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3.2 Overview of Steganography

Technically, the word Steganography signifies covered
or hidden writing. The historical history can be traced
back to 440 BC. Though the term steganography was
invented only at the end of the fifteenth century,
steganography use goes back many centuries. In ancient
times messages were hidden behind wax writing
tables, written on rabbit stomachs, or tattooed on slave
scalp. For decades, invisible ink was used for playing by
children and pupils, and for serious covert work by spies
and terrorists [6].

Many of today's steganographic systems use as cover
media multimedia items such as picture, audio , video
etc. as people also transfer digital images through email
and other Internet communication. Modern
steganography makes use of the opportunity to hide
information in digital multimedia files and at network
packet level [7] as well.

3.3 Image Steganographic Techniques

Several Steganographic image file format techniques
exist which are as follows [8]:

3.3.1 Spatial Domain Technique

There are many versions of spatial steganography, all of
which change some bits directly in the pixel values of the
image when hiding data. Steganography based on the
least significant bit (LSB)is one of the simplest
techniques that masks a hidden message of pixel values
without perceptible distortions in the LSBs. Changes in
the LSB ideals are imperceptible to our human eye.
Embedding pieces of messages may be achieved either
easily or at random. [9]. Many of the spatial domain
methods include the Least Significant Bit ( LSB)
substitution method, the Matrix embedding. Advantages
of LSB strategy for spatial domain are:

The original image is not easy to degrade.

» Capability shielding is more important i.e. more
details can be contained in the picture.

» LSB strategy has its disadvantages:

» Durability is poor

» Easy attacks will ruin secret records.

3.3.2 Masking and Filtering

Masking and filtering is a technique of steganography
that can be applied on gray scale images. Masking
and filtering are close to putting watermarks on an
image printed on. These methods embed the information
in the more critical places than simply shielding it from
the noise level. Watermarking techniques can be applied
because of loss compression without fear of image

destruction, as they are more integrated into the image
[10].

3.3.3 Transform Domain Technique

The Frequency domain the message is embedded into
transformed image coefficients which provide more
information hiding power and more robustness against
attacks. Transform domain embedding can be
considered a domain of embedding techniques for
which a variety of algorithms have been suggested [11].
Some transforming domain techniques do not appear to
be dependent on image format, and conversions to
lossless and lossless format may be outdone. Domain
transform techniques are of various types[12]:

i. Discrete method for the Fourier transformation
(DFT).
ii. The method of discrete cosine
transformation (DCT).
jii. Discrete Technique for
Wavelet Transformation (DWT).

3.3.4 Distortion Techniques

In  this technique, store information by signal
distortion and measure the deviation in the decoding
process from the original cover. Distortion techniques
require knowledge of the original cover image during
the decoding process where the decoder functions to
check for differences between the original cover image
and the distorted cover image to restore the
secret message. In this procedure, the addition of a
series of changes to the cover image produces a stego-
image. This series of modifications is used to suit the
code needed to transmit the secret message. The
message is encoded using pseudo-randomly selected
pixels. If the stegoimage at the specified message pixel
is different to the cover image, the message bit isa 1.
Otherwise the bit of a message is a 0. The encoder
should adjust the 1 value pixels in such a way that
image's mathematical properties are not affected. If an
intruder interferes with the stego-image by cropping,
scaling or spinning, it will be quickly detected by the
receiver. [13]

3.4 Image Steganalysis

Steganalysis is the breakdown of steganography, and the
study of secret content detection [14]. Steganalysis is
mainly aimed at breaking steganography and detecting
stego image. Nearly all algorithms of steganalysis rely on
steganographic algorithms which implement statistical
differences between the image of the cover and the
stego.
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Steganalysis is of three distinct types:

i. Visual attacks: Hidden information was discovered,
which helps to separate the image into bit planes
for further analysis.

ii. Statistical attacks: Active or aggressive predictive
Attacks. Passive attacks include recognizing the
location or absence of a hidden message or the code
used to insert them. An successful attack is used to
analyze the duration of embedded messages or the
location of hidden messages or the secret key used
in the embedding.

jii. Structural attacks: Application file format changes
as the data to be protected becomes inserted,
recognizing such characteristic changes in
structure will help us find the location of image /
text files.

3.5 Steganalytic tools

A variety of steganalytic devices are available on the
market, such as PhotoTitle, 2Mosaic and StirMark Test
etc. Those three steganalytic tools can remove any image
from steganographic content. To do this, two methods
are used to delete hidden message: crack apart and
resample [15].

4. METHODOLOGY
4.1 Introduction

Recent and rapid developments in imaging and
communication technologies have resulted in a mass
generation and transmission of digital images, eventually
increasing its number of applications in nearly all fields
such as remote sensing, medicine , agriculture, forensics,
defense and banking etc. As content is sensitive to
insecure electronic attacks, this involves successful and
safe transfer of images across the networks. The current
work is based on Visual Cryptography, and its uses for
banking system authentication.

Two users have to open a joint account and want to
operate in such a way that if both are present then only
bank will be able to carry out the transaction otherwise
not because of mutual trust. For two images, we obtain
secret image in binary form using these pictures, then
divide it into shares[36] using (2,2)-VCSXOR when
underlying operation is XOR. In the next step, to
generate two shares, one of the shares previously
generated as a secretimage is assumed and
further divided using the same scheme. Reconstruction
from shares of the secret image. Now check the
reconstructed image for its validity.

4.2 Proposed Methodology

The banking system provides the facility for joint
account keeping and functions either independently or

together. In the case of an individual operation, it does
not mean having a joint account but it gives flexibility to
work independently to the participants of the joint
account. In some cases it is not socially safe.

Suppose Aand Bhave a joint accountand A is
unfavorable to B and wants to remove all the
money from the account at a later time. In this scenario
A cheats B. It is assumed in the proposed method
that transaction is feasible only when both users
are available. It also ensures that no one can misuse the
data stored in the database because shares are random
noise like pictures and no one can get any clue from a
single share even if they apply enormous computing
power and time. Gray images of both users are taken as
input and analyzed for further use of the proposed
system.

The overall process is divided into two phases: phase of
encryption and phase of decryption.

4.2.1 Encryption Phase

Encryption phase is further broken down
into Preprocessing, Image Fusion, and Hide text in Image
(Steganography), Secret Image and Share Generation. It
is shown in Figure 4.1.

[ Input Image 1 ] [ Input Image 2 ]

[ Preprocessing J | Preprocessing I

!

[ Image Fusion ]

v

Hide Text in Image

*

v

[ Secret Ilmage

Bank Share

Figure 4.1: Encryption phase
4.2.2. Preprocessing

The facial picture needs to be submitted to the bank at
the time of registration for joint account user A and user
B. Preprocesses and creates shared identities of users A
and B by the respective authority; this common user
identity A and B is considered a hidden picture.
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Figure 4.2: Testing Image (Input Images)
5. SIMULATION RESULT AND DISCUSSION
5.1 Introduction

This segment examines how the suggested approach
works. On proposed Visual Cryptography, based on
steganography schemes, the simulations of the proposed
algorithms can be used in the backing sector.

5.2 Simulation tool and Software

MATLAB: The MATLARB is the language of high efficiency
for functional computation. It incorporates computation,
visualization, and programming in a user-friendly
environment where mathematical representation uses
problems and answers to communicate. MATLAB is used
as a simulation tool for setting up network arrangements
and  setting upthe  transmission of data
between numerous nodes in the network. The central
programming in MATLAB and the commands are used
as simulation tool. MATLAB is a software application
that helps you to control, simulate, measure, math and
application the data. It can be used to do both very basic
and very complex tasks.

5.2.1. MATLAB as a tool for data analysis

Information typically arrives in tables. You may have any
measurement, for example, as a function of time, like the
average temperature as a function of a month. This
data will have two columns, one for the month and the
other for a temperature measure. Or you might have
several replicates on an experiment where the average
weight of certain organisms has been observed in
environments with different levels of food. This data can
be reported as a table with the number of rows
corresponding to the number of repeat tests and the
number of columns equal to the amounts measured for
food.

5.3 Result and Analysis

Diverse tasks, viz. Preprocessing, conversion of
images from gray to black and white, formation of
shares, reconstruction of the secret is also carried out
using the functions described in the tool box. Initially
user image is perceived to be gray and resize to

make the display of both user images similar. In this
firstly implement the base paper results, and then
compare the proposed methodology.

5.3.1. Proposed Method: The base paper has been
implemented with steganography and results have been
verified with base code results.

Original Images
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Figure 5.1: Original Images

Original gray scale images
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Figure 5.2: Original gray scale images

Preprocessed Images
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Figure 5.3: Preprocessed Images
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Secret Image:it contains a hidden text message in image The User Share is again divided into User Sharel and
as ( email id is xyz123@gmail.com and password is User Share 2.
12345) _
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Figure 5.9: Share 2 Images

Figure 5.6: Bank Share Image
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Reconstructed Image

Finally we get reconstructed image and the text message
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Reconstructed Image

¢ b

Figure 5.10: Reconstructed Image

The text message is completely decoded and displayed
as below, (email id is xyz123@gmail.com and password
is 12345)It can be seen that the inserted text message
and decoded text message are same. It will allow user to
login and start banking online.

Gmail - Email from Google Gmail - Email from Google + smsd »
M Gl =1

Get more done
with Gmail

Figure 5.11: Email Id to access banking online

Here is the performance parameters comparison for
both techniques using Lena and Monalisa images dataset.

Table 5.1: Performance Parameters Comparison

Methodolo MSE PSNR SNR Enhancemen
gy t Factor
Base work | 0.0293 15.3347 11.7678 0.9936
Proposed | 4 0519 | 301525 | 27.0359 | 0.9990
work

Here we can see the proposed method is better than
base method. Figure 5.1 and Figure 5.2 are original
images and gray images taken as input while Figure 5.3
is preprocessed binary images obtained from gray

images Figure 5.2 respectively. Figure 5.4 showed as
concatenated image and Secret image as shown in Figure
5.5 is obtained from the Figure 5.3. After that Secret
image Figure 5.8 is divided into user shares Figure 5.9.
Figure 5.6 is a bank share image. Reconstructed secret
image as shown in Figure 5.8 is obtained by using the
shares Figure 5.6, Figure 5.6 and Figure 5.7 .Table 5.1
shows performance parameters comparison for both
techniques using Lena and Monalisa images dataset.

6. CONCLUSION AND FUTURE WORK
6.1 Conclusion

Visual cryptography is an important technique for the
security of images showing crucial information. As
a branch of secret sharing, VC has drawn much attention
as its security mechanism involving the consideration of
both image processing and cryptography. With the
development of VC in the areas of dealing with different
types of secret images, the applications of VC appear
to be flourishing and more practical. However,
compared to the awareness of VC secret image types, the
authentication ofits shares is still far from being
maturely researched and cheating immune VC is
becoming more and more vital for the security of the
whole VC process. There are varieties of applications of
VCs, but for all the applications, the important
requirement is the security of the information in the
distributed shares among the participant.

In this method original image is secured
by decomposing it inton shares. This work mainly
focuses on issues related tothe identity theft
and customers data security in the joint account
transaction. For secure Banking Transaction in joint
account operation this work proposed a method that is
based on (2, 2)-VCS-XOR with Hide text in Image
(Steganography). Experimental results show
that reconstructed secret image is same in size and
quality of the original secret image.

6.2 Future Scope

There are various problems left unsolved. Some of them
like the following, may be the core issues for future
work:

e The quality of the recovered secret images is not
perfect. In future, the improvement of the image
quality without any additional computation can be
considered.

e The design of new access structures for VCS with
enhanced contrast.

e Visual cryptography scheme with recursion can be
extended to different VCS.

e Design basis matrices for I[P model
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Visual cryptography scheme can be applied to different

digital

applications for

tamperproof and reliable

transmission of information with low computational
capable devices like mobile phone, digital camera etc.
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