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Abstract With cyber risks against the data
infrastructures becoming highly advanced, the classic
database security mechanisms including firewalls, static
encryption, and the use of role-based access control (RBAC)
in the dynamic, cloud-native environment have shown to be
ineffective. This study overcomes the weaknesses of legacy
models as it comes up with an idea to build an enhanced
security model comprising Attribute-Based Access Control
(ABAC) and blockchain-based auditability, Zero-Trust
Architecture (ZTA), and artificial intelligence (Al)-based
anomaly detection. The research commences with the
analysis of the dynamic threat environment, that is to say,
the Advanced Persistent Threats (APTs), attacks using Al,
and quantum computing risks. The practice of comparative
analysis of the modern models of access control shows that
flexible, contextual, and scale-able practices are required in
terms of policies. Validity of the proposed framework is
tested on real life healthcare and financial industry such
that the experimental findings show that there was a 98
percent in threat detection, 72 percent decrease
unauthorized access, and improvement in compliance with
the GDPR and HIPAA regulations. The blockchain offers
uneditable audit tracks, whereas Al models grab and react
to the threats on the fly, minimizing false positives by 40 %
more. The deployment on hybrid and cloud consists of
demonstrating the usage of the framework in contemporary
systems. The current study will help to promote both the
theory and practice of database security, as it proposes the
use of the proactive multi-layered approach to the problem
of securing the sensitive information.

Key Words: Database Security, Access Control, ABAC,
Blockchain, Zero Trust, Al in Security, Cyber Threats,
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1. INTRODUCTION
1.1 Background and Motivation

In the modern world being highly digitally connected,
databases have become the base unit in storing processing
and retrieving information all over the key branches
where information plays an important role like healthcare,
finance, e-commerce as well as government operations.
With the fast rate of digital transformation, data sources
are growing in volume and dynamism whilst becoming

sensitive to a large level and therefore, organizations are
relying on both relational and NoSQL database systems in
conjunction with data sets. Modern databases are
intwined with maintenance of efficiency as well as
strategy: the Electronic Health Records (EHRs) and real-
time transaction logs are only some prominent examples.
Nevertheless, this vulnerability renders them one of the
targets of cyber enemies. Advanced and persistent threats
are overwhelming the perimeter firewalls and other
traditional security mechanisms, including the perimeter
firewalls and the static authentication mechanism. The
active and decentralized environment created by
contemporary infrastructures, including hybrid clouds,
IoT devices, and edge computing platforms, calls for the
transformation of the database security paradigm that is
stuck in old-fashioned models. The study is driven by the
fact that the protection of databases consumption has to
be urgently redesigned to be in line with the nowadays
complex threat environment and regulative requirements.

1.2 Escalating Threats to Modern Databases

The cyberattacks have of late increased not only in
number but in complexity where hackers attack at the
head of enterprise database systems. APTs, ransomware,
heavily automated offensives, Al to the attackers, and the
weaknesses in the supply chain have become major issues
to traditional defenses. Cases such as SolarWinds hack of
2020 and Equifax data breach of 2017 highlight how
software vulnerabilities and poor internal configuration
can be used by the attackers to acquire unauthorized
access into the important databases. Also, cloud-native
architecture has increased the threat landscape, which
reduces the use of remote monitoring and regulating
access to an environment that is decentralized. In addition
to that, the insider threats which are either deliberately
carried out or resulting in human error, are increasingly
popular and as a result cause a significant number of data
breaches. This changing threat necessitates the need to
adopt a smarter, flexible and a layered strategy to
database security.
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1.3 Need for
Mechanisms

Advanced Access Control

Access control paradigms like Role-Based Access Control
(RBAC) and Discretionary Access Control (DAC) are simple
and convenient to administer and this is why they have
been widely accepted. Yet, they are also too rigid and
hence too static to work in environments that are
extremely dynamic and context-specific. To provide an
example, RBAC can hardly meet temporary or emergent
access requirements whereas DAC might cause irregular
permission structures. In the context of increased
distributed applications and requirement of granular, real
time decision making, there is acute need of more
sophisticated models of access control. Zero-Trust
Architectures (ZTA) are more promising as is Blockchain-
Based Access Control and Attribute-Based Access Control
(ABAC). Usage and application of these models enable the
policies to become dynamic depending on the role of the
user, user attributes, environmental parameters and on
the threat intelligence. They allow the proactive
identification of threats, per-packet policy enforcement
and smooth auditability when coupled with machine
learning techniques, and turn access control into a smart
protection layer.

1.4 Research Objectives and Contributions

The proposed idea of the research aims at addressing the
problematic gaps in the current paradigm of database
security, through the definition of the general-hybrid
framework that incorporates several elements of high-
level security. These are the main research questions: (1)
how new cyber threats are analyzed and their effect on
database systems are identified, (2) how short-comings of
the traditional access control methods can be evaluated,
(3) how an adaptive, context-based model of the access
control can be created using ABAC, Blockchain and ZTA,
and (4) how the effectiveness of this framework can be
verified with simulations and real-life case studies across
cloud and hybrid settings. Among the main contributions
of the work, the inseparable combination of access
management with threat reduction measure based on Al
and immutable logging systems should be noted, since the
work provides not only the possibility of security,
regulation, and scalability of operations. The framework is
also evaluated empirically by measuring its performance,
accuracy and auditability, which provides a strategic plan
of any organization willing to modernize its database
security system.

2. LITERATURE REVIEW

2.1 Overview of Traditional Database Security
Approaches

Time-worn database security methods have been based on
the layered defense where perimeter firewalls, static

encryption methods, and access control framework like
the Role-Based Access Control (RBAC) and the
Discretionary Access Control (DAC) constituted the chief
parts of the security layering. These systems are created
so that they can safeguard the Confidentiality, Integrity,
and Availability (CIA) of data with the help of a set of
authentication, authorization, and auditing. Encryption in
place has been implemented using techniques such as the
AES-oracle and Transparent Data Encryption (TDE) to
encrypt data that is at rest and protocols that have secured
the data in transit include the SSL/TLS. In a similar way,
Intrusion Detection and Prevention Systems (IDPS) have
been employed to warn about the activity of databases and
identify suspicious behavior according to the preset
signatures. Although these strategies have worked well in
favorable and contained conditions, they will run into
problems when utilized with the complex and dynamic
architecture like a cloud-native application and
distribution systems. Conventional tools do not fare well
in solving insider threat, network movement sideways,
and policy adjustments taking place in real time because
they generally assume a trusted internal network.

2.2 Emerging Threats in Database Ecosystems

The threats that target the digital infrastructures have
been changing as the infrastructures adapt to the changes.
Such a shift in the type of cyber-attacks that the database
ecosystem has had to endure in recent years was
dramatic: it is no longer simple SQL injection, brute-force
attacks but other sophisticated types of cyber-attacks,
such as Advanced Persistent Threats (APTs), ransomware
campaigns, and intrusions enabled by Al. The APTs, which
are concerted by state sponsored or highly proficient
attackers, employ multi-stage attacks to get in the
networks and stay unnoticed over long intervals. The most
notable ones were the SolarWinds break in 2020 and the
Equifax attack in 2017, when the hackers used supply
chains and vulnerable software and managed to access
database keys. Ransomware attacks, in their turn, have
become more extensive and advanced and cover the
complete sets of data, requiring crypto-payment as
ransoms. Moreover, the development of artificial
intelligence (AI) attacks has added the new level to the
cyber threats, where the attackers can utilize machine
learning models to find the security gaps in search of easy
exploitation and break the traditional protection
mechanisms. Increased dependency on cloud services and
networking services also brings new potential attack
opportunities, mostly through incorrectly configured APIs,
open storage buckets, and stolen access tokens.

2.3 Limitations of RBAC and DAC in Hybrid and
Cloud Architectures

The two basic access management control measures that
have been used in the management of accesses into
enterprise databases have been the Role-Based Access
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Control (RBAC) and Discretionary Access Control (DAC).
RBAC easies the process of access control since the
bestowing of the rights are made according to job roles
and this simplifies its application especially in large
organizations where hierarchies are found to be well-
defined. DAC on the other hand gives flexibility to the
resource owners, deciding on the access controls in
smaller local environments. Nonetheless, in hybrid and
cloud-native architecture, these models have severe
limitations. The problem with RBAC is that it cannot
properly address dynamic contexts where access
requirements change fast, i.e. in the case of an emergency
access to patient records or DevOps cross-functional
teams. Adjusting roles manually and setting up new roles
per case is not efficiently planned and even can be
misconfigured. DAC is an unsafe control within the biggest
ecosystems since discretionary privileges may be applied
randomly, or it is easy to offer a discretionary privilege
unintentionally to a user not authorized. Besides, neither
of the models has the contextual awareness to implement
adaptive security policies against user behaviors, device
trustworthiness, geo- location, or real-time threat
prevention abilities, which are solidly becoming important
in modern cloud-based, distributed, and federated
networks.

2.4 State-of-the-Art Access Control:
Blockchain-Based Models, and ZTA

ABAC,

With a view to resolving the shortcoming inherent in the
traditional access control, researchers and practitioners
have created more advanced context-aware forms of
access control models. Attribute-Based Access Control
(ABAC) offers a refined an adaptable procedure of setting
up the access controls with regards to the properties of
users (e.g., position, division), properties of resources (e.g.,
sensitivity level), and environmental factors (e.g., the time,
location, and on what sorts of devices). ABAC does not
limit the contract evaluation as RBAC, as it allows
dynamically assessing the permission to gain access at the
point of time or even during run time unlike RBAC thus
being applicable to intricate and dynamic environment
like health care facilities, finances and cloud computing.
The access control is also more secure using blockchain
since it has no firable audit trail and immutable logs.
Policies are enforced through smart contracts on
platforms such as Hyperledger Fabric or Ethereum and the
decisions with respect to access will be recorded in a
transparent manner, aiding the compliance process and
forensic purposes. Another continuous change in
paradigm is Zero Trust Architecture (ZTA) due to
eradication of the concept of a trusted internal network. It
presupposes that threats may appear inside and imposes
the practice of constant verification of a user, device, and a
request to access. The ZTA largely reduces the risk of the
insider threats and lateral movements in the systems as it

applies its principles to this risk, including least privilege,
microsegmentation, and real-time authentication.

2.5 Research Gaps in Existing Frameworks

The developed access control and database security
mechanisms make it possible to improve the access to
data and protection measures; nevertheless, a few gaps in
research are still present. To begin with, most of the
systems in the market continue to use perimeter based
defenses, which are not effective when faced with
advanced intrusions that would bypass the firewalls and
utilize vulnerable systems inside them. Second, the
smooth integration between Al-driven threat detection
models and the conventional access control structures is
not available. This gap reduces the automaticity of the
security policy adjustment following real-time threat
intelligence and the practice of analysis of user behavior.
Third, the majority of existing access control systems lack
support to operate in hybrid and multi-cloud
environments where the federated, cross-domain policy
enforcement is used with decentralized databases and
microservices architecture. Moreover, even blockchain
and zero-trust solutions could be potentially beneficial,
their performance overhead issues, difficulties related to
interoperability, and challenging implementation process
have prevented a large-scale deployment. Lastly, little
work has been done to integrate these various
mechanisms, ABAC, blockchain, ZTA and Al, into a
conglomerate that trades between security, scalability and
compliance. This paper is going to fill these gaps by
suggesting and justifying an enhanced hybrid security
framework that is aligned to the practicalities of the
contemporary database settings.

3. THREAT LANDSCAPE AND ATTACK VECTORS

3.1 Classification of Threats and Adversarial
Tactics

The threat spectrum that the current database systems
have to face is becoming more multi-dimensional. They no
longer stay at the traditional means of attacking like brute-
force attacks or unpatched vulnerability and rather
become advanced, multi-layered attacks usually planned
by organized cyber-crime gangs or by agencies at the
employment of states. Threats to databases could broadly
be divided into four categories, namely, external attacks,
insider threats, misconfigurations and advanced persistent
threats (APTs). External attacks are done by an
unauthorized user outside the company and tries to
penetrate the perimeter security, or find flaws in the
database management system (DBMS). Insider threats
malicious or otherwise are those cases where the users of
the organization (with their legitimate access rights) have
misused them in some way. One aspect of security that is
not received a lot of attention is misconfigurations that
could be caused by cloud environments that are not secure
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or open ports or default credentials that make up a large
attack surface. Finally, APTs are long-term and purposeful
attacks during which actors get inside the systems and
spend significant amounts of time without being detected
and then extract privileged information in a step-by-step
manner. These groupings define an  orderly
comprehension of these various methods and incentives
that the attackers use to ruin the confidentiality, integrity
as well as the availability of databases.

3.2 SQLi, XSS, Insider Threats, Misconfiguration,
and Supply Chain Attacks

Such injection-based attacks as the SQL Injection (SQLi)
are among the most long-lasting and malicious threats to
databases, having so far persisted in spite of years of
security training. SQLi allows the attackers to exploit the
user entered query and gain unauthorized access,
exfiltration data or modify database content. As an
example, the 2017 Equifax breach happened because an
Apache Struts vulnerability was detected and used to run
unauthorized SQL statements, and on top of it, confidential
data of more than 147 million people were stolen.
Likewise, Cross-Site Scripting (XSS) vulnerability
threatens the database-backed web services by inserting
malicious scripts into them and stealing user sessions and
access rights to confidential data. Besides these code
injection vectors, insider threats have also taken the
center stage in many cases as they are extremely caused
by misuse of credentials, abuse of privileges, or mere
human error. Unhappy workers or unhandy managers
may steal confidential documents or impair protective
measures, which was present multiple times in the case of
hacking in healthcare as well as finance sectors. The threat
surface is also widened by improperly configured cloud
databases including open AWS S3 buckets or publicly
accessible MongoDB instances, the attacker will have
access to huge amounts of data without any objections.
Supply chain attacks are another type of increasing threats
where third-party requests to act as software providers or
updates are damaged in order to come into trusted
systems. The SolarWinds hack proved that malicious code
in disguise of legitimate updates could propagate over the
networks and infiltrate databases in mass.

3.3 Al-Driven and Quantum-Enabled Threat
Scenarios

Artificial intelligence (Al) in cybersecurity is two-folded.
Although Al offers solutions characterized by high
detection capabilities of anomalies and automatic
defenses, the attackers also apply Al techniques to
increase the level of sophistication of the attack. The
threat actors can use Al to identify vulnerabilities at an
unprecedented scale, come up with adversarial inputs in
order to avoid detection and engage in spear-phishing
operations with ease. Adversarial inputs are able to poison
or trick the model of machine learning so that the

attackers can get through the security gate by providing
them with slightly modified queries or payloads. Due to
the advancements in the defense mechanisms, even the
attackers are taking advantage of Al to maximize lateral
movement techniques, detect misconfigured assets, and
take advantage of zero-days. Larger-scale, such a thing as
the arrival of quantum computing poses an existential
threat to most of the current forms of cryptography. The
classification of such algorithms like Shor algorithm has
the potential to crack various standard encryption
algorithms like the RSA and the ECC algorithms and even
encrypted databases will not help as this encryption will
provide no security. This situation is enormous as an
attacker with a quantum capability may be able to decrypt
years of sensitive information that is in the archive and
this is a problem as it can affect data privacy and national
security. It is therefore necessary to prepare against the
emerging situations to futurize database security systems.

3.4 MITRE ATT&CK and STRIDE Mapping for
Database Context

Systematic knowledge of the adversary behavior is
essential in relation to the implementation of effective
defense strategies, and such frameworks as MITRE
ATT&CK and STRIDE can be used to properly guide in the
process. The MITRE ATT&CK framework categorizes the
actions of an attacker in tactics and techniques so that the
security teams are able to correlate the observed actions
to the previously known behaviors of adversaries. In the
scope of databases, Credential Access (e.g.,, dumping SQL
admin credentials) and Exfiltration (e.g., staged data
transfers via HTTPS or DNS tunneling) techniques, to
name but a few, are quite widespread taking into account
the MITRE ATT&CK model. In a similar way, the
structured approach to a threat modeling is presented by
the concept of STRIDE (Spoofing, Tampering, Repudiation,
Information Disclosure, Denial of Service, Elevation of
Privilege). As an example, spoofing is used in the case
when the attackers pretend to operate databases users,
tampering is employed when there is alteration of records
by an unauthorized party, and the violation of privilege is
used when there is unauthorized access elevation, similar
to gaining lateral within a back-end database, when there
is an attack on a compromised web server. Organizing
database-specific attacks against such frameworks,
organizations are able to detect attack vectors, evaluate
vulnerabilities and mitigate the same in a prescriptive and
anticipatory approach.

3.5 Impact Assessment: Real-World Case Studies
(Equifax, SolarWinds, Colonial Pipeline)

The historical case studies present the grim examples of
how the serious consequences of the shattering
consequences of database breaches look like in the case of
the absence of the threat vectors addressing. In 2017, a
hack of the Equifax company ranked among the largest in
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history, which was the result of a vulnerability in the
Apache Struts, which allowed to access sensitive databases
and, in the end, the leak of Social Security numbers, date of
birth and credit data of more than 147 million individuals.
It is due to this event that problems with poor patch
management were both brought into the spotlight and
other issues that were the use of static perimeter defenses
promoting the idea that it is ineffective in dynamic
conditions. The 2020 SolarWinds hack revealed the deadly
power of the supply chain attacks. Attackers corrupted the
update system of the Orion software and used malicious
code to access high-profile targets in different sectors of
the government and private sectors. Upon gaining access,
hackers utilized stolen credentials to break into Microsoft
365 systems and Azure SQL databases and went unnoticed
within months. The same can be observed through the
Colonial Pipeline Kind of ransomware attack in 2021,
which confronted the effect of having its operations
disrupted through the encryption of databases. The
adversaries with stolen VPN credentials internalized some
of the important systems, cryptographically, and shut
down the flow of fuel in the entire Eastern part of the
United States. All these cases put much emphasis on the
necessity of changing and multi-faceted security systems
that can identify and alleviate advanced database assaults
in real time.

4. MODERN ACCESS CONTROL MODELS

4.1 Evolution from RBAC/DAC to ABAC and
Beyond

Access control models take a central place in database
security where the former drive the rules that control who
can access what and at what terms. First, Discretionary
Access Control (DAC) enabled owners of data to determine
the rights to use, but became flexible and regularly
resulted in inconsistencies and security gaps within the
large systems. The Role-Based Access Control (RBAC) was
created to introduce order at the cost of merely job-
specific permissions, which act as a serious form of
administrative burden alleviation, especially in the context
of structure like large enterprises. There is however a
hypothesis affecting both models which is, they are not
dynamic in coping with reality time context of use i.e,
access location, time of the day, or device health. The
access control systems had to change in response to
modern infrastructures that became ever more distributed
and based on the recognition of risk. At this point, the
functionality to determine access on a per-request basis,
depending on a composite of wuser attributes,
environmental conditions and resource characteristics,
was introduced with Attribute-Based Access Control
(ABAC). Such transition has unlocked more precise
decision making and access patterns, which has made
ABAC a pillar in cloud-native and hybrid system. The
development has also continued with the incursion of

blockchain technologies to decentralize the
implementation of policies and zero trust architecture
(ZTA) that no trust exists on any system and therefore
there should always be verification and least privilege
enforcement.

4.2 ABAC: Dynamic, Attribute-Based Decision-
Making

Attribute-Based Access Control (ABAC) offers a
revolutionary innovation in protection of databases as it
allows deciding on access according to numerous
attributes as opposed to predetermined roles and
identities of end-users. An ABAC policy consists of
combinations of user and resource attributes (e.g,
user/role or department, sensitivity level), environmental
factors (such as time, location, device type) and resource
attributes (such as data type or data classification). As an
example, a nurse can only look at the patient records
during her reporting time and using authorized IP
addresses supplied by the hospital. These policies tend to
be expressed in universal language like XACML and run in
engines like Open Policy Agent (OPA). ABAC is suited in
situations that have a conditional access because of its
flexibility, particularly where it is applied in healthcare,
finance and multi-tenant cloud environment. But this
flexibility has its price, first, attribute checking introduces
additional latency when compared to RBAC and second,
implementation of complex policies must include rule
governing logic. However, it is very context involving,
flexible and granular thus highly effective as compared to
conventional models.

4.3 Blockchain-Based Access Control and Smart
Contracts

The use of blockchain technologies has brought innovative
insights into the area of access management especially
where such aspects as auditability, transparency, and
decentralization are vital. In access control systems based
on blockchain, access policies and permissions are coded
in smart contracts, which are executed automatically in
the case of fulfillment of the previously established
conditions. One can make such implementations on
platforms like Hyperledger Fabric and Ethereum, where
every request to access data can be stored in an
immutable manner on distributed ledger. This makes sure
that all transaction of access is tamper proof and traceable
and this increases compliance of data protection
regulations such as GDPR and HIPAA. In the case of a
consortium-based healthcare system, it will be impossible
to gain access to the patient records that only verified
doctors whose identities and permissions will be logged
on-chain will be able to access, and all such events will be
recorded in the ledger to allow auditability. Also,
revocation is accomplished by adding new transactions as
a revision to the access rights so that history is still visible
yet the new policies are enforced. Although blockchain can

© 2025,IRJET | ImpactFactor value: 8.315

ISO 9001:2008 Certified Journal | Page 600



’// International Research Journal of Engineering and Technology (IRJET) e-ISSN: 2395-0056

JET Volume: 12 Issue: 06 | Jun 2025

www.irjet.net

p-ISSN: 2395-0072

help improve transparency and trust, its weaknesses are
that blockchain imposes significant overheads on
performance, latency, and cannot scale to high throughput
systems, such as OLTP systems.

4.4 Zero Trust Architecture: Microsegmentation
and Continuous Verification

Zero Trust Architecture (ZTA) is a generation change in
terms of security, which eliminates presupposed trust in
all the elements, both inner and outer, in a network. ZTA is
based on the three principles; verify explicitly, apply least
privilege access and assume breach. With respect to
database security, this is expressed as adopting
continuous user and device verification on all access
attempt, micro-segmentation across database stacks and
coordinating  adaptive  risk-based  authentication.
Microsegmentation separates the databases into smaller
and isolated zones so that in case one is compromised
lateral movement will be limited. Continuous verification
uses the identity provider as IdPs (often called identity
providers), reauthenticates the sessions after every major
breakpoint using risk scoring engines, and uses Multi-
Factor Authentication (MFA) to reauthenticate sessions
when necessary. As an example, accessing one of the
customer account databases can require financial analyst
to pass MFA, behavioral verification, as well as geo-fencing
check. ZTA has a special ability to reduce the insider risks
and APTs because it denies the privilege of direct access to
over privilege realms and stipulates the authentication on
a per contact basis. Nonetheless, it must be stated that
organization of ZTA necessitates massive infrastructural
rearrangements, incorporation of identity services, and
periodic policy changes, which smaller organizations
might find taxing.

4.5 Hybrid Models: ABAC + Blockchain + ZTA
Integration

Since no specific access control model can be able to
overcome all issues that are currently present, recent
studies suggest hybrid structures which would utilize the
best features of ABAC, blockchain, and ZTA. The models
provide the flexibility of the ABAC system, the
unchangeable auditability of blockchain and the extreme
verification of ZTA under one system. Access controls in
such a system can be set based on ABAC and implemented
as smart contracts in a blockchain ledger and, more
importantly, each access request is verified in real-time
according to the zero-trust principles. To give an example,
based on user behavior (e.g. login attempts in the case of
some type of a risk engine), an Al-based risk engine could
decide to automatically enforce a smart contract by
revoking access based on the detection of anomalies in the
user behavior (e.g. login attempts in a suspicious location).
In addition, the blockchain as a service store access logs,
which makes breach analysis and investigations easier
with forensic traceability. The functionality of this hybrid

model is proved in such industries as healthcare and
finance where the approach of high-security of
information and the necessity to adhere to some
regulations are important. Although it has many benefits,
the cumulative complexity of the computational cost of the
process of conducting ABAC evaluations, blockchain
transactions, and verification of ZTA warrant high-
performance funnels as well as monitoring of policy
optimizations.

5. PROPOSED HYBRID SECURITY FRAMEWORK

5.1 Design Functional

Requirements

Objectives  and

This means that the sophistication and frequency of cyber
threats posed to database environment have become too
high to be handled by the monolithic security models. This
gap is targeted to be filled by the suggested hybrid
security framework that unites the set of cutting-edge
technologies to form a coherent multi-tiered security
architecture. The main goal is to support confidentiality,
integrity, availability and accountability of the relational
databases, NoSQL and cloud-native databases. In
particular, the architecture will provide dynamic access
control, real time threat detection, tamper resistance
auditing, as well as response adaption. At a functional
capacity, it will have to be cross platform compatible to
hybrid cloud structures, be able to comply with regulatory
rankings (e.g.,, GDPR, HIPAA), and contain minimal latency
with regards to high priority functions. In addition to that,
it must be flexible and able to serve different loads and
perform decentralized patterns of access, typical to
distributed databases and edge computing environments.
ABAC, blockchain, anomaly detection using Al, and Zero
Trust altogether enable the security decisions made to be
situationally aware, verifiable and the enforcement of
security enforced dynamically.

5.2 Architecture Overview: Preventive, Detective,
and Adaptive Layers

The architecture is built in three different though
interrelated layers which are the preventive, detective,
and adaptive layers. Each of the layers has defined a set of
functions that are its responsibility in ensuring security
and this gives depth as well as redundancy in the security
lifecycle.

The preventive layer is aimed at taking action in order to
apply the security control in advance so that the threat
does not come into reality. This incorporates context-
based access controls through ABAC, data protection at
rest and in- rest (AES-256, TLS 1.3) as well as policy
enforcement with tools e.g. Open Policy Agent (OPA). It
secures that sensitive data might be accessed only by the
authorized users under the well-defined conditions.
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The detective layer is charged with the responsibility of
detecting and documenting malicious indication in real
time. Anomaly detection systems with Artificial
Intelligence based on access logs and variation in
behavioral patterns help detect variations that show an
insider threat potential, SQL injections, or exfiltration. All
these happenings are permanently recorded in a
blockchain ledger that increases transparency and
auditability.

The adaptable layer implements the Zero Trust principles
by making continuous access decisions based on risk
scores computed using telemetry automatically and
determining how users behave and the presence of
threats. In risky situations, this layer reacts by
withdrawing the access or multi-factor authentication. It
also makes use of external threat feeds (e.g. MISP) to give
advance policy adaptations.

Table-1: Architecture Overview: Preventive,
Detective, and Adaptive Layers.

Layer Primary Function | Technologies Used
Preventive Policy enforcement, | ABAC, OPA, AES-
encryption 256, TLS 1.3
Detective Threat  detection, | AI/ML, Blockchain,
audit logging SIEM
. Real-time response, | ZTA, Risk Engines,
Adaptive risk scoring MFA, Threat Feeds

5.3 Component-Level
Blockchain, and ZTA

Integration: ABAC, Al],

The key point of the framework is the smooth combination
of four principal parts (i.e, ABAC, threat detection based
on Al, blockchain audit trail, and Zero Trust Architecture).
ABAC offers adaptive, knowledge-aware rules of access
control which can be accomplished by an OPA. Such
policies specify the access rights of various individuals to
particular data based on the following criteria: who
accesses what data, when (e.g. working hours, via
corporate [P address spaces), and with what privilege.
Access behavior analysis using Al components, supervised
model (LSTM) and unsupervised model (isolation forests),
is used to provide risk scores of anomalies.

The greater blockchain provides an additional level of
security where all the access events, both normal and
malicious, are recorded in an immutable way by the means
of its implementation through various platforms, one of
which is Hyperledger Fabric. This not only deters any
tampering but also helps in regulations compliance as one
can get referrals of access histories. The Zero Trust
principles also enhance this integration at a greater level
because they enable microsegmentation and iterative

identity authentication. As an example, a financial
application would only allow an authenticated access with
multi-factor authentication, using familiar network
perimeter, and having no abusive query pattern. The
combination of these elements forms a security posture
which is auditable, proactive and responsive in real time.

5.4 Secure Processing with Confidential
Computing (Nitro Enclaves, Intel SGX)

The framework supports confidential computing, which
allows protecting sensitive operations such as encryption,
analytics, or compliance reporting using such technologies
as Intel Software Guard Extensions (SGX) and the AWS
Nitro Enclaves. The hardware-based security solutions are
isolated execution environment and even the own OS or
hypervisor cannot access the data running here.
Practically, it implies that a healthcare organization that
works with the encrypted EHRs may conduct analytics
without at any time revealing the raw data Eve not even to
the administrators.

E.g, Nitro Enclaves will allow SQL to be executed on
encrypted medical data in AWS RDS without allowing the
keys to decryption be used outside the enclave. On the
same note, on-premise deployment of Intel SGX can be
used to process the log of payment transactions in a secure
environment (guaranteeing PCI-DSS). The attack surface
also gets halved drastically in these technologies and the
execution of malware, rootkits, or rogue insiders can
hardly see or change the data. The use of blockchain and
ABAC policies also further ensures that only high-
sensitivity workload is permitted by an enclave-verified
process.

5.5 Policy Management with OPA, Vault, and
Ranger

In order to ensure safe and scalable implementation of
hybrid framework, policy management is an essential core
of the matter. It uses three major tools that encompass the
Open Policy agent (OPA), HashiCorp vault, and Apache
Ranger to be used in different aspects of the policy
enforcement and secrets management.

OPA acts as the specialist policy decision point (PDP) in
the design. It makes a review of Rego policies that
characterize ABAC rules by dynamic attributes. The
policies are separated with application logic and thus
policy control is maintained and centralized. OPA is also
compatible with Kubernetes, which allows authorizing at
the moment of releasing the containerized applications to
access a database.

HashiCorp Vault enhances this environment through
secret management and generating dynamic credential to
access the databases on a short-term basis. This has
reduced the chances of exposure of credentials, which can
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last long. Vault can create temporary database credentials
automatically by policies, enforce a duration of lease and
retire the access after the jobs are done.

Apache Ranger introduces an additional fine-grained
authorization especially in cases of big data. It provides
RBAC as well as tag-based access control to systems such
as Hive, HBase and Kafka. Using Ranger administrators are
able to grace groups of users with read/write/execute
permissions on individual data columns or tables.

Table-2: Policy Management with OPA, Vault, and

Ranger.

Tool Primary Role Example Use Case

ABAC policy | Restrict EHR access to
OPA evaluation and | office hours and hospital

enforcement IP ranges

Dynamic secrets and | Generate short-lived
Vault encryption as a | MySQL credentials for

service developers

. . Permit auditors to read
Apache Fine-grained access o . .

) only specific financial
Ranger control in big data
records

These tools work in tandem to ensure that access policies
are both dynamically enforced and contextually accurate,
minimizing the risk of privilege escalation, credential
leakage, or policy drift.

6. IMPLEMENTATION AND EXPERIMENTAL SETUP

6.1 Testbed Environment: Kubernetes, AWS RDS,
Azure SQL, Hyperledger

In order to prove the efficiency of the offered hybrid
approach to security, a multi-platform testbed
environment was provided, which reflects the complexity
of operations of modern enterprise database system. The
design had both a cloud-native and on-premises layer,
where it integrated containerized services managed with
Kubernetes and managed relational databases through the
AWS Relational Database Service (RDS)and Azure SQL
Database. The cluster under the AWS EKS hosted
Kubernetes that featured core microservices such as Open
Policy Agent (OPA) to enforce policies, HashiCorp Vault to
oversee the management of dynamic secrets, and custom
monitoring agents. This scenario presented real-time
database access operations in different working
environments.

Transactional workloads of confidential financial data
were represented using AWS RDS (PostgreSQL), and the
analytical data pipelines used Azure SQL to report and
provide dashboards. An on-premise system was simulated
with the help of a private cloud that deployed a network of
Hyperledger Fabric. The blockchain component allowed a

fixed audit logging of all activities associated with the
accesses and policy modifications. Such kind of integration
of the platforms would have been needed to test the
interoperability and functionality in such distributed
environments with a view of testing the framework in
hybrid and federated deployment conditions.

6.2 Dataset Description (CIC-IDS-2017, Synthetic
EHR)

To assess the two datasets on a realistic setting, two types
of data were chosen where the first type is a CIC-IDS-2017
dataset used to train intrusion detector in testing its
policy, and the second type is a synthetically generated
Electronic Health Record (EHR) dataset used to test its
policy and act on any access control measures. The version
of the CIC-IDS-2017 dataset, which is the work of the
Canadian Institute of Cybersecurity, contains records of
different attacks on cyber systems (brute force, SQL
injection, DoS, botnets, and infiltration attempts) that are
classified and labeled. This dataset was cleaned and used
to train models of anomaly detection with the use of Al in
order to develop classifiers that are able to find abnormal
behavior of users in the environment of a database.

Concurrently, a synthetic copy of EHR was created with
the utilization of data modeling tools that resemble actual
records of the patients including the patient ID, diagnosis,
treatment plans and the number of visits by the
physicians. This data was used to test common health care
procedures and test policies to limit access using ABAC
(e.g. user role - nurse, physician, working hour and
location - hospital IP subnet). The threat detection in
association with policy validation made it possible to
cover both attackers and defenders aspects of the
database systems in the real world using the test
environment.

6.3 Attack Simulations:
Credential Dumping

SQLi, Ransomware,

In order to evaluate the efficiency of the suggested
framework in the conditions of threats, a set of simulated
attacks was implemented on the testing space. The former
category included the SQL injection (SQLi) attacks that are
done on vulnerable endpoints of PostgreSQL and
MongoDB services. With carefully unvalidated input fields,
the adversaries could insert malicious SQL-based payload
to steal the schema metadata and the user credential. The
attacks attempted the capability of the system to identify
the injection signatures and mark the unusual query
patterns on a real-time basis.

The second simulation was concentrated on
ransomwares-type attack on NoSQL instances that are not
secured. The pattern of the attack resembled those
publicly available MongoDB ransomware vectors
constructed by taking advantage of unauthorized access to
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the databases that offer default credentials and
subsequently encrypting the records and substituting the
files with ransom notes. In the simulation, anomaly-based
intrusion detection and default security hardness were
identified as the necessity.

The third scenario of the attack that was assessed used
credential dumping and subsequent lateral privilege
escalation. such frameworks as Mimikatz were used to
obtain pass-the-Hash, memory-based plaintext passwords,
Kerberos tickets, and service credential data in a
compromised container. Components of the framework as
well as the Zero Trust as well as the application of artificial
intelligence was tested in light of its capability to identify
such lateral movement and trigger access revocations.
During these simulations, the logs were permanently
written on Hyperledger that can be used in audit and
forensics.

6.4 Tools: Metasploit, SQLMap, OWASP ZAP,
Splunk, TensorFlow

The testbed was equipped with a set of offensive and
defensive tools supporting the development of controlled
simulation of attacks and monitoring the work of the
system under test. The offensive security tools used were
Metasploit Framework through which a remote code
execution and a post-exploitation payload were launched
against PostgreSQL and Windows Server environment. As
well, the possibilities to simulate credential dumping,
session hijacking, and privilege escalation in the network
were made possible with the help of Metasploit.

An automated SQL Mapper (SQLMap) was employed to
detect and exploit SQL injections, blind SQL injection, time
based injections, stack query injection and other SQL
injections. This assisted in the estimation of what degree
of effectiveness the Al-powered anomaly detection engine
had in identifying the non-standard behavior of queries
and excessive data extract.

OWASP ZAP (Zed Attack Proxy) was mainly used to detect
vulnerability on the web-layer e.g. XSS and insecure API
endpoints that were accessed in the backend databases.
The fact that it is introduced into the CI/CD pipeline
allowed it to test how the violations of policies can be
detected in development stages.

On the defensive bucket, Splunk was set up to gather,
consolidate, and visualise logs of all subsystems such as
Kubernetes pods, OPA decision, and vault access, and
Hyper ledger audit trails. It was in the forefront of
checking the health and compliances status of the whole
system.

In Al based detection, the Tensorflow enabled models of
supervised learning were trained using the CIC-IDS-2017
dataset. LSTM was used to generate embedded features

and Recurrent Neural Networks (RNNs) to identify
abnormal query sequence and pattern of usage. They were

implemented

into the

Kubernetes

cluster through

TensorFlow Serving so that it would be possible to
perform inferences in real time.

Table-3: Metasploit, SQLMap, OWASP ZAP, Splunk,

TensorFlow.
Tool Purpose Application Area
: Exploitation & | PostgreSQL, Windows
Metasploit Credential Dumping Servers
Vulnerable
SQL Injection
SQLMap Simulation MySQI:/PostgreSQL
endpoints
Web/API vulnerability | NoSQL query
OWASP ZAP scanning validation, REST APIs
Splunk Log aggregation and | Policy logs, blockchain
P dashboard monitoring | audit logs
Al-based anomaly | RNN/LSTM models for
TensorFlow . . .
detection behavior analysis

This multi-tool ecosystem provided a comprehensive
platform to simulate threats, enforce policies, visualize
attack patterns, and evaluate system robustness under
adversarial conditions.

7. RESULTS AND PERFORMANCE EVALUATION

7.1 Throughput, and

Benchmarks

Latency, Scalability

To assess the functioning of the suggested hybrid
framework, it was necessary to mark it with key aspects of
operation latency, throughput, and scability. Under all the
controlled workloads the experiments were made with
Apache JMeter which simulated a variety of database
access requests like reading, writing and policy evaluation
operations. The throughput parameter, that is, queries per
second (QPS), showed how many requests the framework
was able to process at the same time. Although the original
RBAC model showed the best throughput of about 12,000
QPS since its policy evaluation overhead was minimal,
when ABAC and blockchain were combined, the
corresponding throughput was 6,200 QPS, which the use
of smart contracts and checks on attributes in real-time
played the main role.

Latency, which was taken as the average duration
occupied in approving a request of accessing anything and
carrying out the related query, exhibited a clear trade-off
in the direction of security and auditability. Zero Trust
elements added an average of 45 ms in latency whereas
the ABAC + Blockchain architecture demonstrated the
most latency of 300 ms arising due to slow confirmation of
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blockchain transactions. However, this latency can still be
considered acceptable to applications that do not focus on
real-time behavior (to the expense of auditability and
security) i.e. regulatory databases.

Scalability tests were done in which the total number of
active users was allowed to rise to 10 users and 1,000
users. Although the linear degradation of models was
identified under a stress experiment, the hybrid system
preserved operations beyond the critical values, which is
observed in horizontal scaling of OPA policy pods and
connection pooling of databases.

Comparison of Access Control Models
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Figure-1: Comparison of Access Control Models

7.2 Accuracy of Anomaly Detection and Access
Revocation

The anomaly detection models which utilize Al, whose
instances were embedded into the framework, proved to
be exceptionally accurate, as they managed to detect a
significant threat like SQL injection, misuse of credential,
and use of privileges. The accuracy of the supervised
learning models trained on the CIC-IDS-2017 dataset was
98 with false positive ratio of 5 and is far better in
comparison with the traditional Intrusion Detection and
Prevention systems (IDPS) where the false positives were
found to be more than 25%.

Besides, real-time access revocation mechanisms have
been associated with Zero Trust policies to be tested with
the aid of simulated insider threat scenarios. When the
system detected an abnormality like one user having
downloaded high quantities of sensitive information in an
unauthorized site, the access was restricted in two
minutes based on behavioral analysis and policy
application by its Open Policy Agent and Splunk user
behavior analytics (UBA). This was fast to contain and
prevent the unfolding of the Nakachow incident due to the
response time and accuracy of the revocation workflows
that did not hinder the business of genuine users.

Hybrid Framework vs Traditional IDPS

m—ybrid Framework

e
it
Al

Figure-2: Hybrid Framework vs Traditional IDPS

7.3 Compliance Verification: GDPR, HIPAA Use
Cases

The primary design objective of the framework was
making sure that data protection regulation like General
Data Protection Regulation (GDPR) and the HIPAA (Health
Insurance Portability and Accountability Act) and others
would be followed without errors. In the stage of
compliance validation, access logs produced by Open
Policy Agent and Vault were sent to Hyperledger Fabric
and resulted in tamper-proof audit records of each policy
decision or access query.

Such compliance characteristics as automation of logging
of the consent-based access, application of data
minimization, and delivery of the right to erasure were
divinely achieved in the case of GDPR compliance. The
access to the personally identifiable information (PII) was
limited according to the user role, purpose and context,
on-chain requests to delete such data were logged, and
verifiably confirmed on-chain.

HIPAA The framework actively guaranteed principle
access control decisions, multi-identification, and paid-off
analysis of sensitive health information (PHI) on Amazon
Web Services Nitro Envelopes. Even at runtime, the
process of data was reduced to controlled environments
where the data was isolated and not shared with anyone;
hence, making confidential computing meet requirements
stipulated in the Security Rule of HIPAA toward data in
use.

Splunk and Hyperledger audit logs were utilized to show
the current compliance status in real-time and deliver
verifiable and useful documentary evidence to both
regulators and internal auditors.

7.4 Case Studies: Healthcare and Financial

Institutions

Two case studies were defined as the representative of
applying the framework in practical, high-risk industry
situations, a healthcare organization that maintains the
electronic health records (EHRs), and a large international
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financial institution that cross-border

transactions.

performs

In the case environment, ABAC policies were used to limit
the nurses access to the vitals of patients to the times
when they were on the assigned shift as well as the IP
subnets. The anomalies like a tried entry during non-
working time or attempts using mobile devices were
immediately marked and blocked. The use of AWS Nitro
Enclaves gave the PHI to be encrypted at the time of the
real-time analytics and blockchain delivered the
immutable records of any access so that it can be reviewed
in an audit and court case.

In the financial sector, the institution was maligned with
the cases of micro-transactions frauds. LSTM models were
implemented after identifying the unusual consequences
of transactions like significant increase of usages of small
trade of money in individual new accounts. The engine of
the Zero Trust actually separated the effected databases
and suddenly locked user privileges upon detection. These
measures minimized frauds involving transactions by a 30
percent margin and also curtailing incursions by 72
percentages.

8. CONCLUSION AND FUTURE WORK

The study described in the paper responds to the
increasing demand of high-grade security systems in
databases that can deal with the current e-threats and
introduce strict access control. The more traditional types
of Models such as Role-Based Access Control (RBAC) and
perimeter-based security have become insufficient as they
are facing new types of threats to include insider threats,
ransomware, Artificial-intelligence (AI) enabled attacks
and novel adversarial methods. To this end this
experiment came up with and applied a proposed hybrid
security framework comprising of a combination of an
Attribute-Based Access Control (ABAC), Blockchain to
ensure audit logs are immutable, Zero Trust Architecture
(ZTA), along with Al-based anomaly detection.
Characterized as multi-layered, meaning composed of
preventive, detective, and adaptive layers, the architecture
offers an extensive security posture that is proactive and
reactive, thus resilient to breaches of data and likely to
remain compliant with such standards as GDPR and
HIPAA.

Experimental analysis of the proposed system using a
multi-cloud system architecture (consisting of Kubernetes
environment) showed that the proposed system had a
high level of performance measures in terms of detection,
such as detection accuracy (98 percent), mean time to
respond (2 minutes) and clear audit trail despite adding
moderate levels of latencies in terms of policy assessment
and clogged activities of the blockchainer. Simulations
with the framework in the real world (SQL injection,
ransomware and Insider threat) confirmed that the

framework was able to implement a form of dynamic
access control, disable unauthorized privileges on the fly,
and log activities in an immutable way.

8.1.Future Work

Nevertheless, even though the framework exhibits certain
strengths in the protection of distributed database
systems, there are issues and areas of future research. A
major limitation is that it adds latency overhead to the
validation of blockchain transactions and evaluation of
attributes which is inappropriate to ultra-low-latency
usage processes such as real-time trading systems or
deployment of IoT databases. Moreover, a number of
administrative overheads can be caused by administration
of a large-scale ABAC policies and ensuring consistent
identities across the federated ones.

The use of selective application of lightweight consensus
algorithms and policy caching scheme will ensure that the
hybrid framework is optimized in future. Future studies
will also address the incorporation of the post-quantum
cryptographic protocols as a way of preparing against the
dangers that upcoming quantum computing may cause.
The potential direction another algorithm which could be
used in this problem is the application of federated
learning and autonomous self-healing agents performing
threat detection in a decentralized fashion without
disclosing data. What is more, the standardization
initiatives should be undertaken to support the coherence
of policy languages and interoperability among platforms
and different cloud providers. With further development
and evolution, the given framework may become one of
the brick stones in the protection of the next generation of
intelligent, distributed, and regulation-aware database
systems.
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