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Abstract - Network Intrusion Detection Systems (NIDS) 
are a significant part of an ever-changing cybersecurity 
system that discovers and eradicates threats. In the current 
research work, two of the most well-known NIDS tools, 
Snort (standard signature-based open-source tool), and 
Darktrace (commercial technology based on machine 
learning (ML)) will be evaluated comparatively. Although 
signature-based solutions such as Snort have the highest 
capability of detecting threats accurately since it 
implements threat detection with the indication of attacks 
and protection against known risks, zero-day attacks and 
advanced persistent threats (APTs) cannot be handled using 
the signature-based systems. Conversely, the different ML-
based tools like Darktrace will deliver adaptive anomaly 
detection, which can be prone to various downsides, such as 
heavy resources requirements, lack of transparency, and 
false positive identification. The analysis is done on both 
systems across structured sets (CIC-IDS2017, UNSW-NB15) 
and simulated types of traffic, encrypted C2 channel, 
polymorphic malware, and fileless attacks. The findings 
point at the fact that Snort has a higher accuracy rate (DR > 
90%) when identifying known threats and low latency, 
which is 80 ms, than Darktrace that uses more false 
positives and more significant computational costs to 
display a higher detection rate (DR > 80%) on identifying 
novel attacks. The best performance is presented when the 
hybrid deployment, including signature filtering of Snort 
and anomaly detection of Darktrace, is used, and the false 
positives can be decreased by 40%. The results provide 
useful information on how to choose and/or use NIDS tools 
depending on a network setting, security requirements, and 
resources. 

Key Words: Intrusion Detection System, Snort, Darktrace, 
Machine Learning, Signature-Based Detection, Network 
Security, Zero-Day Attack, Anomaly Detection. 

1. INTRODUCTION 

1.1 Background on Cybersecurity Threats and the 
Evolving Nature of Network Intrusions 

In the new global era of digital modernity, cybersecurity 
threats are not only increasing in the number of instances 

but also in the sophistication of these threats, which is 
becoming more fueled by organized crime gangs, country 
states and hacktivists. These threats have since stopped 
being limited to a basic malware or phishing threat but 
they also involve more advanced machinations of the kind 
of Advanced Persistent Threats (APTs), zero-day exploits, 
ransomware, and polymorphic malware. Examples of such 
APIs include APTs that are meant to silently penetrate and 
go unnoticed in the networks over a long time and may be 
in pursuit of some sensitive information or essential 
facilities. In the same way, polymorphic malware code 
signature changes differently in each occurrence and 
outwit traditional methods of detecting malware. The 
attack surface has also been widened by the proliferation 
of the IoT device, cloud-based services, and the high-speed 
networks, which means that organizations are at greater 
risk. Since the threat scenario is changing, the means and 
approaches that should be used to identify and counter 
these threats also change. 

1.2 Importance of Network Intrusion Detection 
Systems (NIDS) 

Network Intrusion Detection Systems (NIDS) are 
important in protecting information technology facilities 
of organizations through monitoring and analyzing 
activities run on networks. Whereas firewalls are mostly 
used to act like the gate keepers in blocking the access of 
any unwarranted traffic, NIDS offers deep insights about 
the traffic patterns by observing the content of the packet 
and that of the flow behavior in case of any form of 
intrusion or compromise. In this way, NIDS drastically 
decreases dwell time of the attackers inside a network will 
allow faster response to an incident and limit the effect. 
Users need to deploy viable NIDS as an absolute technical 
need as well as to be on the good side of the law because of 
stringent data protection policies that include the GDPR, 
HIPAA, and PCI-DSS. Such systems are critical, especially 
in the field of finance, healthcare, and defense where data 
leakage can cost an organization in terms of operational, 
reputation and financial losses. 
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1.3 Limitations of Signature-Based and Machine 
Learning Approaches 

Signature-based network intrusion detection systems 
(NIDS) such as Snort are traditionally the back-bone of 
network defense solutions, as they are transparent, 
accurately retrieve their information, and consume little 
resources. They are done by comparing network action 
with a preset list of known threat indicators. They can be 
quite effective in preventing well-documented attacks, but 
by their nature they are reactive and cannot identify either 
novel or obfuscated threats without being updated 
frequently using manual responses. Conversely, machine 
learning (ML)-powered NIDS are going to apply 
algorithms to determine normal operations within a 
network and then identify abnormalities in real time. In 
some cases, these systems are capable of detecting 
previously-unknown attack vectors as well as zero-day 
exploits and are prone to having heavy computational 
cost, not being explainable (black-box models), and to an 
elevated false positive ratio, resulting in alert fatigue. 
What is more, ML systems are prone to adversarial 
attacks, meaning that they can be misled by minor 
modification of input data. 

1.4 Motivation for Comparative Study 

Due to the complementarity of the strengths and 
weaknesses of the signature-based and ML-based NIDS 
approaches, the author believes that there arises a strong 
need to conduct a comparative analysis of the best tools in 
both paradigms which would be rigorous in his or her own 
words. Nevertheless, even though the Snort and Darktrace 
are widely used in the cybersecurity field, there are no 
empirical studies that consider them in the same 
conditions by using benchmark datasets and realistic 
traffic generation. The gap reduces the freedom of security 
specialists and decision-makers to use a more suitable tool 
depending on the context of threats, size of the 
organization, or budget. A well organized comparison, 
especially the one that involves hybrid deployment 
strategies, will provide beneficial information as to how 
the tools perform separately and with each other in order 
to enable the stakeholders to link their strategies on 
detection to its operations. 

1.5 Research Objectives 

The main aim of the proposed research is to test and 
compare the performance of Snort, a signature-based 
NIDS and the Darktrace, a machine learning-based one 
under a wide range of the threat scenarios. The study aims 
at answering four main questions: (1) determining the 
accuracy of detecting the known and novel attacks with 
the help of both tools; (2) evaluating the efficiency of their 
operation in terms of the latency, scalability, and 
resources utilization; (3) evaluating the clarity and 

usefulness of alerts produced by each system; (4) 
investigating the power of a hybrid implementation where 
these two technologies are utilized together. Based on this 
investigation, the research intends to come up with 
prescriptive recommendations to inform the cybersecurity 
professionals on how they can improve their attributes in 
intrusion detection within the threat environment that 
requires precision and flexibility. 

2. RELATED WORK 

2.1 Evolution of NIDS: From Signature-Based to 
ML-Driven Systems 

Cyber threats have continued to evolve in quality and size 
over the years; and so has the Network Intrusion 
Detection Systems (NIDS). The early ones involved the 
host based intrusion detection systems (HIDS) that 
checked the activity within a system to ascertain abnormal 
behaviour. Nonetheless, the development of 
interconnected networks during the late 1990s and early 
2000s gave to the necessity to monitor traffic through the 
entire network sections, and thus, NIDS appeared. The 
NIDS technique based on signatures was the technology 
that came into the spotlight at this time, with their 
operations like identifying malicious traffic based on the 
previously predetermined rules and the well-known 
patterns of the attacks. Such tools as Snort, which was 
released in 1998, were the best example of this model, 
with their rule-based structure, providing high accuracy 
against known threat. 

Notwithstanding the fact that they were precise in 
addressing the known threats, signature-based systems 
were unable to detect novel or polymorphic ones as the 
attackers started to use zero-day vulnerabilities and 
disguise the attacks. The latter restriction led to the 
development of the anomaly-based methods of the 
detection and further to the application of machine 
learning (ML) to intrusion detection. NIDS powered by ML 
changed the paradigm because it allowed systems to build 
a picture of normal traffic and alert anomalies that may 
represent some kind of intrusion. The new technology of 
unsupervised learning and deep learning architecture 
alongside real-time behavioral analytics became at center 
of the present NIDS design, including platforms such as 
Darktrace. Such a change made it possible to identify new 
threats proactively but that brought in new difficulties 
with regard to understandability, resource consumption, 
and false alarms. 

2.2 Overview of Snort and Darktrace in Literature 

It can be seen that Snort is much talked about in academic 
and industry literature this is because it is open source 
and rule system is transparent. The detectability 
potentials of Snort as well as extensions done on it 
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through rule customization and efficiency in terms of use 
in low-resource setting have been studied many times. 
There have been researches done into the impact of the 
updating of its rule base on the accuracy of the detection 
and on the possible combination with Security 
Information and Event Management (SIEM) tools in order 
to handle threats in a wider range. The advantage with 
Snort over other IDSs is that Snort behaves 
deterministically and thus the alerts are traceable to 
particular rules and thus very clear in terms of following 
audit and regulation demands. Its reactionary system and 
need to update the rules manually are however a big 
setback. 

Conversely, Darktrace is a young breed of business NIDS, 
which leveraged on unsupervised machine learning and 
behavioral modelling. The literature available on 
Darktrace usually brings into focus its self-learning 
process and how it uses the biological principle mostly the 
immune system analogy in discovering enterprise 
network anomalies. Industry reports and case studies 
have commended Darktrace with detecting advanced 
persistent threats (APTs), insider threats and encrypted 
command-and-control (C2) communications. 
Nevertheless, there is also an abundance of scholarly 
criticisms that mention transparency issues in its ML 
algorithms, difficulty in understanding alerts, and 
expensive enough makes it very costly to deploy. Little-
known to the general population due to the closed nature 
of its technology to detect malicious activity, Darktrace has 
nonetheless become a hotbed of opinions on the topic of 
the AI-induced cybersecurity. 

2.3 Prior Comparative Evaluations: Gaps and 
Inconsistencies 

The comparison between Snort and Darktrace is rather 
rare although both of these tools are well studied 
separately. Available comparative studies tend to 
concentrate on the comparison of traditional and ML-
based systems with different datasets or under different 
evaluation circumstances, which creates inconsistency in 
the results and undermines the draw generalostry of 
conclusions. Certain experiments use obsolete data sets 
like NSL-KDD which are no longer relevant of current 
network behavior and others do not apply realistic 
simulation of the encrypted or polymorphic traffic. 
Additionally, in the vast majority of comparisons, the 
metrics of the performance are isolated to specific, 
testable metrics of accuracy of some operation, or a rate of 
false positives, none of which take into consideration 
variables relating to operations; things such as resource 
consumption, response time, scalability, or interpretation 
of issued alerts. 

The major gap in the literature is that there was no head-
to-head research done under precisely the same 

experimental configuration on the contemporary 
benchmark datasets and threat simulation. This lack of 
information does not allow organizations to comprehend 
the trade-offs in real life between the accuracy of the rules 
of Snort and adaptability of the Darktrace behavior. 
Additionally, there are only a limited number of studies 
describing how a tool can be implemented in practice, i.e., 
how it can be deployed in the healthcare, finance, or small-
to-medium companies, which deprives practitioners of 
well-defined principles according to which a tool can be 
implemented depending on the organization needs. 

2.4 Hybrid IDS Approaches 

In the light of the shortcoming of signature-based and ML-
driven systems, a number of researchers have suggested 
hybrid intrusion detection systems which unite the 
advantages of both methods. The basic idea associated 
with hybrid IDS is to employ signature-based devices to 
remove known attacks within a short time, thus leaving 
computationally intensive ML with only anomalous 
behaviors or unusual behaviors as the priority in the 
complex task. Such systems typically use a layered design: 
where the 1st layer is deterministic rule-based design and 
the 2nd layer is behavioral- (or statistical) based design to 
the rest of the traffic. 

Certain hybrid models have been proven to be successful 
in decreasing the occurrence of false positives and on the 
other hand increasing the detection of zero-day attacks. To 
give an example, Pre-filtering of traffic with Snort and 
subsequent ML analysis of remaining packets have proven 
useful in experiments. Adaptive IDS frameworks have also 
been developed by involving feedback mechanisms 
whereby by making use of ML-generated alerts, led to the 
signature database being updated. Nevertheless, 
deployment of hybrid systems in the real world has some 
difficulties associated with interoperability problems, 
issues related with correlation of alerts, and presence of 
system overhead. However, the hybrid solution is 
becoming an adopted norm to those organizations that are 
interested in finding golden mean regarding reliability, 
flexibility, and cost. 

2.5 Summary of Key Gaps in Literature 

The literature that is available provides a lot of 
information concerning the strength and weaknesses in 
the operations of Snort and Darktrace as stand–alone 
tools. It however does not provide comprehensive, 
empirical comparisons in uniform settings with state of 
the art threat simulations and benchmark dataset. Such 
lack of uniform systems of evaluation results in incoherent 
and even contradictory findings. Furthermore, very little is 
said about deployment strategies that have a context, i.e. 
on which services to use AI-based detection over 
signature-based protection depending on the type of 
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network, compliances of the environment, or title of the 
attacker. 

3. METHODOLOGY 

3.1 Comparative Evaluation Framework 

The strategy of this research paper consists of a 
comparative assessment model that would streamline the 
evaluation of the competencies of the two authoritative 
Network Intrusion Detection Systems (NIDS) Snort (a 
signature-based free and open-source package) and 
Darktrace (a commercial entity who uses unsupervised 
machine learning (ML)). The purpose of the framework is 
to explore the way they work in a range of threat scenarios 
to benchmark their performance in known and novel 
attacks based on standard datasets as well as synthetic 
traffic simulations. With the stringency of result measure, 
presented in both quantitative and qualitative measures 
like detection accuracy, false positive rates, latency, and 
operational interpretability, the study presents an 
overview of the strength of each of the systems. There is 
always an attempt to achieve objectivity and reliability by 
means of carrying out all experiments in a controlled 
environment having the same traffic profiles and 
judgment criteria. The framework lays stress on 
reproducibility and fairness, hence both Darktrace and 
Snort are tested using the same datasets, infrastructure 
and test scenario, therefore, allowing apples-to-apples 
comparison. 

3.2 Tools Used: Configuration and Deployment 

The research refers to two different tools showing the 
signature based and ML based paradigm of the intrusion 
detection. The signature-based system used was Snort 3.0 
as it has an open-source architecture, has an elaborate 
documentation of it rules structure, and has widespread 
usage both in academic institutions and the industry. 
Snort is set to use the Emerging Threats Open (ETOpen) 
ruleset and the Snort Community Rules that address a 
very broad-band of known attack signatures. Packet 
processing using multithreading is allowed so that to 
accurately measure performance in order to simulate 
work of an enterprise scale. 

Darktrace Enterprise Immune System is the ML-based one, 
in its turn. It does this by use of unsupervised learning in 
modeling the baseline behavior across hosts, users, and 
protocols and flagging anomalies automatically. After 
deployment, Darktrace takes effect where no action is 
planned on the part of the organization. It takes 14 days to 
learn and develop a model of behavior without labeling or 
manual intervention. After learning, the system constantly 
identifies the real time network traffic and provides a 
score of anomalies to the unexpected events. It does not 
depend on the signature definitions, unlike Snort, it 

expresses its ability to detect the threats through 
probabilistic threshold levels and time-space analysis. 

3.3 Datasets: CIC-IDS2017, UNSW-NB15, and 
Synthetic Traffic 

To assess the performance of detection in a 
comprehensive way, it chooses to apply two kinds of data 
sets, which are benchmark and synthetic traffic produced 
by the study itself. CIC-IDS2017 labeled traffic dataset 
collected and maintained by the Canadian Institute for 
Cybersecurity contains labeled traffic data of typical 
attacks like DDoS, a brute-force, Heartbleed, SQL injection, 
etc. This corpus simulates network traffic in enterprise 
and provides a fair proportion of both benign and 
malicious ones. The UNSW-NB15 dataset developed by the 
University of New South Wales adds new classes of 
modern attacks such as exploits, reconnaissance and 
fuzzing in a more realistic context to the post-2015. 

Besides these, synthetic traffic is designed with the 
assistance of such tools as Scapy and Metasploit to 
represent complex attacks, including polymorphic 
malware, fileless, and encrypted command and control 
(C2) channels. The simulated attacks are made with the 
aim of challenging not just the detection paradigms but are 
also made to assess the capabilities that are not available 
in the existing data sets. 

3.4 Experimental Setup 

Each experiment is carried out in the confined virtual 
system in a server based on Dell PowerEdge R750, 
comprising 64 virtual central processing units, 256 GB of 
memory and 10 Gbps networking interface. The 
virtualized testing bench is constructed on the basis of 
VMware ESXi 7.0, within which there are several subnets 
that reflect various elements of a corporate computer 
system: servers, workstations, and IoT nodes. Under this 
configuration, the traffic generators such as the Lower and 
malicious flows Ostinato and Tcpreplay will generate 
traffic patterns according to patterns that they have been 
defined with and random injection plans. 

Snort would be installed on a permanent Ubuntu 22.04 
virtual machine whose network mirroring is enabled, i.e. 
all traffic between subnets is also monitored. Darktrace 
works as a passive listener and it follows the same 
interfaces hence follows the same flow of traffic. Both the 
system logs, alerts and performance measurements of the 
two tools are recorded and saved so that they can be 
analyzed later. The arrangement will ensure that the two 
systems will be tested under the same exact conditions. 

3.5 Performance Metrics 

So as to evaluate both systems in a quantitative manner, 
the research examines five major performance indicators. 
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Detection Rate (DR) is a parameter that gauges how many 
of the actual intrusions are detected, and thus, it gives a 
straight signal on the sensitivity of each tool. The False 
Positive Rate (FPR) is good measurement of the 
information available about the benign traffic misclassified 
as malicious which provides some insight into the attack 
precision of the alerts. The F1-Score then balances both 
precision and recall, which is useful in case of the 
imbalance in attack distributions within a dataset. The 
overall discrimination of the system at differing thresholds 
is checked based on the ROC -Area under Curve (ROC-
AUC) scale. Lastly, Latency is the metric that determines 
the time zone between when a malicious event is 
committed and when an alarm is generated and this is of 
paramount importance to real time response cases. 

Table-1: Performance Metrics. 

Metric Definition Purpose 

Detection Rate 
True Positives / 

(True Positives + 
False Negatives) 

Assesses 
effectiveness in 
threat detection 

False Positive Rate 
False Positives / 

(False Positives + 
True Negatives) 

Evaluates noise level 
in alert system 

F1-Score 
2 × (Precision × 

Recall) / (Precision 
+ Recall) 

Measures balanced 
accuracy 

ROC-AUC 
Area under the ROC 

curve 

Gauges classification 
capability across 

thresholds 

Latency 
Time from event 

occurrence to alert 
generation 

Determines 
operational 
feasibility 

 

3.6 Statistical Analysis 

The study uses strict statistics in order to eliminate the 
possibility of observing the difference in system 
performance as a probability of any chance. To find 
underlying differences between mean detection rates of 
different attacks (e.g. SQL injection, DDoS and fileless 
malware) on Snort and Darktrace, Analysis of Variance 
(ANOVA) will be used. This method uses statistical 
probability to evaluate whether or not there are 
significant deviances in the ways of detection. Also, paired 
t-tests are applied to system latency and false positives, 
when the same sets of tests are used, only to determine 
whether there is any significant difference between the 
performance of one tool in comparison to another. 

Moreover, the 10-fold cross-validation technique is also 
employed to achieve the greater reliability of the results 
especially when measuring the performance of machine 
learning. All data sets consist of ten subsets, and one of 
them is applied only once as a test case whereas the rest of 

them are applied as training. The strategy will minimize 
overfitting and make the findings generalize in several 
contexts. Also, it offers confidence intervals of such 
metrics as F1-score or ROC-AUC, which makes the data 
more reliable and statistically valid. 

4. RESULTS AND ANALYSIS 

4.1 Benchmark Dataset Evaluation 

In order to assess the relative performance in the 
detection of known threats, both Snort and Darktrace 
were subjected to two common-referenced benchmark 
suites; CIC-IDS2017 and UNSW-NB15. Such datasets have 
various types of attack patterns which comprise SQL 
injection, brute-force, DDoS, and infiltration and thus, 
suited in analyzing the effectiveness of the tools in 
detecting already defined signatures of the threats. 

Snort was also very accurate in detecting the occurrence of 
attacks that had been defined using the available rules. As 
an example, it identified 92 percent of SQL injection 
instances in CIC-IDS2017 data set with an FPR of 0.50 
percent only. On the same note, in the UNSW-NB15 
dataset Snort was able to sustain a 68 percent failure rate 
detecting exploits, which can tend to be vulnerable to 
recognizable payloads. Conversely, as can be seen, 
Darktrace, based on behavioral anomaly detection (it does 
not use any fixed rules), detected 85% of all SQLi and 85% 
of exploit attacks in both databases. There was, however, a 
compensation to this flexibility: Darktrace had a small 
profit of false positives, especially when processing a 
traffic burst as malicious. 

 

Figure-1: Benchmark Dataset Evaluation 

These outcomes indicate that in spite of Snort showing 
outstanding results when dealing with such well-known 
and well-established types of threats, the solution 
becomes less efficient when coping with the less 
recognized or more developed signature types. On the 
other hand, Darktrace has an equal performance when 
testing cases with high traffic but could undergo manual 
tuning as a means to limit false positives. 
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4.2 Synthetic Threat Evaluation 

To test the detection mechanisms on a level different than 
the traditional threats, synthetic traffic was prepared to 
simulate the zero-day attacks, encrypted command-and-
control (C2) channels, fileless malware, and polymorphic 
traffic. Such classes of threats are meant to avoid rule-
based detection and are on the rise in the actual attacks 
seen in the real world. 

Snort did not make out well with these conditions at all. In 
encrypted C2 traffic simulated to run using TLS 1.3, Snort 
captured only 18 percent of the traffic since at that point, 
it could not observe the payloads within encrypted 
sessions. Similarly it identified only 10 percent of the 
fileless attacks which occur in the memory and are 
immune to disk-based signatures. Darktrace however 
managed to detect 82 percent of encrypted C2 sessions 
through detection of abnormal timing patterns and 
session behavior detection. It was also able to detect 75 
percent of fileless malware attack based on anomalous 
activity. 

 

Figure-2: Synthetic Threat Evaluation 

These findings confirm that while Snort is effective for 
known signature-bound threats, it is ill-equipped to detect 
stealthy, behavior-based attacks. Darktrace, although 
occasionally prone to false positives, provides significantly 
better protection against evasive and sophisticated 
adversaries. 

4.3 ROC-AUC and Heatmap Visualization 

The Receiver Operating Characteristic - Area under Curve 
(ROC-AUC) analysis proves once more the discrimination 
capacity of the two tools. A ROC curve was published each 
on different attack types where one could find the level of 
distinction between benign and malicious traffic under 
different threshold. Darktrace also showed higher AUC 
scores with an average score of 0.94 which means that 
Darktrace performed better on both balanced and 
unbalanced cases of threats. An average AUC of Snort was 
0.85 that is good enough with known threats but not with 
unknown threats. 

Heatmaps were created to see the picture of performance 
on different protocols (e.g. HTTP, DNS, MQTT) and types 
of attacks. As an example, Snort was very effective in 
metrics related to HTTP-based SQLi and Darktrace was 
more accurate in data exfiltration via DNS and IoT 
protocol anomaly. Such visualizations highlight the area of 
expertise of each of the tools Snort on static web threat 
and Darktrace on protocol-agnostic anomalies. 

4.4 Operational Efficiency 

Latency, CPU, RAM consumption, and throughput play a 
very critical role in the area of performance in real-time 
environments. Deterministic signature matching used by 
Snort was characterized by low latency, i.e. on average, 80 
milliseconds passed between threat event and the 
generation of an alert. It was also very efficient functioning 
with 4 GB RAM and about 30 percent CPU when under the 
load of 5 Gbps traffic. This implies that it is suited well in 
resource constrained deployments. 

Conversely, Darktrace suffered increased executive delay 
in the furthering use of the probabilistic score and 
behavioral modeling, an average of 220 milliseconds. It 
has a higher processing requirement in terms of number 
as it needed 16 GB RAM and about 50% CPU with the 
same throughput. It has a high cost of overhead; however, 
it is viable through its wide coverage of detection. 

Table-2: Operational Efficiency. 

Metric Snort Darktrace 

Latency 80 ms 220 ms 

CPU Usage 30% 50% 

RAM Usage 4 GB 16 GB 

Throughput 5 Gbps 5 Gbps 

 
This operational comparison indicates that Snort is more 
suitable for lightweight, high-speed networks, whereas 
Darktrace is appropriate for environments prioritizing 
thorough analysis over minimal latency. 

4.5 Hybrid Deployment Scenario 

A hybrid deployment was used to leverage on the 
strengths that both tools have and complement each other. 
In such set-up, Snort comes in as a first-layer filter denying 
all known threats according to signature and lessening the 
traffic burden that would be sent to Darktrace. The 
second-layer, which is driven by Darktrace, examines 
residual traffic to various and zero-day types of behaviors. 
Such step-by-step analysis is also complemented with a 
feedback loop, within which the verified Darktrace alerts 
also result in fresh Snort rules to be created, hence 
dynamically developing the signature set. 
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Hybrid configuration achieved 90 percent in catching 
known threats and 75 percent in catching novel threats, 
which was slightly lower than the ones provided by 
Darktrace but it returned 40 percent less false positives. 

Table-3: Hybrid Deployment Scenario. 

Metric Snort Alone 
Darktrace 

Alone 
Hybrid 

DR (Known 
Threats) 

92% 85% 90% 

DR (Novel 
Threats) 

22% 78% 75% 

FPR 1.20% 1.50% 0.80% 

 
The synergy in the hybrid deployment not only boosts 
detection breadth but also optimizes performance and 
alert reliability, offering a practical middle ground for 
organizations balancing cost, clarity, and adaptability. 

5. DISCUSSION 

5.1 Strengths and Weaknesses of Each Approach 

Since Snort and Darktrace belong to the two major 
categories of the intrusion detection systems, namely a 
signature-based and machine learning (ML)-based IDS, the 
comparative assessment represents the core trade-offs 
between those IDS. Snort with such a deterministic, rule-
based logic is very precise and has a relatively low amount 
of false positives in detecting well-known attack 
signatures. Lightweight architecture results in low latency 
and negligible consumption of resources, so it is a good 
pick, when the traffic patterns are predictable, and there 
are limited resources required to serve a given 
environment. Furthermore, Snort rules are clean and are 
thus interpreted in a very clear way and its rules also 
ensure compliance with regulations. Nevertheless, the 
main weakness of Snort is that it does not help to identify 
threats, polymorphic malware, and fileless attacks that 
cannot be identified based on signatures. Such reliance on 
a manual rule update makes Snort reactive and not 
adaptive. 

Darktrace is a different situation though, as it offers a 
proactive model of detection. Upon gaining unsupervised 
ML to understand the typical behavior of a network, it will 
be able to detect anomalies that stand out of a typical 
behavior, working regardless of whether the anomaly is a 
known or unknown threat. This enables Darktrace to 
perform well in recognizing new attacks, encrypted 
Command-and-control, and insider threat. However, this 
flexibility is associated with a tradeoff in terms of more 
computation overhead, more false positives and less 
interpretability. These factors can impede the 
effectiveness of the operation and trust in the decision- 

making of the system in weakly-equipped setting or well-
regulated industries. 

Table-4: Strengths and Weaknesses of Each Approach. 

Aspect 
Snort (Signature-

Based) 
Darktrace (ML-

Based) 

Known Threat 
Detection 

Excellent Good 

Zero-Day Detection Poor Excellent 

False Positives Low Moderate to High 

Resource Usage Low High 

Interpretability High (rule-based) 
Low (black-box 

models) 

Deployment Cost 
Minimal (open-

source) 
High (commercial 

license) 

 

5.2 Interpretation of Statistical Significance 

The statistical processing mechanism provided as ANOVA 
and paired t-tests almost stays resistant to the difference 
observed between Snort and Darktrace. Statistically 
significant differences (p < 0.05) in detection rates among 
zero-day and polymorphic threats were found in the 
results confirming the fact that Darktrace was more 
effective than Snort in detecting the non-signature-based 
intrusions. On the other hand, results of t-test on latency 
and false positive gave grounds to confirm the advantage 
of Snort in speed and accuracy in encountering well 
established threats. 

Moreover, the 10-fold results of cross-validation increased 
the conviction of such reproducibility and generalizability 
of the findings. Darktrace was also depicting high ROC-
AUC of around 0.94, as compared to Snort, which was 
around 0.85 that means that it was well equipped in 
detecting the difference between malicious and benign 
traffic under different thresholds. The statistical 
verifications explain why there is a gulf in the 
performances of the two systems since this is not random 
but built on the underlying architectural principles of the 
systems. They however also demonstrate that the single 
systems cannot effectively be used in the defense of a 
whole network especially with matters concerning a 
balance between adaptability and their operational 
capacity. 

5.3 Implications for Deployment Decisions 

The information that can be accumulated as a result of this 
comparative study can be used practically by the 
architects and decision-makers of cybersecurity. The 
choice of intrusion detection system is to be prompted by 
business needs, level of threat and the availability of 
resources. Snort is most applicable to those environments 
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where the risks are well-known, the controlling 
regulations are very strict and the budget is limited, that 
is, the SMEs or other agencies of the state sector, where 
the transparency and audit ability are of great importance. 
In contrast, companies with dynamic infrastructure, 
frequent encounter with previously unknown threats, or 
associated with high value assets e.g. financial institutions 
and healthcare providers, or those that make up our 
critical infrastructure should first implement adaptive 
systems such as dark trace that has greater coverage. 

A hybrid strategy can also be the most strategic in most of 
the real-life situations. The organizations can use Snort 
services to provide filtering of the normal and signature-
oriented threats and leave the remainder to be monitored 
by DarkTrace in order to use anomaly-based detection. 
Such hierarchical protection boosts the overall detection, 
and it will also distribute the load of detecting to 
individual machines, particularly useful in high 
throughput settings. The consequences do not just have to 
deal with the technology selection but also with budgetary 
allocation, readiness of compliance, workflow of incident 
response, and training of teams. 

5.4 Explainability Concerns in ML-Based IDS 

One of the problems with ML-based systems (such as 
Darktrace) is poor explainability. Although the system is 
free to raise suspicions on its own based on detecting 
devious patterns, it can sometimes be unintelligible on the 
rationale of its suspicions to the user. As an example, an 
anomaly score may indicate an anomaly in a 
communication behavior pattern, but it does not offer 
additional information to indicate what it entails and why 
it happened, leaving the analysts at a loss to recognize or 
react to the notification. Such form of a black box reduces 
user confidence and the ability to report as per the 
regulation especially in other fields like healthcare whose 
actions need to be justifiable based on evidence. 

Despite possible solutions to this problem existing in 
model-agnostic approaches such SHAP (SHapley Additive 
exPlanations) and LIME (Local Interpretable Model-
agnostic Explanations), they have not yet been very much 
implemented commercially on NIDS systems. It is crucial 
to make ML-based IDS explainable and thus, an aspect 
which should be explored as part of future research. A 
system detecting anomalies is not good enough: it must 
justify them by telling an operator the reason behind the 
detections in a form that people can understand. Lack of 
such clarity will lead to underutilization or even disregard 
of even the best alerts since one will lack confidence. 

5.5 Potential for Hybrid Framework Adoption 

The hybrid solution that incorporates Snort and Darktrace 
becomes a prospective framework that can be used to 

achieve maximum consecutive benefits related to the 
detection breadth without turning to trade-offs. This 
architecture takes the form of a two-layer architecture in 
which Snort can be used as the first layer of defense to 
filter known threats in a high rate of known attacks. In the 
meantime, Darktrace is the second line that monitors the 
rest of the traffic and detects the signs of unusual 
behavior, which points to sophisticated, new, and stealthy 
attack activities. 

Among the main innovations that can be illustrated with 
the help of this study, the feedback loop has to be 
mentioned, where new Snort rules are created 
automatically based on the confirmed Darktrace alerts. 
This system provides the ability of signature-based system 
to change with time such that it can learn lessons gathered 
during its ML detections without the human input.  

6. CONCLUSION AND FUTURE WORK 

6.1 Conclusion 

The aim of the present research was to conduct a prolific 
comparative evaluation of two of the most well-known 
paradigms in network intrusion detection: Snort-the 
representative of the conventional signature-based 
methodology, and Darktrace-the adherent of the 
contemporary machine learning (ML)-based algorithm. 
The research developed through a comprehensive 
assessment using benchmark data sets (CIC-IDS2017 and 
UNSW-NB15), simulated conditions of synthetic traffic 
generation and a well-designed virtual laboratory 
environment, offered a concise insight into the strengths 
and weaknesses of both tools, as well as understanding the 
situation in which one or another tool is more effective. 

Snort proved itself to be very reliable to identify known 
threats since it has a high rate of detection and less false 
positives. Transparent and low-latency operations using a 
deterministic rule-based logic allowed quick and efficient 
operations and thus was an appropriate choice in 
situations where there were resource and compliance 
constraints on its use. Yet it showed a dramatic decline of 
activity in the following cases of zero-day attacks, 
polymorphic malware activity, encrypted traffic, or fileless 
malware, where the threats are not based on the 
predetermined patterns of signature matches. 

The Darktrace, on the other hand, demonstrated better 
ability in unveiling unseen threats present in the first time 
using its learning-free anomaly detection algorithms. It 
was also best suited to locate encrypted command-and-
control (C2) diversion and invisible behavioral 
irregularities. However, it was compensated by the false 
positive rates, increased delays, and reduced 
interpretability which are typical problems of black-box 
ML models. 
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The study has further affirmed that an effective and viable 
alternative of the research undertaken is the adoption of a 
hybrid deployment model which combines Snort and 
Darktrace as a viable and strategic solution to the quest to 
ensure thorough scrutinization of threats. Having applied 
the advantages of Snort in exactness on known threats, 
and Darktrace in versatility to deal with any anomalies, 
the blend system had a higher coverage and was able to 
overcome the issue of alert fatigue, particularly when 
augmented by a feedback loop which updates the rule 
base of Snort consistently using knowledge revealed by 
Darktrace. 

6.2 Limitations of Current Study 

Although the results are very informative, the research 
study does not lack limitations. Among the major 
limitations is the fact that it uses controlled experimental 
set ups to make the analysis using benchmark datasets 
and artificial traffic. As much as such datasets are 
repeatable and have expansive sets of threats, they are not 
as unpredictable and complex as enterprise network 
environments. Specifically, the contextual factors of 
human behavior, valid business anomalies or adversarial 
obfuscation methods can act differently in the live 
networks. 

In addition, the internal decision-making process in 
Darktrace could not be accessed due to the proprietary 
architecture that Darktrace had. Consequently, 
explainability was assessed by looking at output logs and 
how the system acts instead of being examined directly on 
how models are structured or which parts of input are 
critical. Third-party explainability solutions (LIME or 
SHAP) were also not being tested in the study, which 
would have enhanced an insight into ML-based alerts. 

The second constraint is the absence of extra intrusion 
detection platforms like Suricata or Bro/Zeek and Cisco 
Firepower. Although this type of narrowing to conduct a 
more meaningful comparison between Snort and 
Darktrace remained successful, a bigger picture could be 
provided with a more inclusive scene. Other long-term 
learning patterns, i.e., model drift or decreasing accuracy 
of an ML system with time, which can affect the 
deployment tactic, were not considered in the evaluation 
as well. 

6.3 Future Directions 

Based on the findings made in this research, there are 
some directions of future research which are considered 
to be promising. To start with, the results produced in a 
live production test in the real business world would 
increase ecological validity significantly. The 
implementation of Snort and Darktrace on the basis of 
various industries, including finance, healthcare, and 

critical infrastructure would enable the researchers to 
address whether they perform real-time tasks, are able to 
adapt to any dynamic situations, and can be used in the 
actual environment. 

Second, it is important to integrate the explainable 
artificial intelligence (XAI) mechanism of ML-based NIDS 
such as Darktrace. The implication of using XAI methods 
like LIME, SHAP and counterfactual explanations and their 
ability to better the level of trust of analysts, improve 
incident response, and achieve regulatory compliance 
needs to be researched in the future. This would allow 
obscure anomaly scores to be changed to practical 
understandable information. 

Third, the study points at greater interest in adaptive 
hybrid intrusion detection systems, in which the concepts 
of continuous learning, threat intelligence, and real-time 
feedback loops are being introduced in a systematic 
manner. In the future, this might be prototyped into 
iterative self-updating rule engines, e.g. using NLP-based 
log analysis or reinforcement learning to propose or ratify 
new signature rules based on anomalies identified with 
ML systems. 

Finally, due to the growing interest of the post-quantum 
cryptography and adversarial machine learning, increased 
interest in researching NIDS resilience against adversarial 
attacks is needed. Studies of data poisoning, evasions and 
model hardening will be critical to protect ML-based 
detection against manipulation. On the same note, 
prospective hybrid frameworks must be experimented 
over scalability of cloud-native and containerized 
applications especially in the 5G and edge computing 
systems. 
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