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Abstract - The need to cope with noisy and evolving data
streams has become a major concern in the light of the
increasing spread of real-time data in areas such as
monitoring of IoT, healthcare diagnostics and cybersecurity.
Nevertheless, the traditional online learners fail when
placed in high-noise scenarios where there are corrupt
features, mislabeled moments and adversarial interferences.
The proposed research work suggests such a framework to
be called Robust Anomaly Detector (RAD), which
incorporates noise-aware components in the online learning
pipeline to enhance robustness to the numerous types of
noise at the expense of little predictive accuracy and model
stability drop. The RAD architecture has 2 parts namely the
model of the label quality, its prediction, which is the
dynamics of eliminating unknown data because there will
be unreliable information, and the online classifier which To
boost the flexibility even further, three longer variants,
namely, RAD Voting, RAD Active Learning and RAD Slim, are
being presented to provide the support to ensemble
disagreement, human-in-the-loop feedback, and resource-
efficient calculations respectively. With synthetic and real-
world dataset testing (including data on IoT intrusion, cloud
task failure, and facial recognitions) it is concluded that the
RAD framework shows a large margin of improvement
compared to the normal online learners in terms of
robustness and improved by up to 30 percent in standards of
robustness, with no reduction in efficiency of the
computational process. The results make RAD an adaptable
and scalable tool to use to implement credible online
learning systems to noisy real-time environments.

Key Words: Robust Online Learning, Label Noise,
Streaming Data, Noise Reduction, Ensemble Learning,
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1. INTRODUCTION
1.1 Background

Exponential rise in the amount of data produced in the
real-time systems such as the Internet of Things (IoT)
systems and healthy monitors as well as the
cyberprotections has brought about a paradigm change in
the study of machine learning. Big Data is not yet static
and batch-based but it comes in high velocity, continuous

stream and requires real time processing and learning.
The model based on online learning has become the most
popular solution to accommodate these requirements
because it learns gradually, receiving every new data
sample, and even makes the prediction in real time, but
without retraining on all data present in the dataset. The
said method is especially important in adaptive systems
that are supposed to be continuous, i.e., network intrusion
detection, health monitoring devices - guest worn, and
automated equity trading systems.

Even though online learning in the real world has several
benefits, noise very often undermines its quality. The
sensor data streams, or other forms of logging, or user
interactions can have corrupted features determined by
hardware failures or information transmission error, and
mislabeled instances because of a human error during
annotation, or malicious attack by an adversary. In an
extremely dynamic environment, such as one in IoT or
dealing with cybersecurity, the noise will be significant
and common, and it will have a dire impact on accuracy
and stability of learning systems. There is hence an urgent
need in bolstering online learning models with strong
noise-control responsibilities in order to guarantee
reliability and upsurge in such un-predictable and high-
noise positions.
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Figure-1: Machine Learning Approaches to Noise
1.2 Problem Statement
Basic online learning algorithms are quite effective and
good in case of processing sequential data, but, at the same

time, they are predisposed to the negative influence of
corrupted input. The training models tend to expect clean
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and trustful data, which is hardly ever in the real life
implementation. Noise may impair the model in form of
feature noise that causes confusing internal updates (e.g.
volatile sensor measures or corrupted packet data), or
label noise that adds fundamentally flawed supervision
tuition (e.g. incorrect labeling in a supervised task). The
effect is a decrease in model performance, slow
convergence, unstable predictions and an augmented risk
of catastrophic forgetting such that prior knowledge is
overwritten by corrupt examples.

This problem is more severe in the context of real time
development in which the models cannot only be reliable
but also fast and responsive. Conventional non-online
noise-handling methods, e.g. batch data cleansing or
compound adversarial training cannot be applied online
since they are computationally expensive. Thus, the only
challenge that this study aims at answering is how to
design and develop the strong online learning models that
will be able to handle a lot of noise without losing
durability, flexibility, speed, or the ability to efficiently
utilize the available resources.

1.3 Objectives

The main goal of the given research will consist in creating
a comprehensive approach to creating sound online
education that will allow suppressing the effects of noisy
data in real-time settings most effectively. This is done
through the design of the Robust Anomaly Detector (RAD)
architecture that adds a two-layer design comprising of
the label quality prediction model and online classification
model. The label quality predictor allows predicting
unreliable or corrupted labels in an online manner, so that
the classifier is trained only on high-confidence filtered
instances.

It is expanded in terms of strategic variants in order to
make this framework versatile and scalable. RAD Voting is
an improvement of this decision reliability via ensemble
consensus; RAD Active Learning also adds expert feedback
to clear up ambiguous labels, and RAD Slim is a resource-
efficient variant which can be used in edge computing
environments. A variety of experimental configurations
with synthetic and real-life data streams is considered and
in each of them, noise is systematically added with varying
levels of severity. It is also expected to empirically justify
the framework using various kinds of noise such as
symmetric, asymmetric, and adversarial label corruption
as well.

1.4 Contributions

The study has a number of contributions to the online
robust learning study. To begin with, it presents a new
dual-layer (RAD), which considers the problems of real-
time detection of labeling noise and adaptive classification,
which is one of the most intractable tasks in noisy learning

in the stream. Second, it suggests that it has three
extended strategies, RAD Voting, RAD Active Learning, and
RAD Slim, which increases the base model options and
performance in various working scenario, extending to
high-accuracy, enterprise deployments to limited edge
devices.

Thirdly, the framework is highly compared with the
traditional /state-of-art online learners under different
noise conditions. Its analysis contains symmetric label
flipping noise, different levels of asymmetric class-
dependent noise, and adversarial corruption that matches
the complicated reality of deployment in areas, such as
IoT, cloud systems, and face recognition. They use such
measures as predictive accuracy, model stability, recovery
time, and resistant to catastrophic forgetting to thoroughly
evaluate performance. The findings indicate that, even
forming the RAD with its variants, generalization and
robustness qualities are better as compared to those of
baseline models, without the extra cost of computational
load that would have been imposed during their
formation. The set of contributions has a significant value
in terms of the improvement of the design of online
learning systems that can be used in the environment of
disturbing noise, in the real-time.

2. RELATED WORK
2.1 Online Learning Algorithms

Digital learning has become the anchor point in real-time
data processing wherein the models progressively
accommodate departing data streams in real-time as each
fresh data point evolves, modifying their parameters in a
step-by-step fashion. Simple, fast and more importantly
with low computational overhead have been classical
algorithms like the Perceptron, Passive-Aggressive (PA)
algorithms as well as Online Support Vector Machines
(Online SVMs). Perceptron algorithm learns based on
errors, during which its weights are changed accordingly;
hence, this algorithm demands rapid learning. Passive-
Aggressive algorithms distance this further by adding a
margin of confidence, such that the model is not just fixing
errors, but is also robust to later misclassifications in so
far as its decision boundaries are concerned. The Online
SVMs on the other hand provide a handy kernel based
method to solve non- linear classification problems by
holding a collection of support vectors and updating them
via the incoming data.

These algorithms have several serious limitations, in spite
of being very useful, in presence of noisy data streams. The
updates used by them are sensitive to specific entries of
data; therefore, a comparatively small percentage of
distorted labels or features, can generate profound
divergence in the behavior of the models. Noise may
delude direction of gradients, contribute to unstability and
poor convergence or overfitting to the incorrect patterns.
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These algorithms can perform disastrously in the presence
of high noise and there is a clear need of designing
algorithms that are more robust and explicitly deal with
the noise problem.

2.2 Robust Machine Learning Techniques

In order to deal with the data corruption issue in
conventional learning scenarios, a fertile literature on
robust machine learning has suggested several solutions
especially within the offline or batch learning schemes.
Among the most noticeable methods are employing very
strong loss functions supporting outliers such as Huber
loss, the combination of Mean Squared Error and Mean
Absolute Error, to reduce the effect of outliers and Tukey
biweight loss, which down-weights severe values in the
loss-surface. Label cleansing, another method of popular
approach tries to discover and fix the mislabeled data by
using confidence levels, ensemble consensus or small
validation set. Unit learning algorithms e.g. Bagging,
Boosting and Random Forests have proved to be robust in
themselves as the predictions made by different models
are combined so that the effect of noisy samples is
reduced.

But the offline channels cannot be applied directly to the
streaming environment. Their performance normally
depends on having the complete data, the capacity to
resample the data repeatedly and a lot of computing
resources that permit the steps to be carried out in a batch
manner-things which cannot be achieved in the online
learning context. Furthermore, data streams have a
considerable level of dynamism, and the real-time
forecasting and adjustments, as well as computational
simplicity, upon an algorithm compose, require its noise
robustness, regardless of the fact that it will be relatively
lightweight, with a behavior that is adaptive in terms of
time. Hence, although offline robust techniques can be
informative, there are drawbacks to apply them in the
online learning setting that require the design of more
specialized ones.

2.3 Noise in Data Streams

Noise in the streaming data takes many complicated forms
most of which involve a complication to the learning
process. A taxonomy of noise (comprehensive) consists of
three main property noise, label noise, and adversarial
noise, and a hybrid category (comprising noise-concept
drift interactions). The feature noise is corruption in their
input attributes, these can possibly be caused by incorrect
sensors or communication message, or signal noise. It has
such patterns as additive Gaussian noise, impulse noise
and missing values. Label noise, in its turn, occurs when a
wrong target output is attached to the data instance. This
may be symmetric (in the case where the labels are
randomly flipped on all classes) or asymmetric (in the case
where the mislabeling between particular pairs of classes

is more common and this is usually because biases on the
annotation or systematic defects of information gathering
usually contribute). The adversarial noise is a form of
malicious perturbations done to the work with an
intention of deceitful learning algorithms that is usually
done to take advantage of known model vulnerability.

Noise in the stream of data is a big problem to the learning
activity. It disrupts convergence, injecting in valid model
updates spurious gradients that make it harder to learn,
generalize in general (it favors training the model to get
stuck on the latest learning noise rather than on the actual
truth) and is much easier to make Democrats and
Republicans forget old, correct information that they are
overwritten on their new, noisy data. Also, noise might
resemble some real distributional changes or hide them
completely, making the task of adaptive learning more
difficult in the context of concept drifts. The effects
compound and this makes sound learning in noisy
environments a very difficult problem which needs
innovation both at a theoretical level as well as at the
pragmatic level.

2.4 Robust Online Learning Advances

In the attempt to defy the problems causing noise in
sequential data applications, modern strides in robust
online learning proposed some new and strategic
techniques. Finding one of the tasks is when it comes to
incorporating powerful loss functions into online update
rules. Huber loss and generalized cross-entropy loss have
been modified to work in streaming settings allowing
models not to be affected by noisy examples and badly
labeled samples but with minimal increase in
computational expenses. Such loss functions reduce
excessive gradient updates due to anomalous inputs hence
more stable and progressive learning in the presence of
stability.

The online context was not an exception in adaptation of
ensemble-based methods. Such methods as Online
Bagging, Online Boosting and Adaptive Random Forests
(ARF) exploit the redundancy and diversity of a number of
learners to be more robust. These ensembles can soak up
the noisy effect of individual noisy instances by averaging
predictions over many ensemble members or voting over
the membership models to get majority results. Besides,
ensemble members could be dynamically weighted or
chosen according to their latest performance and the
system can respond to the changing data conditions and
concentrate on the most sufficiently reliable components.

The other great place of development is on noise detection
and filtering labels associated with internet. Approach has
been given to estimate the reliability of incoming labeled
cases and re-weight them, or drop them in case they
appear unreliable. Filtering methods based on
disagreement, e.g. with samples with large variance in
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their ensemble-predicted labels viewed as suspicious
(disagreement-based filtering) and an instance-level trust
score based on past prediction accuracy have been
promising. These methods are incremental in nature and
they do not have high overheads hence they can be used in
real-time.

The combination of the advances is a big step in the
direction of developing the strong online learning systems.
Still, they can hardly deal with high-intensity noise or
complicated noise-drift associations. This shortcoming
explains why more integrated and adaptive architectures
need to be developed so that they can holistically
incorporate noise detection, selective learning, and
ensemble-based learning in order to attain resilience even
in the most-severe streaming architectural settings like
the RAD framework studied in this study.

3. PROPOSED METHODOLOGY
3.1 System Architecture

The main architectural design that is suggested by the
research is a powerful and double model based online
learning system built specially to work as a system in high
noise data streams. The construction of this architecture is
based on a modular and pipeline-driven architecture
named RAD (Robust Anomaly Detector) framework that is
composed of two main modules including Label Quality
Predictor and Online Classifier. These two models are
complimentary to each other as both of them have
different yet interconnected roles to play such that they
reduce the impact of a noisy label and noisy feature and
allow continuous updates and real-time prediction.

The Label Quality Predictor has a role of a gateway to
incoming data. It examines the accurateness of the labels
that are put on every data instance and ascertains whether
or not the sample/label needs to be employed to update
the classifier. Training of this predictor is online in terms
of historical prediction behavior, classification confidence,
inter-model agreement (in ensemble techniques) and
patterns in quality of the data over time. It seeks to make
sure that only high-confidence and trusted information is
fed to the downstream classifier hence minimising the
effects of noise in the learning part.

After this filtering, Online Classifier carries out prediction
in real-time in addition to incremental learning. It
correspondently updates its parameters only when the
instance coming in has been judged reliable by the
predictor of labels. Based on the situation, this type of a
classifier can be realized in the form of Perceptron,
Passive-Aggressive algorithms, Online SVMs or Stochastic
Gradient Descent learners all optimized to use streaming
updates.

Also to increase fault-tolerance and stability of
predictions, integration into an ensemble is provided. This
implies that the system may instantiate several classifiers
concurrently and combine the prediction of all of
classifiers into a single output using a majority voting
scheme, and extract disagreement information to update
label quality estimation. The variant extensions provided
by the modularity of this architecture lead to the
customization of the system with regards to constraints
encountered in various environments in terms of available
resources and accuracy requirements e.g. in environments
that need efficiency of computation or manual approval by
human beings.

Table-1: Components of the RAD System Architecture.

Component Function

Detects and filters noisy or

Label Quality Predictor unreliable labeled data

Performs real-time classification

Online Classifier and incremental model updates

Aggregates predictions from
multiple learners to enhance
robustness

Ensemble Layer

Simulates noisy environments

Noise Injection Control during training and benchmarking

Enables variant implementations
like RAD Voting, RAD Active, and
RAD Slim

Modular Extensions

This architecture ensures a robust learning pipeline where
model updates are noise-aware, adaptive, and
computationally efficient—meeting the requirements of
real-time applications in noisy and dynamic environments.

3.2 RAD Framework Variants

In order to increase the RAD applicability in a wider range
of the operational environment three strategic versions
are worked out. All the variants are also modeled to
address certain practical constraints, which include
disagreement between models, the cost of annotation and
the limitations of resources.

RAD Voting is an ensemble version which makes use of
multi-model consensus to enhance well-being. RAD Voting
keeps the number of base learners trained simultaneously
on data stream, in lieu of the need to use only a single
classifier. In case of a new instance, label quality predictor
evaluates reliability in respect of disagreeing with the
ensemble. In case the models have a lot in common, then
the label is clean, otherwise, it is marked noisy. Majority
voting is then determined to come up with the final
prediction. It is based on the fact that this method allows
exploiting diversity in the models to cancel out the
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influence of particular noisy observations and improve the
confidence in predictions.

To address the label quality as ambiguous, RAD Active
Learning is founded on a human-in-the-loop feedback
module. In those cases where the label predictor
recognizes uncertain, or very questionable, labels a query
is made to an external oracle (e.g., to a human expert, or to
a verified database). Such a mechanism will guarantee that
serious mislabelings will be rectified on the spot, which
will enhance the stability of learning greatly during its
long-term use. Although such approach leads to added
cost of annotation, it provides a significant level of
confidence in such setting as in the healthcare or financial
fraud detection, where the need of accuracy is paramount.

RAD Slim Another product is called RAD Slim and it is a
light-weight version designed to be deployed in the
resource-limited environment on edge devices, IoT
sensors, or mobile devices. it reduces the memory
footprint and computational overhead by making the label
quality prediction mechanism quite simple (i.e. using a
single-classifier  confidence threshold instead of
discrepancy between deep learners) and changing the
deep models with shallow. The RAD Slim has forgone a
minor amount of robustness to gain considerable amounts
of speed and efficiency, it is therefore appropriate to use in
latency sensitive applications.

3.3 Noise Handling Strategies

The different noise handling strategies, which are used to
establish the RAD framework, work on both levels: loss
function level and learning process level in order to find
robustness in noise data streams environment.

One of such elements is the employment of the strong loss
functions, which are not easily interfered by the outliers
and poorly labeled samples as opposed to the traditional
ones, e.g., cross-entropy or mean squared error. This
paper includes Huber loss fans of which squared loss is
smoothly blended with absolute loss for somewhat bigger
errrors and thus very well suited to noisy regression or
classification signals. Another option, Generalized Cross
Entropy (GCE) loss is another compelling trade off
between mean absolute error and cross-entropy, and it
has excellent label noise robustness. Besides, they use
symmetric loss functions where they address incorrect
class prediction in a similar way, which is significantly
successful in classification tasks involving symmetric label
noise.

Conjoint with them we have such confidence-weighted
learning strategies in which the model learning rate or the
strength of updates is adjusted according to its confidence
in the prediction. To cite one example, when the model is
not sure about its classification, it will give a smaller
weight to the gradient update and this will minimize the

effect of possibly-noisy examples. Such an equilibrium
increases model stability and quality of learning in the
course of time.

More strength is gained by instance-level filtering where
each of the data points is considered on a pre-defined
basis or on learned measures named as ensemble
disagreement or prediction confidence. Training is either
discarded or down-weighting on samples that fail to reach
a quality level. In combination with adaptive learning rate
schedules they guarantee that noisy data points do not
upset the learning process, and the model can tolerate
transient impairment in performance.

Collectively, the above defensive measures develop a
stratified form of attack on the various and unruly forms
of noise found in real-world data streams. They have
helped the RAD framework not only to exist but to prosper
in tough environments to which conventional models tend
to go.

4. EXPERIMENTAL SETUP
4.1 Datasets

A range of datasets was used in order to test the
effectiveness, stability, and robustness of the proposed
RAD framework and its modifications in terms of their
ability to deal with high-noise online learning
environments. Synthetic data as well as real-world data
were considered in the experimental design to enable
there to be an equilibrium between the experimentation of
benchmarks and real-world application.

The artificial data was created by using the well-known
stream  generators  which  assume  progressing
environments with constrained disturbance and concept-
drift. Three datasets were adopted as the main set, SEA,
Hyperplane, and Random RBF. It is known that SEA
dataset is frequently used as a common benchmark to test
the binary classification problem in data streams. It
employs a sudden concept drift when decision boundary
changes with time. Hyperplane dataset mimics slow
drifting as it varies coefficients that were defining a
separating hyperplane in high-dimensional space, so it is
applicable during the testing of drift-resistant learning.
Random RBF dataset represents a data model as the
points sampled out of drifting Gaussian streams to model
the complexity of aging and changing concepts in addition
to null dip in distributions. Those synthetic datasets made
it easy to manipulate with precision drift patterns and
noise levels, which provided a perfect testbed on which
controlled experiments can be implemented.

4.2 Noise Injection Protocols

A noise injection procedure was devised to conduct a
proper examination of the noise robustness of the RAD
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framework and its variants. This included the simulation
of two major forms of labels corruption i.e.; symmetric
corruption and asymmetric corruption and also it added
feature noise by employing several forms of corruption.

Symmetric label flipping was done by randomly re
assigning the class labels of a set percentage of the
incoming instances to any of the other classes with equal
probability. Such noise also resembles systematic errors
on annotation and is commonly applied to the robustness
testing. On the other hand, the label flipping was not
entirely symmetrical, as more realistic circumstances were
taken into account by asymmetric label flipping, which led
to the introduction of mislabeling that depended on the
class, or in other words, labels were more likely to be
flipped to classes and categories that appeared
semantically or statistically close to each other e.g.
confusion of celebrity face images in the FaceScrub
dataset.

On feature-level corruption, Gaussian noise, that adds
normally distributed random numbers to numeric
features, and salt-and-pepper noise, which sets feature
value to either minimum or maximum extremities
randomly, were applied. The latter type can commonly be
found in image and sensor data by bit or sensor
malfunction.

The experiments covered a wide range of noise intensity,
including 10%, 50%, and 90% so as to test the integrity of
the model both in the conditions of light and severe noise.
This gradient allowed the recording of degradation curves,
recovery times and the stability of the model with increase
in levels of noise. The noise injection was completed
online where the injection of noise to the model was done
gradually in real time hence maintaining the context of
streaming environment.

4.3 Evaluation Metrics

To provide an exhaustive assessment of the operation of
the suggested RAD architecture and its versions, several
evaluation metrics were used. These metrics were selected
in order to measure accuracy as a predictor, but also to
measure a degree of robustness, the stability of learning
behavior, and efficiency of online learning systems, which
are very important properties of robust online learning
systems.

Accuracy and Fl-score were the two most important
measures of performance used in this study, as they gave
an idea about how accurate is the model in terms of
classification in balanced and unbalanced data. As the
measure of overall correctness, accuracy was good,
whereas Fl-score worked especially well in terms of
measuring robustness to label imbalance and noise.

The degradation slope and the recovery time were
employed as the two fundamental indicators to evaluate
robustness; the former used to indicate the speed at which
performance of the model declined as the noise level was
increased and the last one (recovery time) defined as the
number of times the model needed to restart from the
same level it had previously reached before being
disturbed by a burst of noise. Less steep degradation slope
and a shorter recovery time was observed which
illustrates good resilience of the IP to noise.

Variance on performance over time windows was used to
measure stability. This metric was obtained by measuring
the standard deviation of accuracy or Fl-score with
respect to sliding windows, summary of the errors in a
random nature or stability of the model over the
streaming.

Streaming efficiency was the priority that is why such
metrics as average time per update, memory footprint,
and inference latency were monitored. Through these
measurements, it was made sure that the improvement in
robustness did not entail computally unsustainable costs,
particularly in resource-orthodox environments that RAD
Slim tends to operate.

5. RESULTS AND DISCUSSION
5.1 Comparative Performance

That task was carried out in order to evaluate the
performance of the proposed RAD framework compared
to some basic baselines online classifiers, such as Online
Perceptron, Stochastic Gradient Descent (SGD), and the
Online Support Vector Machines (Online SVMs). The
choice of such models is explained by their broad usage in
online learning setting and diversity of their learning
strategies, including the updates caused by mistakes,
margin-based learning, or gradient-based optimization.

In the clean data condition, there was the same
performance of the models in accuracy and convergence
including RAD. Nevertheless, the shortcomings of the
classical models started becoming clear as the noise levels
have risen. There was quite a fast degradation in precision
(as measured by accuracy) in the Online Perceptron and
SGD because these were highly sensitive to label and
feature noise. There was also little performance in online
SVMs that were somewhat more stable but could not
preserve under asymmetric label flipping and feature
corruption at high intensity. RAD, on the contrary,
performed better in all the test data vis-a-vis all baselines.
The architecture that includes the dual-model architecture
and especially the label quality predictor allowed RAD to
filter out the erroneous cases, thus leading to massive
increases in accuracy and F-1-scores in even extreme
noise.
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In addition, ensemble mechanisms as part of RAD set in to
yield significant increase in model stability as well as
robustness. Combining output of different learners and
using the information on disagreement to improve the
evaluation of labels, the variants of RAD enhanced with an
ensemble performed with decreased over time variance of
predictions and a shallower slope of regression to noise.

Table-2: Average Accuracy and F1-Score at 30% Noise

Level.
Model Accuracy (%) | F1-Score (%) | Stability (o)
Online 64.3 62.7 0.091
Perceptron
SGD 66.5 65.0 0.085
Online SVM 68.8 67.1 0.074
RAD (Base) 78.5 77.6 0.042
RAD +
Ensemble 81.2 80.1 0.036

The table illustrates that RAD not only delivers superior
predictive performance but also ensures more consistent
behavior under noisy conditions, a critical advantage in
real-time, high-risk applications.

5.2 Effectiveness Under Varying Noise Levels

In order to observe the resiliency of RAD framework to a
study of wider range of noise intensities, experiments
were conducted at a study of noise intensity on an
increment of 10 percent in range between 10 percent to
90 percent of noise on both labels and features. Accuracy
decay trends exhibited by the baseline models revealed
that their performance decreased exponentially and even
drastically with increment in noise in mostly a non-linear
manner especially with the increase in noise exceeding the
40% mark. RAD, in contrast, decline was much more
gradual, and accuracy was still fairly high even with 60%
noise, and remained above-trivial performance even in the
extremely noisy 90%-noise case - beyond which other
models all degenerated into near-randomness.
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Figure-2: Unbalanced FaceScrub with 30% noise

200

250 300

Further, the stability of RAD on the situations of
concurrent concept drift and noise was examined, and the
Hyperplane and Random RBF datasets were used as the
test subject. With noisy changes, standard learners were
likely to misunderstand the concept drift and reset
wrongly or shift weights often. On the contrary, RAD with
the help of its label quality filter and adaptive ensemble
techniques could better differentiate between real drifts
and interim noise. This was the capability that enabled it
to maintain what it had been taught before as it settles on
the new forms of patterns thus reducing catastrophic
forgetting and long-term consistency of learning.

5.3 Variant Evaluation

In order to examine the flexibility and on-ground
adaptability of the RAD architecture, three types of such,
namely RAD Voting, RAD Active Learning, and RAD Slim
were tested under a range of working conditions and
application environments.

The RAD Voting proved to be the most generative and also
fault-tolerant out of all the models that were tested. Using
prediction consensus over an ensemble of classifiers, it
was able to obtain the best results whenever applied on
real world datasets congregating/involving IoT intrusion
detection and cloud failure detection among others. Voting
mechanism was useful to seal effects of noise-induced
misclassifications and gave a strong decision surface. But
the cost that was traded was that it required more
computational overhead since it kept many learners active
at the same time.

The RAD Active Learning presented feedback loop of a
human in the loop whereby the system was permitted to
question doubtful samples. The coverage of selecting
samples (510% of all samples redirected to an expert)
resulted in almost perfect accuracy, being close to that of
clean-label accuracy. Such a variant has particular value in
medical diagnostics, to illustrate with an example of
multiple system atrophy diagnostics, whose annotation
budgets are smaller than in low-stakes areas despite
precision values being critical.

Model
RAD-AL :
RAD-AL-L H
2 PreSelect Oracle Eu

Model
— RADAL
RAD-AL-L

PreSelect Oracle

(a) lot data with noise level of 30% (b) Cluster data with noise level of 30%

Figure-3: Comparison of RAD Active Learning Limited
(RAD-AL-L) and Pre-Select Oracle, showing the power
of selection.
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RAD Slim which was an edge-scarrier and resource limited
environment was fashioned as a minimal alternative. It
employed a simplified version of the label quality
predictor and smaller number of learners, which has had
an enormous reduction in requirements, both memory-
wise and compute-wise. Although its precision can be
considered a bit inferior to full RAD, it was superior to any
of the conventional baselines, which is why it would be a
suitable choice concerning the inferences that have to
happen in real-time in IoT-based systems and mobile apps.

Table-3: Variant Evaluation Summary.

Variant Accuracy Expert Latency Best Use
(%) Involvement (ms) Case
Critical
RAD safety,
Voting 84.3 None 125 high-noise
apps
RAD Semi-
Active 88.1 5-10% 14.7 automated
Learning annotation
Edge
RADSlm | 768 None 52 | computng
mobile
devices
5.4 Ablation Studies

In order to get insight under the role of the components
that compose the RAD architecture, a number of ablation
studies were conducted. The former explored the effect of
withdrawal of the quality label model thus making RAD a
regular online student. This failure of noise-filtering
mechanism demonstrated that in its absence, the classifier
would be sensitive to corrupted labels and its performance
would drop drastically, which confirmed the importance
of label assessment in the process of obtaining robustness.

In a second experiment performance of single-learner and
multi-learner ensembles was compared. The variants of
the ensemble-enhanced versions repeatedly provided the
best stability and accuracy especially in the non-stationary
and non-reversed situation. Ensembles also minimized the
impact of model drift, and gave more balanced updates in
the uncertain times.

Finally, the effect of various types of the loss functions was
studied. Using conventional cross-entropy loss, the models
were found to be extremely vulnerable to label noise,
whereas the ones using Huber loss, generalized cross-
entropy (GCE) and symmetric as loss functions preserved
decent performance, which further validates the fact that
streaming environments required the specific use of loss
conditions developed with robustness as the primary goal.

All these outcomes of ablation confirm that the advantage
of the RAD architecture does not lie in any single feature
but rather in the thoughtful combination of several
mutually complementary ones: each of them improves a
different facet of robustness needed to survive online
learning in high-noise regimes.

6. CONCLUSION AND FUTURE WORK
6.1 Conclusion

The study has introduced a very detailed model Robust
Anomaly Detector (RAD) to address the urgent issues of
working with online learning under the high-noise data
stream environment. RAD is an effective dual-model
architecture that allows sufficient filtering of noisy labels
and real-time model updates by incorporating a module in
predicting the quality of labels and an online classification
model. The framework was then further extended into
three strategic derivations including RAD Voting, RAD
Active Learning, and RAD Slim to cover many different
varieties of operation scenarios such as high-assurance
prediction systems to resource-limited edge use-cases.

Large scale empirical testing on both synthetic and real-
world datasets showed that RAD and its variants
uniformly outperformed all the common online models of
learning e.g. the Perceptron, Stochastic Gradient Descent
(SGD), Online Support Vector Machines and so on, not
least when label and feature noise was high. It is
important to note that RAD still had a less rapid
degradation curve of accuracy, rebounded fast on noise
bursts, and was stable even in the situations that include
concept drift. Moreover, integration ability ensured that in
accordance with inductive maximizing by ensembles and
adapted learning techniques, generalization and
robustness were achieved such that RAD was able to
perform even in settings where prototype learners
miserably failed. The findings point to the fact that RAD is
also efficient in noise filtering, as well as it is able to
provide scalable, reliable predictions in continuous and
uncertain data sources.

6.2 Limitations

Although the suggested RAD framework proves to be
successful, the limitations that exist within the current
research are also multiple, which determines the scope of
its application and points to the signification of possible
research further. To begin with, the research is limited by
such tasks as classification that occur in the supervised or
the semi-supervised environments. Learning paradigms
like regression and reinforcement learning (RL) are
important learning paradigms that have not been taken
care of and this hinders the applicability of the framework
in more expansive applications such as in predictions; in
time series or in dynamic environments with reference to
making online decisions.
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Secondly, even though the tested models added datasets
with synthetic and real-world concept drift, the degree of
the drift was moderate and managed. The extreme or
rapid drift cases (in particular with noise), were not
explored exhaustively. These unstable systems are highly
likely to be situations where even stalwart models cannot
predict whether true change could be seen or whether
some cleansing cycles were corroding the system and
then, the existing process of RAD might have to evolve.

Also the framework has not been as well in use on very
high-dimensional data streams (i.e. genomics datasets,
natural language, fine-grained image sequences where it is
possible that feature sparsity and noise interact with each
other in more complex ways). In the same way, structured
noise, i.e. errors that are temporally correlated or depend
on the context, e.g. label flips, did not fall within the
experimental range even though they are frequent in other
settings, e.g. video surveillance or sensor fusion
systems.

6.3 Future Directions

After the success of the research or based on the findings
in the light of imposed limitations, few research areas are
being foreseen to extend the scope and increase the depth
of the RAD framework. An obvious of these directions is
bringing RAD to unsupervised and reinforcement learning
scenarios. In unsupervised online learning it is necessary
to find a pattern of anomalies without label supervising, so
new approaches are needed in the instance selection and
filtering. Label quality estimation In reinforcement
learning, and in particular when acting in partially
observable environments or when the reward signal is
noisy (that is to say, in reinforcement learning problems in
general), label quality estimation methods may be
modified to evaluate policy updates and reward
credibility.

The next possible way is in the direction of creating
adaptive architectures that could be dealing with rapid or
adversarial concept drift. RAD might learn not just off of
the current data, but also off its own past adaptations (by
incorporating ideas inspired by meta-learning or online
Bayesian methods), so that it would be able to react better
to new changes in the distribution of the data. Some
methods associated with learning such as continual
learning and memory based networks might as well be
used to enhance longevity in absorption amidst the
vicissitude.

Last but not least, the most important way of bringing
impact into real life is to implement RAD on edge and
embedded systems in such real-world areas like
autonomous vehicles, wearable health sensors, and smart
manufacturing platforms. This would be realized through
additional optimization of computational footprint, energy
usage as well as latency of RAD components. By

incorporating RAD into real-time data acquiring pipelines
and user-feedback capacities, it will become more
operational and reliable in the mission-essential setting.
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