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Abstract - Phishing is one of the most widespread and
damaging forms of cybercrime today. With the increase in
the use of digital services, attackers are increasingly
creating deceptive websites to trick users into sharing
sensitive data. This paper proposes a Smart Phishing URL
Detection System using machine learning techniques. The
system extracts various features from a URL and uses a
trained classification model to detect whether the URL is
phishing or legitimate. The model was trained on a publicly
available dataset and implemented in a Flask-based web
application, allowing real-time detection through a user-
friendly interface. Experimental results show high accuracy,
making this solution effective for practical applications.
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1. INTRODUCTION

Phishing is a social engineering technique that deceives
users into revealing personal and confidential information
by mimicking legitimate websites. Traditional approaches,
like blacklists or browser filters, are often inadequate due
to the dynamic nature of phishing URLs. Hence, we
propose a machine learning-based approach to identify
phishing websites by analyzing URL features and
predicting malicious intent.

1.1 Background and Need for Automation

The rising dependence on online platforms for banking,
shopping, and communication has led to a dramatic
increase in phishing attacks. Static blacklist-based
detection systems are reactive in nature and often fail to
keep up with new threats. Therefore, there is a need for
dynamic, real-time, and intelligent phishing detection
systems.

According to the Anti-Phishing Working Group (APWG),
over 1 million phishing attacks were recorded in 2023
alone, indicating a sharp rise in cyber threats. Given the
dynamic nature of such attacks, a machine learning-
driven approach provides a scalable and intelligent
defense mechanism.

1.2 Objectives and Scope

This project aims to develop a smart phishing URL
detection system using machine learning, capable of
classifying URLs as phishing or legitimate. The solution is
built as a web-based interface where users can input any
suspicious URL and receive real-time predictions, backed
by a robust model trained on URL-based features.

2. LITERATURE REVIEW

Machine learning has been used extensively for phishing
detection over the past decade. Researchers have
implemented techniques ranging from blacklists and
content-based filters to advanced ensemble classifiers.

2.1 Traditional Approaches

Traditional detection systems rely on static blacklists or
heuristic rule engines. However, these are reactive in
nature and can be easily bypassed by attackers who
slightly alter the URL structure or domain names.

2.2 Machine Learning for Phishing Detection

ML techniques such as decision trees, random forests, and
gradient boosting classifiers have shown improved
accuracy in detecting phishing attempts. These models
analyze several features from the URL structure, domain
information, and presence of special symbols.Some
existing studies have implemented Random Forest or
Decision Tree models for phishing detection but have not
integrated them into real-time systems. Our work
enhances this by providing a working web application that
makes detection accessible to non-technical users.

Table -1: Comparison of ML Models for Phishing

Detection
Model Accuracy( | Precision( | Recall( | Referenc
%) %) %) e
GBC(Gradi | 96.1 95.9 96.2 Sahoo et
ent al.(2017)
Boosting
Classifier)

© 2025,IRJET | ImpactFactor value: 8.315

ISO 9001:2008 Certified Journal | Page111



http://www.irjet.net/

\// International Research Journal of Engineering and Technology (IRJET)  e-ISSN: 2395-0056

JET Volume: 12 Issue: 08 | Aug 2025

www.irjet.net

p-ISSN: 2395-0072

Decision 93.2 92.5 93.0 Sahin &
Tree Duman
(2011)
Random 95.6 95.0 94.8 Abdelha
Forest mid et al.
(2014)

3. PROPOSED SYSTEM

3.1 System Overview

The proposed system is designed to detect phishing URLs
using machine learning algorithms. The system
architecture consists of four key modules: feature
extraction, data preprocessing, model training, and web-
based prediction. Users interact with the system via a
simple web interface where they can input any URL and
receive an immediate classification result.

3.2 Feature Extraction

This module is responsible for converting a raw URL into a
numerical feature vector that can be processed by the
machine learning model. The project utilizes a publicly
available Kaggle Phishing Dataset, which consists of a
large set of URLs, each labeled as either phishing or
legitimate. The dataset includes pre-engineered features
such as the presence of special characters, URL length,
subdomain count, and other lexical and domain-based
indicators. Each URL is assigned a binary label — 1 for
legitimate and 0 for phishing — allowing the model to
learn patterns that distinguish malicious links from safe
ones.Some of the key features used include:

1) Presence of an IP address

2) Length of the URL

3) Presence of special symbols like @, //, or -

4) Use of HTTPS

5) Abnormal URL patterns (like too many dots or
redirects)

6) Domain registration name and DNS record presence.

These features are extracted using a Python script and
passed to the classifier in real-time when a user submits a
URL. Proper feature extraction is essential to maintain the
high accuracy of the prediction system.

3.3 Architecture Diagram

The system follows a modular architecture, as shown
below:

User Input

Feature Extraction

Model

i Machine Learning i

Legitimate

Phishing

Figure - 1: System Architecture for Phishing URL
Detection

3.4 Workflow Description
User Input: User enters a URL via the web form.

Feature Extraction: The backend extracts

predefined features from the URL.

script

Model Prediction: The trained machine learning model
(Gradient Boosting Classifier) processes the input features.

Result Display: The system returns whether the URL is

“Phishing” or “Legitimate” along with the model
confidence score.
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This modular design ensures that each component can be
maintained or upgraded independently.

4. METHODOLOGY
4.1 Data Preprocessing

The dataset used for this project was obtained from
Kaggle, consisting of labeled URLSs categorized as phishing
(0) or legitimate (1). It includes multiple engineered
features representing URL structure, behavior, and
hosting information.

The dataset was loaded using Python's pandas library.
Missing values and duplicate rows were checked and
cleaned. The features were already numeric, so minimal
encoding was required. The dataset was then split into
training and testing sets using an 80:20 ratio to evaluate
model performance.

4.2 Model Selection

Multiple classification algorithms were evaluated during
model selection, such as Logistic Regression, Support
Vector Machine (SVM), and Random Forest. Among these,
the Gradient Boosting Classifier (GBC) was selected for its
superior accuracy and its capability to capture complex,
non-linear relationships between features. GBC follows an
ensemble strategy that incrementally builds a robust
model by combining a sequence of weak learners.

4.3 Model Training

The model training process was carried out using the
scikit-learn library in Python. The Gradient Boosting
Classifier was fit on the training data, and key
hyperparameters such as the number of estimators,
learning rate, and maximum tree depth were adjusted
through experimentation to improve performance.

Once trained, the model was serialized using the Pickle
module, enabling seamless integration with the Flask-
based web application for real-time phishing URL
detection.

4.4 Evaluation Metrics

The performance of the model was evaluated using the
following metrics:

Accuracy: Proportion of total correct predictions.

Precision: Ratio of correctly predicted phishing URLs to
all predicted phishing URLs.

Recall: Ratio of correctly predicted phishing URLs to all
actual phishing URLs.

© 2025,IRJET | ImpactFactor value: 8.315

F1 Score: Harmonic mean of precision and recall.

The model achieved an overall accuracy of
approximately 97.4%, indicating high reliability for
phishing detection.

5. RESULTS AND DISCUSSION

To evaluate the effectiveness of the proposed phishing
URL detection system, various machine learning models
were trained and tested on the Kaggle dataset. The models
were assessed using accuracy, precision, recall, and F1-

score. The Gradient Boosting Classifier (GBC)
outperformed other models and was selected for
deployment.

Table - 2: Evaluation Metrics of the Final Model (GBC)

Metrics Value

Accuracy 97.4 %
Precision 98.6%
Recall 99.4%

The GBC model demonstrated a strong ability to
distinguish phishing URLs from legitimate ones. Its high
precision ensures few false positives, and high recall
ensures actual phishing URLs are effectively caught.

A comparative analysis of different models implemented is
shown below:

Table - 3: Model Comparison (Based on Project

Experimentation)
Model Accuracy(%) Precision (%) Recall(%)
Decision 96.1 99.3 99.1
Tree
K-NN 95.6 989 99.1
GBC 97.4 98.9 99.4
(Gradient
Boosing
Classifier)

The comparison shows that the Gradient Boosting
Classifier achieved the best balance across all evaluation
metrics, making it the optimal choice for deployment.

Additionally, the model was integrated into a web
application using Flask. Users can input a suspicious URL
and receive instant classification results (Phishing or
Legitimate). This real-time prediction system is
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lightweight and user-friendly, making phishing detection
accessible to non-technical users.

6. CONCLUSION

The Smart Phishing URL Detection System proposed in
this paper demonstrates the effective use of machine
learning for detecting malicious websites based on URL
features. Among the models tested, the Gradient Boosting
Classifier (GBC) achieved the best results with an accuracy
of 97.4%, making it the most suitable for deployment.

The system is integrated into a user-friendly web interface
using Flask, which allows real-time URL classification. This
practical implementation ensures the tool can be easily
used by both technical and non-technical users. The
results validate that machine learning models, when
properly trained and deployed, can serve as powerful
tools in enhancing cybersecurity and reducing phishing-
related threats.

7. FUTURE SCOPE

There are several areas where the system can be
improved or extended in future work:

1) Deep Learning Models: Incorporating neural network-
based models such as LSTM or CNN could help capture
more complex patterns in URLs.

2) Content-Based Features: Adding analysis of website
content (HTML, JavaScript) or screenshots could improve
detection for sophisticated phishing attacks.

3) Browser Integration: The system can be packaged as a
browser extension or mobile app to provide real-time
protection while browsing.

4)Real-Time Threat Intelligence: Integrating live threat
feeds or blacklists could make the system adaptive to newly
emerging phishing threats.

These enhancements can improve robustness, adaptability,
and usability of the detection system.
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