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Abstract

This paper presents a new multi-layered encryption
framework system that merges classical cryptographic
algorithms with modern encryption methods and image
steganography to improve data security. The proposed
system has a seven-layer encryption process. Least
Significant Bit (LSB) steganography, the Advanced
Encryption Standard (AES), deterministic scrambling,
matrix multiplication, matrix transposition, and the
Caesar cipher with rotating keys are included. This
framework overcomes the weaknesses of single-algorithm
methods by creating multiple security barriers, which
makes cryptanalysis much harder. The system works with
95 printable ASCII characters and processes text in chunks
to enhance both security and performance. Experimental
results show that the framework effectively secures textual
data while keeping computational complexity reasonable.
The system ensures complete data recovery with no loss
and allows plausible deniability through image
concealment. With an average entropy of 7.8 bits per byte,
security analysis shows resistance to frequency analysis,
known plaintext attacks, and statistical detection.
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1.INTRODUCTION

The fast growth of digital communication tools and the
surge in data transmission have led to significant
challenges for information security. Traditional
cryptographic methods are mathematically sound, but
they often depend on a single algorithm. This reliance
creates potential weak points that skilled attackers can
exploit. The increasing power of computers available to
these attackers, combined with improvements in
analysis techniques, requires stronger security systems
that can handle complex, coordinated attacks.

The foundation of modern cryptography is Kerckhoffs's
principle. According to this theory, a cryptographic

system's security should only depend on the key's

confidentiality—not the algorithm's. However, this
assumes that the cryptographic algorithm is robust

enough to resist all known threats. In reality, even
reliable algorithms can have hidden weaknesses that
show up only after thorough examination or with new
analytical advancements. The Advanced Encryption
Standard (AES), which is currently viewed as secure, has
some theoretical weaknesses in specific attack scenarios.
Furthermore, current cryptographic techniques may be
at risk from the development of quantum computing.

The idea of defense-in-depth, taken from military
strategy, suggests that multiple independent layers of
security offer better protection than relying on a single,
potentially faulty barrier. In cryptography, this means
strategically combining several encryption algorithms,
each adding unique security features to the system.
Classical ciphers, even though they are vulnerable to
modern analysis techniques, can add valuable confusion
and diffusion when effectively integrated into a layered
approach. Their simple maths, often seen as a weakness,
can actually be a strength when paired with more
complex modern algorithms, as it introduces variety that
complicates automated analysis.

Another security measure that improves cryptographic
techniques is steganography, which is the process of
hiding data inside data. Unlike cryptography, which
makes data unreadable but does not hide its existence,
steganography hides the very presence of secret
communication. This two-part approach—making data
unreadable through encryption and invisible through
steganographic techniques—offers what security experts
call "plausible deniability." An attacker intercepting a
steganographic medium cannot definitely prove hidden
content exists without extensive analysis. Even then, the
encrypted nature of the concealed data creates another
barrier.

Combining classical cryptographic methods with modern
algorithms present both opportunities and challenges.
Classical ciphers like the Caesar cipher and Hill cipher
have well-known mathematical properties and are
computationally efficient, but they are vulnerable when
used alone. Modern symmetric encryption algorithms
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like AES rely on the complexity of certain mathematical
problems for security. But because of their predictability
and close examination, they may have flaws that
knowledgeable attackers could take advantage of. By
carefully linking these methods, we can take advantage
of each one's strengths while reducing their individual
weaknesses.

The motivation for this research stemmed from
examining real-world security breaches where single-
algorithm systems were compromised by targeted
attacks. Some notable cases include the breach of WEP
(Wired Equivalent Privacy) through statistical analysis,
the theoretical attacks on reduced-round AES variants,
and the successful analysis of various classical ciphers
using frequency analysis and pattern recognition. These
incidents underscore the risks of relying solely on the
theoretical security of individual algorithms without
considering the broader threat landscape or potential
weaknesses in implementation.

Particularly when it comes to image processing, digital
steganography has made tremendous strides. Early
methods focused on spatial domain techniques like Least
Significant Bit (LSB) modification, which provided high
capacity but limited security against statistical analysis.
Modern steganographic methods use advanced signal
processing techniques, adaptive algorithms, and content-
aware embedding strategies. However, the main
challenge still lies in balancing three key aspects:
capacity (how much data can be hidden),
imperceptibility (how undetectable the modifications
are), and robustness (how resistant the cover medium is
to changes).

The proposed multi-algorithm framework tackles these
challenges with a new structure that combines seven
different security transformations in a cascaded setup.
Specific security properties are added by each layer. For
instance, the original Caesar cipher with rotating keys
offers simple substitution with an enhanced frequency
distribution, whereas the Hill cipher introduces
complexity through matrix operations in finite fields;
matrix transposition provides geometric confusion
through positional scrambling; deterministic scrambling
allows pseudo-random permutation with reproducible
features; AES encryption offers security based on
symmetric cryptography; and LSB steganography
conceals information within digital images with minimal
noticeable impact.

2.RELATED  WORK AND THEORETICAL

FOUNDATIONS

2.1 Classical Cryptography: Mathematical
Foundations

Classical cryptography, despite its historical weaknesses,
offers important theoretical insights that are still useful
in today's security applications. The Caesar cipher,
linked to Julius Caesar around 50 BCE, is one of the
earliest known encryption methods. The Caesar cipher
functions mathematically as a substitution cipher on an
alphabet of size n. Each character at position i gets
replaced by the character at position (i + k) mod n,
where k is the secret key.

Definition 1 (Caesar Cipher): Let A = {a,, ay, .., an-1} be
an alphabet of size n. With key k, the Caesar cipher
encryption function Ex is defined as follows:

Ek(ai) = A(i+K) mod n

Dy, the matching decryption function, is:
Di(aj) = ag-1y mod n

The basic Caesar cipher's security is limited by its small
key space. This makes it easy to crack through a brute
force attack. Recent research has looked into improved
versions that tackle these problems while still being
efficient in terms of computation.

Lester S. Hill created the Hill cipher in 1929,who
intermixed cryptographic developments with algebraic
concepts. Groups of m consecutive plaintext characters
are treated as vectors in Z,™ in order for this cipher to
function. It then multiplies these vectors by an m x m
key matrix K.

Definition 2 (Hill Cipher): Let p = (p1, p2, -~ Pm) be a
plaintext vector and K be an m x m matrix with entries in
Zn. The Hill cipher encryption is: ¢ = K - p (mod n) .For
decryption to work, K must be invertible in Z,. This
means gcd(det(K), n) = 1.

The security of the Hill cipher relies on how hard it is to
figure out the key matrix K from known plaintext-
ciphertext pairs. For an m x m key matrix, an attacker
needs at least m linearly independent plaintext-
ciphertext pairs to solve the system of linear equations.
However, the cipher is open to known plaintext attacks
when there are enough plaintext-ciphertext pairs
available.

2.2 Modern Symmetric Cryptography

The most used symmetric encryption algorithm is the
Advanced Encryption Standard (AES), which
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was standardized by NIST in 2001.Works in 128-bit
blocks having keys that could be 128, 192, and 256 bit
long for AES. The algorithm includes multiple rounds of
substitution, permutation, and mixing operations to
ensure confusion and diffusion properties.

Definition 3 (AES Structure): AES encryption involves
N; count transforms, each transform dependent on the
length of key. There exist four transformations - except
the last one, which is applied in each round step.

1. Sub Bytes: S(a;;) - Nonlinear substitution using
S-boxes

2. Shift Rows: Cyclic shifting of state rows

3. Mix Columns: Linear mixing of column data

4. Add Round Key: XOR with round key

The security of AES depends on how hard it is to tell its
output from random data. It is also extremely difficult to
recover the key through cryptanalytic attacks.

2.3 Steganographic Theory

Steganography conceals communication by enclosing
confidential information in cover media that appears
normal. The basic steganographic model has three parts:
cover medium C, secret message M, and stego-key K.

Definition 4  (Steganographic  System): A
steganographic system includes:

Embedding function: E(C, M, K) =S

Extraction function: D(S, K) = M ,where S is the stego-
medium that holds the hidden message.

3.METHODOLOGY: THEORETICAL FRAMEWORK

3.1 System Architecture and Mathematical
Model

The proposed multi-algorithm encryption framework
uses a sequence of seven different transformations. Each
transformation adds unique security features to the
overall system.

PLAIN TEXT

> LAYER? > LAVER LAVER4 —
Mol Key Caesar Hll Cipher b Marix Transpostion

Figure 1 :Multi-Algorithm Encryption Framework

Definition 5 (Multi-Layer Encryption ):Assume that
Ty, Ty, T3, Ts, Ts, T, and T, are the seven transformation
layers. The complete encryption process is defined as:
C=Tyo Ts0T50Ty0Tz0T,o0Ty(P)

Here,( o ) stands for function composition. The
transformations happen in sequence: first, T, processes
P, then T, processes the output of T4, and so forth, with
the result of each transformation acting as the input for
the next one , where P is the plaintext and C is the final
ciphertext included in the cover image.

3.2 Layer 1: Adaptive Text Padding

Algorithm : Adaptive Padding

Input: Text string T, chunk size = 94 , Output: Padded text
T

1.If|T|mod2#0thenT « T + '#'

2. padding needed « chunk size - (|T| mod chunk size)

3. If padding needed = chunk size and |T| > 0 then padding
needed « 0

4. If padding needed mod 2 # 0 then padding needed «
padding needed + 1

5. T'« T+ '#' x padding needed

6. Return T'

3.3 Layer 2: Enhanced Multi-Key Caesar Cipher

The enhanced Caesar cipher uses rotating keys to fix
issues with frequency analysis.

Definition 6 (Multi-Key Caesar Cipher): Let K = {k;, k,
ks, ky} ={7, 11, 5, 13} be the key set.

E(c;) = (pos(c;) + K[i mod 4]) mod 95 is the encryption
for character c; at position i.

3.4 Layer 3: Hill Cipher with Optimized Matrix

The Hill cipher implementation uses a carefully chosen
2x2 key matrix that provides strong security features.
Definition 7 (Hill Cipher Key Matrix): The key matrix
H is defined as:

H=1[3,2],[5,7]]

Theorem 1: The matrix H is invertible in Zgs and has
optimal diffusion properties.

Proof: det(H) = (3 x 7) - (2 x 5) = 11 is the determinant
of H.

Since gcd(11,95) = 1, the matrix is invertible in Zgs.

3.5 Layer 4: Matrix Transposition
Transformation

Definition 8 (Matrix  Transposition):  The
transformation reshapes data into a 5 x 19 matrix M and
applies transposition:

M = reshape(V, 5,19) M' = M" (transpose operation) V' =
flatten(M’).
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3.6 Layer 5: Deterministic Scrambling
Algorithm

Definition 9 (Deterministic Scrambling): Using a fixed
seed s = 42, generate a permutation T of indices {0, 1, ...,
n-1} where n = |V|. The scrambled output is:

V'[i] = V[r(i)] fori=0, 1, .., n-1.

Algorithm : Deterministic Scrambling

Definition 11 (LSB Embedding): Modify the least
significant bit of color channel values for every data bit
b;, The data ends with the end marker
"1111111111111110."

Algorithm : LSB Steganography

values V'
1. Set random seed to s
2.indices < [0, 1, 2, ..., |V|-1]
3. < shuffle(indices) using seeded random generator
4.V' <[]
5.Fori=0to|m|-1do:
a. V'.append(V[m[i]])
6. Store permutation 1 for decryption
7.Return V'

Input: Values array V, seed s = 42 , Output: Scrambled

Algorithm : Deterministic Unscrambling(Decryption)

Lemma 1: The deterministic scrambling with a fixed
seed provides pseudo-random permutation properties
and ensures perfect reversibility during decryption.
Proof: The fixed seed guarantees that the same
permutation m is created for both encryption and
decryption. The inverse operation fully restores the
original data order because permutations are one-to-one
functions.

Input: Scrambled values V', permutation ©
Output: Original values V

1.V « array of size |V'|

2.Fori=0to|m| -1

do:

a. V[m[i]] « V'[i]

3.ReturnV

3.7 Layer 6: AES-256 Encryption

Definition 10 (AES Integration): The AES-256
encryption works in CBC mode with:

Key: K = SHA256("matrix_image_encryption_2024")

IV: Randomly generated 16-byte initialization vector
Padding: PKCS#7 padding to 16-byte blocks.

3.8 Layer 7:LSB Steganography with End Marker
The final layer embeds encrypted data into digital

images. It uses LSB modification along with an end
marker to help detect boundaries

Input: Image I, Data bits B with end marker
Output: Stego-image S
1. pixels « extract pixels(I)
2.databits < B+ "1111111111111110"
3.bitindex « 0
4. . For each pixel (1, g b) in pixels do:
a. If bit index < |data bits| then:
i.r « (r & OxFE) | int(data bits [bit index])
ii. bitindex < bit index + 1
b. If bit index < |data bits| then:
i. g < (g & OxFE) | int(data bits[bit index])
ii. bit index « bit index + 1
c. If bit index < |data bits| then:
i.b « (b & 0xFE) | int(data bits[bit index])
ii. bit index < bit index + 1
d. Store modified pixel (r, g, b)
5. Return stego-image S

Theorem : LSB steganography with an end marker
allows for reliable data extraction while keeping visual
changes undetectable, as only the least significant bits
are modified.

Proof: LSB changes alter pixel values by at most *1.
These changes fall below the limits of human visual
perception. The end marker helps detect boundaries
accurately during extraction, stopping false data
recovery.

3.9 Decryption Process

The decryption process reverses each layer in the
opposite order to ensure complete data recovery. Each
step is logged to maintain transparency and help with
debugging.

4.EXPERIMENTAL EVALUATION

4.1 Experimental Setup and Dataset Description

The proposed multi-algorithm encryption framework
was tested using a detailed dataset made up of different
text samples. These samples ranged from 10 characters
to 10,000 characters. The experiments took place on a
system with an Intel Core i7-9750H processor, 16GB of
RAM, and the Windows 10 operating system. We used
Python 3.9 along with libraries like NumPy, PIL, and
cryptography for the implementation.

Test Dataset Specifications:

e Sample Size Range: 10-10,000 characters.
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e Character Set: 95 printable ASCII characters
(space to tilde).

e Image Types: PNG, JPEG, BMP formats.

e Image Sizes: 256x256, 512x512, 1024x1024,
1920%1080 pixels.

e TestIterations: 1000 runs per configuration.

4.2 Encryption Pipeline Performance Analysis
Processing Time Evaluation
The seven-layer encryption pipeline demonstrates

consistent performance across different input sizes:

Layer | Layer | Layer » Layer | Layer
Text Layer | Layer | Total
TR I e | e [ s
en ms ms) | (ms,

(ms) | (ms) |(ms) | (ms) | (ms)
100

012 045 | 0.38 | 0.25 0.33 | 214 15.67 |[19.34
chars
500

015 218 1.89 1.24 1.67 8.45 24.33 | 399
chars
1000

018 |4.35 |378 |247 |334 |1678 |31.22 |6212
chars
5000

0.34 | 21.67 |18.89 [12.35 | 16.71 | 78.45 | 89.67 | 238.0
chars
10000
; 0.67 | 43.34 | 37.78 | 24.71 | 33.42 | 156.78 | 167.89 | 464.5
chars

I

Key Observations:
e Linear time complexity for Layers 1-5, classical
cryptographic operations, is noted.
e AES encryption, Layer 6, shows the expected
computational overhead.
e The time for LSB steganography, Layer 7,
depends on image size rather than text length.

Entropy Analysis

Statistical analysis of output entropy across different
layers:

Analysis: The gradual rise in entropy shows effective
confusion and diffusion properties. The final entropy of
7.84 bits per byte is close to the theoretical maximum of
8.0. This suggests a high level of randomness.

5. RESULTS AND DISCUSSION

5.1 Encryption Pipeline Verification

The seven-layer encryption pipeline shows reliable
performance under different input conditions. Process
logging provides a detailed step-by-step execution.

Sample Output Analysis:

The proposed seven-layer encryption pipeline was
tested using the input text "The Great Professor” (19
characters). The text was split into one 94-character
chunk, and padding was added as needed. All seven
encryption layers ran one after another without issues.
The encrypted data was placed into a stego-image
measuring 318 x 159 pixels with a file size of 81.7 KB.
This resulted in a bit utilization of less than 1% of the
available embedding capacity.

et il Fi it a

gt Informtien

Enhanced Image-Based Text Encryption with Hill Cipher

Fig:5.1(a) GUI for entering text and cover image
selection

Enhanced Image-Based Text Encryption with Hill Cipher

e Average Entropy Standard Min Max
ayer (bits/byte) Deviation Entropy Entropy
Input | 412 0.89 2.34 6.78 .
Lover | aas 0.87 2.41 6.82 G -
1 ) ) ’ ’
B 5.67 0.72 4.23 732
2
[ Layer
& 6.89 0.54 5.67 7.45
Layer
7.23 0.41 612 7.67
4
I Layer i
7.45 0.38 6.34 7.78
s Fig:5.1(b) Texting padding and Caesar Cipher
:cyer 7.82 0.23 7.23 7.95
Final 7.84 0.21 7.31 797
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Text ion with Hill Gipher

ge-B. d Text ypt with Hill Cipher

Fig:5.1 (c) Hill cipher encryption, matrix transposition,
and scrambling

Text Encryption with Hill Cipher

The GUI interface for choosing the cover image and
entering the input text for the encryption process is
displayed in Fig. 5.1(a).Fig.5.1(b) shows the initial
padding operation followed by the application of the
Caesar Cipher. Next, Fig. 5.1(c) illustrates the execution
of the Hill Cipher encryption, along with matrix
transposition and scrambling, which improves key
complexity and diffusion.

o o Fig:5.1(g) LSB Steganography Embedded

Text Encryption with Hill Cipher

The results of the Advanced Encryption Standard AES)
encryption are displayed in Fig. 5.1(d), ensuring
strong symmetric encryption security.
— Before embedding, the cover image was prepared as
shown in Fig. 5.1(e),Fig. 5.1(f) presents the original
cover image used for steganographic embedding. The
Least Significant Bit (LSB) embedding process is

. . illustrated in Fig. 5.1(g), where the encrypted data is
Fig:5.1(d) AES Encryption hidden within the image.

!

Enhanced Image-Based Text Encryption with Hill Cipher

Fig.5.1(e) Cover Image
Fig:5.1(h) Text encrypted and hidden in image
The final output, shown in Fig. 5.1(h), contains the fully

encrypted and embedded text and hidden in image
(Source: stored locally for experimental use).
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Experimental results confirm that the multi-layered
encryption combined with steganography achieves high
data confidentiality and imperceptibility. Visual
inspection shows no noticeable degradation in the stego-
image, while the layered encryption strategy offers
strong attacks.

5.2 Decryption Pipeline Verification

The reverse decryption process was tested to ensure the
original text could be fully recovered. The stego image
was processed to extract the encrypted payload. This
payload was then passed through the seven decryption
stages in reverse order.

¥ ster-bystes 1wsa: 1 Onerymiens oo - oz

Step-by-Step Image Text Decryption Tool

1 Select Encrypted Image

= Star Step-by-Step Decryption
=

Fig :5.2(a) Extracting data from image

The reverse decryption process aimed to recover the
original text from the encrypted payload in the stego
image. In the first stage, the payload was extracted from
the image using the data retrieval module Fig. 5.2(a).

F steseoyits imsos ko pron ool

Step-by-Step Image Text Decryption Tool

£ Select Encrypled Image

Fig:5.2(b) Parsing -Processing Chunk , AES Decryption
and Reverse

LECS Y

e e

Step-by-Step Image Text Decryption Tool

£ Select Encrypted Image

A Start Step-by-Step Decryption
—_ T

5.2(c) Reverse Matrix Transposition and Reverse Hill
Cipher

# szt maa 1o Usenmnon 31

Step-by-Step Image Text Decryption Tool

[ Select Encrypled Image:

Fig:5.2(d) Reverse Caesar Cipher

The extracted ciphertext was parsed and then processed
with reverse Chaotic Advanced Encryption Standard
(AES) decryption, followed by reverse scrambling Fig.
5.2(b).

Next, the intermediate output underwent reverse matrix
transposition and reverse Hill cipher operations to
restore the data's structure Fig. 5.2(c). This was followed
by applying the reverse Caesar cipher to obtain the near-
final plaintext Fig. 5.2(d).

i

Step-by-Step Image Text Decryption Tool

i Select Encrypted Image

T R

- Detiad recezz Log s Decypted Tt

Step-by-Step

Fig:5.2(e) Text Decrypted

In the last stage, the fully decrypted text was
generated and compared to the original input for
validation Fig 5.2(e).
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6. CONCLUSION

This paper presented a multi-layer image-based text
encryption system that successfully combines the
classical Hill cipher with modern steganographic
techniques. The seven-layer security design provides
strong protection against various attacks while ensuring
practical usability through an easy-to-use GUIL. The
experimental results show that the system effectively
enables secure text communication with minimal visual
distortion in carrier images. The integration of Hill
cipher mathematics with current encryption standards
offers both historical cryptographic strength and
modern security compliance. This system contributes to
information security by demonstrating how classical and
modern cryptographic techniques can work together to
create strong, user-friendly security solutions for digital
communication.

Future Work

Future research directions include wusing machine
learning to create adaptive security layers, exploring
integration of quantum-resistant cryptography, and
developing mobile app versions of the proposed system.
Furthermore, improving performance for large-scale
deployment and cloud-based implementations needs
more investigation.
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