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Abstract - The rapid evolution of distributed network
infrastructures, including cloud computing, Internet of Things
(10T), and edge environments, has significantly increased the
complexity of cybersecurity management. Traditional network
intrusion detection systems (NIDS) rely on centralized data
collection, which raises critical concerns related to data
privacy, scalability, and communication overhead. To address
these challenges, this study proposes a privacy-preserving
intrusion detection framework based on federated learning
(FL) enhanced with adaptive cross-node parameter fusion. In
the proposed approach, multiple distributed nodes
collaboratively train a global intrusion detection model
without sharing raw network traffic data, thereby ensuring
data confidentiality. Unlike conventional FL methods that
employ static aggregation techniques such as Federated
Averaging (FedAvg), the proposed adaptive fusion strategy
dynamically assigns weights to node updates based on data
quality, node reliability, and local model performance. The
framework is evaluated using benchmark datasets, including
NSL-KDD and CICIDS2017, within a simulated distributed
environment. Experimental results demonstrate that the
proposed method achieves higher detection accuracy,
improved F1-score, reduced false positive rates, and faster
convergence compared to standard FL-based models.
Additionally, the approach reduces communication overhead
and energy consumption, making it suitable for large-scale,
privacy-sensitive network environments. The findings
highlight the effectiveness of adaptive parameter fusion in
enhancing both the performance and efficiency of federated
intrusion detection systems.
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1. INTRODUCTION

The rapid digital transformation of modern infrastructures
has led to the widespread adoption of distributed computing
paradigms, including cloud platforms, Internet of Things
(IoT) ecosystems, and edge computing environments. While
these technologies enhance scalability and real-time data
processing capabilities, they also introduce complex security

challenges due to increased connectivity and data exchange.
Network intrusion detection systems (NIDS) play a vital role
in identifying malicious activities and safeguarding network
integrity; however, traditional approaches are increasingly
inadequate in handling the scale, diversity, and privacy
requirements of modern network environments.
Consequently, there is a growing need for intelligent,
scalable, and privacy-preserving intrusion detection
mechanisms that can operate effectively across distributed
systems.

1.1 Background and Motivation

The proliferation of IoT devices, cloud-based services, and
distributed network architectures has fundamentally
reshaped how data is generated, processed, and transmitted.
These environments involve large-scale, heterogeneous
systems where data flows continuously across multiple
nodes, increasing both operational efficiency and
vulnerability to cyber threats. The complexity of such
systems makes it challenging to monitor network behavior
using conventional security mechanisms. As a result,
advanced intrusion detection systems capable of analyzing
large volumes of network traffic and identifying anomalies in
real time have become essential for maintaining
cybersecurity in modern infrastructures (Stallings, 2018).

1.1.1 Growth of 10T, Cloud, and Distributed Networks

The expansion of IoT and cloud computing has led to the
creation of highly interconnected and decentralized network
environments. [oT devices generate massive amounts of
data, often with limited computational and security
capabilities, making them attractive targets for cyber
attackers. Similarly, cloud infrastructures enable flexible and
scalable services but introduce risks related to multi-tenancy
and remote data access. These distributed systems operate
across diverse geographical locations, further complicating
centralized monitoring and control. This evolution
necessitates distributed and collaborative security solutions
that can effectively handle large-scale, heterogeneous data
sources (Kairouz et al,, 2021).
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1.1.2 Increasing Cybersecurity Threats

As network infrastructures expand, the frequency and
sophistication of cyberattacks continue to rise. Threats such
as Distributed Denial-of-Service (DDoS) attacks, malware
propagation, phishing, and unauthorized access attempts
exploit vulnerabilities across distributed systems. These
attacks often occur simultaneously across multiple nodes,
making detection more challenging for traditional systems.
The dynamic nature of modern threats requires intelligent
detection mechanisms that can adapt to evolving attack
patterns and identify previously unseen anomalies (Buczak
and Guven, 2016).

1.1.3 Need for Intelligent Network Intrusion
Detection Systems

Traditional intrusion detection systems, particularly those
based on signature matching, are limited in their ability to
detect novel or zero-day attacks. This has led to the adoption
of machine learning and deep learning techniques that can
automatically learn patterns from network traffic data.
Intelligent NIDS leverage these techniques to identify
anomalous behavior, improving detection accuracy and
adaptability. However, these systems often require large
amounts of centralized data, which introduces privacy and
scalability concerns in distributed environments (Sommer
and Paxson, 2010).

1.2 Limitations of Existing Approaches

Despite advancements in intrusion detection technologies,
existing approaches face several critical limitations when
applied to modern distributed network environments. These
challenges stem from the reliance on centralized
architectures, data-sharing constraints, and the inability to
effectively handle heterogeneous data distributions across
nodes.

1.2.1 Centralized Intrusion Detection Systems

Centralized IDS architectures collect network traffic data
from multiple sources into a single repository for analysis.
While this approach simplifies data processing, it introduces
significant privacy and security risks, as sensitive
information is exposed to potential breaches. Additionally,
centralized systems suffer from scalability issues due to the
high volume of data generated in distributed networks,
leading to increased communication overhead and
processing delays (Shokri and Shmatikov, 2015).

1.2.2 Limitations of Traditional Machine Learning
Approaches

Machine learning-based intrusion detection systems
typically rely on centralized datasets for training. In
distributed environments, sharing raw data across
organizations or nodes is often restricted due to privacy

availability of diverse training data and reduces the
effectiveness of traditional machine learning models.
Furthermore, centralized training approaches may not
generalize well to heterogeneous network conditions where
data distributions vary significantly across nodes (Dwork
and Roth, 2014).

1.2.3 Limitations of Standard Federated Learning
(FedAvg)

Federated learning has emerged as a promising solution for
privacy-preserving distributed learning; however, standard
aggregation techniques such as Federated Averaging
(FedAvg) assume that data across nodes are independently
and identically distributed (IID). In real-world scenarios,
network traffic data is often non-IID, leading to performance
degradation when using simple averaging methods. This
limitation highlights the need for more advanced
aggregation strategies that can effectively handle data
heterogeneity (Li et al.,, 2020).

1.3 Problem Statement

The primary challenge addressed in this research is the
development of an efficient and privacy-preserving intrusion
detection framework suitable for distributed network
environments. Existing federated learning approaches
struggle with inefficient parameter aggregation in
heterogeneous settings, where variations in data quality,
node reliability, and traffic patterns affect model
performance. Additionally, there is an inherent trade-off
between maintaining data privacy and achieving high
detection accuracy, as stricter privacy constraints can limit
the availability of useful training information. Therefore,
there is a need for a robust framework that balances privacy
preservation with effective intrusion detection performance
in federated environments.

1.4 Proposed Solution

To address the identified challenges, this study proposes a
federated learning-based intrusion detection framework
enhanced with adaptive cross-node parameter fusion. In this
approach, multiple distributed nodes train local models
using their own network data and share only model
parameters with a central aggregation server. Unlike
conventional methods, the proposed adaptive fusion
strategy dynamically assigns weights to node updates based
on factors such as data quality, node reliability, and local
model performance. This ensures that high-quality
contributions have a greater influence on the global model,
improving accuracy and robustness while preserving data
privacy.

2. RELATED WORK

The field of network intrusion detection and privacy-
preserving machine learning has witnessed significant

regulations and confidentialitz concerns. This limits the
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advancements in recent years. Researchers have explored
various techniques ranging from traditional rule-based
systems to modern distributed learning frameworks. This
section critically reviews existing literature on intrusion
detection systems (IDS), privacy-preserving methods,
federated learning applications in cybersecurity, and
aggregation strategies, while highlighting the gaps that
motivate the proposed research.

2.1 Network Intrusion Detection Systems

Network Intrusion Detection Systems (NIDS) are essential
components of cybersecurity frameworks, designed to
monitor network traffic and identify malicious activities.
Over time, IDS techniques have evolved from static rule-
based approaches to intelligent systems capable of learning
complex attack patterns.

2.1.1 Signature-Based vs Anomaly-Based Detection

Signature-based intrusion detection relies on predefined
patterns or known attack signatures to identify malicious
activities. While effective in detecting known threats, it fails
to recognize new or evolving attacks. In contrast, anomaly-
based detection systems establish a baseline of normal
network behavior and flag deviations as potential intrusions.
Although anomaly-based methods can detect zero-day
attacks, they often suffer from higher false positive rates,
making them less reliable in certain scenarios (Buczak and
Guven, 2016).

2.1.2 Machine Learning and Deep Learning-Based IDS

The integration of machine learning (ML) and deep learning
(DL) techniques has significantly enhanced the capabilities
of intrusion detection systems. Supervised learning models,
such as Support Vector Machines and Random Forests, are
widely used for classification tasks, while deep learning
models like Convolutional Neural Networks (CNN) and
Recurrent Neural Networks (RNN) can capture complex
spatial and temporal patterns in network traffic. These
approaches improve detection accuracy and adaptability;
however, they typically require large centralized datasets,
which raises privacy and scalability concerns in distributed
environments (Kim et al., 2016).

2.2 Privacy-Preserving Machine Learning

Privacy-preserving machine learning techniques aim to
enable collaborative data analysis without exposing sensitive
information. These methods are particularly important in
domains like cybersecurity, where data confidentiality is
critical.

2.2.1 Differential Privacy

Differential privacy introduces controlled noise into datasets
or model outputs to prevent the identification of individual
data records. This technique ensures that the inclusion or

exclusion of a single data point does not significantly affect
the model’s outcome, thereby protecting user privacy. It
provides strong theoretical guarantees but may reduce
model accuracy due to the added noise (Dwork and Roth,
2014).

2.2.2 Homomorphic Encryption

Homomorphic encryption allows computations to be
performed directly on encrypted data without decrypting it.
This enables secure data processing in untrusted
environments, as sensitive information remains encrypted
throughout the computation process. Although highly
secure, this method is computationally expensive and may
not be suitable for real-time intrusion detection scenarios.

2.2.3 Secure Multiparty Computation (SMPC)

Secure multiparty computation enables multiple parties to
collaboratively compute a function over their private inputs
without revealing the actual data. This approach ensures
data confidentiality while allowing joint model training or
analysis. However, SMPC often involves complex protocols
and high communication overhead, which can limit its
scalability in large distributed systems (Bonawitz et al,
2017).

2.3 Federated Learning in Cybersecurity

Federated learning (FL) has emerged as a promising
paradigm for privacy-preserving machine learning in
distributed environments, including cybersecurity
applications.

2.3.1 FL-Based Intrusion Detection Frameworks

FL-based IDS frameworks allow multiple network nodes to
collaboratively train a global intrusion detection model
without sharing raw data. Each node performslocal training
and shares only model updates with a central server for
aggregation. This approach enhances privacy while
leveraging diverse data sources to improve detection
performance. Several studies have demonstrated that FL-
based IDS can achieve comparable accuracy to centralized
models while reducing privacy risks (McMahan etal., 2017).

2.3.2 Advantages and Limitations

Federated learning offers significant advantages, including
data privacy preservation, reduced communication
overhead, and scalability across distributed systems.
However, it also faces challenges such as data heterogeneity
(non-IID  data), communication inefficiency, and
vulnerability to unreliable or malicious nodes. These
limitations can negatively impact model convergence and
overall performance, particularly in complex network
environments (Yang et al., 2019).
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2.4 Aggregation Techniques in Federated Learning

Aggregation plays a critical role in federated learning, as it
determines how local model updates from different nodes
are combined to form a global model.

2.4.1 Federated Averaging (FedAvg)

Federated Averaging (FedAvg) is the most commonly used
aggregation method in FL. It computes a weighted average of
local model parameters based on the size of each node’s
dataset. While simple and efficient, FedAvg assumes that
data across nodes is identically distributed, which is rarely
the case in real-world applications.

2.4.2 Weighted Aggregation Methods

To address some limitations of FedAvg, weighted
aggregation techniques have been proposed, where node
contributions are adjusted based on factors such as dataset
size or training performance. These methods aim to improve
model accuracy and convergence; however, they still rely on
static weighting schemes that may not fully capture dynamic
variations in data quality or node reliability.

2.4.3 Limitations in Non-IID Data Environments

In practical scenarios, data across nodes is often non-1ID due
to differences in network configurations, user behavior, and
attack patterns. Standard aggregation methods struggle to
handle such heterogeneity, leading to degraded model
performance and slower convergence. This limitation
highlights the need for adaptive aggregation strategies that
can dynamically adjust to varying data distributions (Li et al.,,
2020).

2.5 Adaptive Parameter Fusion Methods

Adaptive parameter fusion has been introduced to enhance
the effectiveness of federated learning by dynamically
combining model updates from different nodes.

2.5.1 Existing Adaptive Aggregation Approaches

Recent studies have proposed adaptive aggregation
techniques that assign weights to node updates based on
performance metrics, data quality, or reliability. These
methods aim to prioritize high-quality contributions while
minimizing the impact of noisy or unreliable nodes. By
considering node-specific characteristics, adaptive fusion
improves global model accuracy and robustness in
heterogeneous environments.

2.5.2 Research Gaps in Adaptive Fusion

Despite these advancements, existing adaptive aggregation
methods are still limited in their application to intrusion
detection systems. Most studies focus on general machine
learning tasks and do not fully address the unique challenges

of network security, such as real-time detection, high-
dimensional data, and evolving attack patterns. Additionally,
many approaches do not consider system efficiency metrics
such as communication overhead and energy consumption.

2.6 Research Gap

Although significant progress has been made in intrusion
detection and federated learning, several critical gaps
remain. First, there is a lack of adaptive parameter fusion
techniques specifically designed for intrusion detection
systems operating in distributed environments. Second,
existing methods struggle to effectively handle
heterogeneous and non-IID data across nodes, leading to
suboptimal detection performance. Finally, limited attention
has been given to optimizing system efficiency, particularly
in terms of communication overhead and energy
consumption. These gaps highlight the need for a
comprehensive framework that integrates adaptive fusion
with privacy-preserving federated learning to improve both
performance and efficiency in modern network intrusion
detection systems.

3. PROPOSED METHODOLOGY

This section presents the proposed methodology for
developing a privacy-preserving network intrusion detection
system (NIDS) using federated learning enhanced with
adaptive cross-node parameter fusion. The methodology is
designed to address the challenges of data privacy,
heterogeneity, and scalability in distributed network
environments. It integrates local model training at
distributed nodes with an intelligent global aggregation
mechanism to achieve efficient and accurate intrusion
detection.

3.1 System Overview

The proposed system is based on a federated learning (FL)
architecture integrated with a network intrusion detection
system. The framework consists of multiple distributed
nodes and a central aggregation server. Each node
represents an independent network entity that collects and
processes local traffic data. Instead of transmitting raw data,
nodes train local models and send only model parameters to
the central server. The server aggregates these parameters
to form a global intrusion detection model, which is then
shared back with the nodes for further training.

The overall architecture includes three main components: (i)
local nodes for data processing and training, (ii) a
communication layer for secure parameter exchange, and
(iii) a central server for adaptive aggregation. This design
ensures scalability, privacy preservation, and efficient
collaborative learning in distributed environments.
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3.2 Federated Learning Framework

The federated learning framework enables collaborative
model training without requiring centralized data storage. It
operates through iterative communication between local
nodes and the central server.

3.2.1 Local Training at Nodes

Each node independently trains a local intrusion detection
model using its own dataset. The training process involves
preprocessing network traffic data, extracting relevant
features, and updating model parameters using optimization
techniques. This localized training ensures that sensitive
data remains within the node, reducing the risk of data
leakage and complying with privacy regulations.

3.2.2 Global Aggregation Process

After local training, nodes transmit their updated model
parameters to the central server. The server aggregates
these updates to construct a global model that captures
knowledge from all participating nodes. This process is
repeated iteratively across multiple communication rounds,
allowing the global model to improve progressively. Unlike
traditional centralized learning, this approach reduces
communication overhead and enhances scalability.

3.3 Adaptive Cross-Node Parameter Fusion (Core
Novelty)

The core contribution of this research lies in the adaptive
cross-node parameter fusion mechanism, which improves
the aggregation process in federated learning.

3.3.1 Weight Calculation Strategy

In the proposed method, each node’s contribution to the
global model is dynamically weighted based on multiple
factors:

»  Data Quality: Nodes with cleaner, more representative
data are assigned higher weights.

» Node Reliability: Nodes with stable performance and
consistent updates are prioritized.

» Local Accuracy: Nodes achieving higher local model
accuracy contribute more significantly to the global
model.

This adaptive weighting ensures that high-quality updates
have a greater influence, improving overall model
performance.

3.4 Node-Level Model Design

At each node, a machine learning or deep learning model is
employed for intrusion detection.

3.4.1 Model Selection

The proposed framework supports both traditional machine
learning models and deep learning architectures. Multi-
Layer Perceptrons (MLP) are used for structured feature-
based datasets, while Convolutional Neural Networks (CNN)
can be applied for capturing complex patterns in network
traffic. These models are chosen for their balance between
computational efficiency and detection accuracy.

3.4.2 Loss Function and Optimization

The training process uses appropriate loss functions, such as
categorical cross-entropy for classification tasks, to measure
prediction errors. Optimization algorithms like Adam or
Stochastic Gradient Descent (SGD) are employed to update
model parameters. Hyperparameters such as learning rate,
batch size, and number of epochs are carefully tuned to
ensure efficient convergence and prevent overfitting.

3.5 Privacy-Preserving Mechanism

Privacy preservation is a fundamental aspect of the
proposed framework.

3.5.1 No Raw Data Sharing

The system ensures that raw network traffic data never
leaves the local nodes. All training is performed locally, and
only model parameters or gradients are shared with the
central server. This significantly reduces the risk of data
exposure and complies with privacy regulations.

3.5.2 Secure Parameter Exchange

To enhance security, parameter exchange between nodes
and the server is conducted through secure communication
protocols. Techniques such as encryption and secure
aggregation can be incorporated to prevent unauthorized
access or interception of model updates. This ensures that
even shared parameters do not compromise sensitive
information.

4. EXPERIMENTAL SETUP

This section describes the experimental setup used to
evaluate the proposed privacy-preserving federated
learning-based intrusion detection system. The setup is
designed to simulate a realistic distributed network
environment, incorporating standard datasets,
preprocessing techniques, machine learning frameworks,
and evaluation metrics. The goal is to ensure that the
proposed framework is rigorously tested for both detection
performance and system efficiency.

4.1 Datasets

The selection of appropriate datasets is critical for validating
the effectiveness of intrusion detection systems. In this
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study, widely recognized benchmark datasets are used to
ensure reliability, comparability, and reproducibility of
results.

4.1.1 NSL-KDD Dataset

The NSL-KDD dataset is an improved version of the original
KDD’99 dataset, designed to eliminate redundant records
and reduce bias in model evaluation. It contains labeled
network traffic data categorized into normal and various
attack types, including Denial-of-Service (DoS), Probe,
Remote-to-Local (R2L), and User-to-Root (U2R) attacks. The
dataset is balanced and structured, making it suitable for
training and evaluating machine learning models in
intrusion detection research. Its reduced redundancy
ensures that models are not biased toward frequent
patterns, leading to more accurate performance assessment.

4.1.2 CICIDS2017 Dataset

The CICIDS2017 dataset represents modern network traffic
scenarios and includes a wide range of contemporary
cyberattacks such as Distributed Denial-of-Service (DDoS),
brute force attacks, port scanning, and web-based attacks. It
contains realistic traffic patterns collected from a simulated
network environment, making it highly suitable for
evaluating intrusion detection systems in current
cybersecurity contexts. The diversity and scale of this
dataset allow for robust testing of the proposed federated
learning framework under complex and dynamic conditions.

4.2 Data Preprocessing

Data preprocessing is an essential step to prepare raw
network traffic data for effective model training. It ensures
consistency, improves data quality, and enhances the
learning capability of machine learning models.

4.2.1 Normalization

Normalization is applied to scale numerical features into a
uniform range, typically between 0 and 1. This process
prevents features with larger values from dominating the
learning process and ensures faster convergence during
model training. It also improves the stability and
performance of optimization algorithms used in machine
learning models.

4.2.2 Encoding

Network datasets often contain categorical features such as
protocol type, service, and connection flags. These features
are transformed into numerical representations using
encoding techniques such as one-hot encoding or label
encoding. This conversion is necessary because machine
learning and deep learning models require numerical inputs
for processing.

4.2.3 Feature Selection

Feature selection involves identifying and retaining the most
relevant attributes from the dataset while eliminating
redundant or irrelevant features. This reduces
dimensionality, lowers computational complexity, and
improves model accuracy. Key features such as connection
duration, source and destination bytes, and packet counts
are selected to effectively represent network behavior for
intrusion detection.

4.3 Simulation Environment

The experimental evaluation is conducted in a simulated
distributed environment that mimics real-world network
conditions. This setup enables testing of federated learning
under controlled yet realistic scenarios.

4.3.1 Programming and Machine

Frameworks

Learning

The implementation is carried out using Python as the
primary programming language due to its extensive support
for data analysis and machine learning. Frameworks such as
TensorFlow and PyTorch are used for building and training
the local intrusion detection models. These frameworks
provide efficient tools for model development, optimization,
and evaluation.

4.3.2 Federated Learning Framework

To implement federated learning, specialized frameworks
such as Flower or PySyft are utilized. These frameworks
facilitate communication between distributed nodes and the
central server, enabling efficient orchestration of local
training and global aggregation. They also support
customization of aggregation strategies, allowing the
integration of the proposed adaptive parameter fusion
method.

4.3.3 Multi-Node Simulation Setup

The system simulates multiple distributed nodes, each
representing an independent network entity with its own
local dataset. These nodes perform local training and
periodically share model updates with a central server. The
multi-node setup allows evaluation of the framework under
heterogeneous data distributions and varying node
conditions, reflecting real-world distributed environments.

4.4 Evaluation Metrics

To comprehensively assess the performance of the proposed
system, both detection accuracy and system efficiency
metrics are considered.
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4.4.1 Detection Performance Metrics

Detection performance is evaluated using standard
classification metrics. Accuracy measures the overall
correctness of predictions, while precision indicates the
proportion of correctly identified attacks among all
predicted attacks. Recall reflects the ability of the model to
detect actual attacks, and the F1-score provides a balanced
measure combining precision and recall. These metrics
collectively provide a detailed evaluation of the intrusion
detection capability of the model.

4.4.2 False Positive Rate

The false positive rate (FPR) measures the proportion of
normal network traffic incorrectly classified as malicious.
This metric is particularly important in intrusion detection
systems, as high false positive rates can lead to unnecessary
alerts and increased workload for system administrators. A
lower FPR indicates a more reliable and practical detection
system.

4.4.3 System Efficiency Metrics

In addition to detection performance, system efficiency is
evaluated using metrics such as communication overhead
and convergence time. Communication overhead measures
the amount of data exchanged between nodes and the
central server during training. Convergence time refers to
the number of communication rounds required for the global
model to achieve stable performance. These metrics are
critical for assessing the scalability and practicality of the
federated learning framework.

4.5 Baselines for Comparison

To validate the effectiveness of the proposed approach, its
performance is compared against established baseline
models.

4.5.1 Centralized Intrusion Detection System

The centralized IDS serves as a traditional baseline, where
all network data is aggregated at a central server for training
and analysis. While this approach can achieve high accuracy
due to access to complete data, it suffers from privacy risks,
high communication overhead, and scalability limitations.

4.5.2 Standard Federated Learning (FedAvg)

The standard federated learning model using Federated
Averaging (FedAvg) is used as a distributed baseline. In this
approach, all nodes contribute equally to the global model
through simple averaging of parameters. Although it
preserves privacy better than centralized systems, it does
not account for data heterogeneity across nodes, which can
lead to reduced performance. Comparing the proposed
adaptive fusion method with FedAvg highlights the
improvements in accuracy, efficiency, and robustness.

5. RESULTS AND ANALYSIS

This section presents a comprehensive evaluation of the
proposed federated learning-based network intrusion
detection system with adaptive cross-node parameter
fusion. The results are analyzed in terms of detection
performance, misclassification behavior, node-level
contribution, communication efficiency, convergence speed,
and energy sustainability. Comparative analysis with
baseline models further highlights the effectiveness of the
proposed approach.

5.1 Detection Performance

The detection performance of the proposed model is
evaluated using standard classification metrics, including
accuracy, precision, recall, and Fl-score. These metrics
collectively measure the effectiveness of the system in
correctly identifying both normal and malicious network
traffic.

5.1.1 Accuracy Comparison

Accuracy represents the overall correctness of the model’s
predictions. The proposed adaptive fusion model achieves
higher accuracy compared to conventional federated
learning (FedAvg) and centralized intrusion detection
systems. This improvement is attributed to the intelligent
weighting of node contributions, which enhances the quality
of the global model.

5.1.2 Precision, Recall, and F1-Score

Precision measures the correctness of predicted attacks,
while recall evaluates the model’s ability to detect actual
attacks. The F1-score provides a balanced assessment of
both metrics. The proposed method demonstrates superior
performance across all these metrics, indicating improved
detection capability and robustness.

Table 1: Detection Performance Comparison

Model Accuracy Precision Recall
Centralized
DS 0.91 0.89 0.88
Standard FL
(FedAvg) 0.93 091 0.90
Proposed
Adaptive 0.96 0.94 0.95
Fusion FL

5.2 Misclassification Analysis

Misclassification analysis is essential to understand the
reliability of the intrusion detection system, particularly in
minimizing incorrect predictions.
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5.2.1 False Positives and False Negatives

False positives occur when normal traffic is incorrectly
classified as malicious, while false negatives represent
undetected attacks. The proposed model significantly
reduces both types of errors by prioritizing high-quality
node updates during aggregation. This results in a more
balanced and reliable detection system.

Table 2: Misclassification Analysis

False Positive False Negative
Model Rate Rate
Centralized IDS 0.08 0.11
Standard FL

(FedAvg) 0.06 0.10
Proposed

Adaptive Fusion 0.05 0.05

FL

5.4 Communication Efficiency

Communication efficiency is critical in federated learning
systems, as frequent data exchange between nodes and the
central server can increase network overhead.

5.4.1 Reduced Communication Overhead

The proposed adaptive fusion approach reduces
communication overhead by limiting the influence of low-
impact updates and prioritizing high-quality contributions.
This reduces the total volume of data transmitted during
training.

5.4.2 Fewer Transmissions

By selectively weighting node updates, the framework
reduces the number of required transmissions per training
round. This improves scalability and makes the system
suitable for bandwidth-constrained environments.

Table 4: Communication Efficiency

5.3 Node-Level Analysis

Node-level analysis examines how individual nodes
contribute to the global model, particularly in heterogeneous
environments where data distributions vary.

5.3.1 Contribution of Heterogeneous Nodes

In the proposed framework, nodes with higher data quality
and better local model performance are assigned greater
weights during aggregation. This ensures that reliable nodes
have a stronger influence on the global model, while less
reliable nodes have a limited impact. As a result, the system
effectively handles non-IID data and improves overall
performance.

Table 3: Node-Level Contribution Analysis

Transmissions per | Data Volume
Model Round (MB)
Standard FL
(FedAvg) 8 120
Proposed
Adaptive Fusion 6 90
FL

5.5 Convergence Analysis

Convergence analysis evaluates how quickly the global
model reaches optimal performance during training.

5.5.1 Faster Training Rounds

The proposed adaptive fusion method accelerates
convergence by emphasizing high-quality updates and
reducing the influence of noisy data. This leads to fewer
training rounds required to achieve stable performance
compared to standard FL approaches.

Table 5: Convergence Performance

Impact
Node Local Data Contribution on

Accuracy | Quality Weight Global

Model

Node , Strong
1 0.92 High 0.35 Positive
Nozde 0.85 Medium 0.25 Moderate
N°3de 0.78 Low 0.15 Limited
N(;de 0.88 Medium 0.25 Moderate

Model Convergence Remarks
Rounds
Standard FL 10 Slower
(FedAvg) convergence
Proposed Faster and more
Adaptive 7 -
. efficient

Fusion FL
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5.6 Energy and Carbon Efficiency

Energy efficiency and environmental sustainability are
increasingly important in large-scale distributed systems.

5.6.1 Energy Consumption Comparison

The proposed model reduces energy consumption by
minimizing unnecessary computations and communication
overhead. Efficient aggregation ensures fewer training
rounds and optimized resource utilization.

5.6.2 CO, Emission Reduction

Lower energy consumption directly translates to reduced
carbon emissions. The proposed approach demonstrates
significant environmental benefits compared to centralized
and standard federated learning systems.

Table 6: Energy and Carbon Efficiency

Energy -
Model Consumption co. E(:]T 1)s ston
(kWh) g
Centralized IDS 120 72
Standard FL
(FedAvg) 85 >1
Proposed
Adaptive Fusion 70 42
FL

6. CONCLUSION

This research presented a privacy-preserving network
intrusion detection framework based on federated learning
with adaptive cross-node parameter fusion. The study
addressed key limitations of traditional intrusion detection
systems, including centralized data dependency, privacy
risks, and scalability challenges in distributed environments.
By leveraging federated learning, the proposed framework
enables collaborative model training across multiple nodes
without sharing raw network traffic data, thereby ensuring
data confidentiality and compliance with privacy
requirements.

A major contribution of this work is the development of an
adaptive parameter fusion mechanism that dynamically
assigns weights to node updates based on data quality, node
reliability, and local model performance. This approach
effectively handles heterogeneous and non-IID data
distributions, improving the robustness and generalization
of the global model. Experimental results demonstrated that
the proposed method outperforms conventional centralized
and standard federated learning approaches in terms of

accuracy, precision, recall, and F1-score, while significantly
reducing false positive and false negative rates.

Additionally, the framework achieved improved
communication efficiency, faster convergence, and reduced
energy consumption, highlighting its suitability for large-
scale and resource-constrained network environments.
Overall, the proposed approach provides a scalable, efficient,
and privacy-aware solution for modern cybersecurity
challenges, contributing to the advancement of intelligent
intrusion detection systems in distributed infrastructures.

7. FUTURE SCOPE OF RESEARCH

Future research can extend this work by implementing the
proposed framework in real-world network environments to
validate its practical applicability and scalability. Integration
with advanced privacy-preserving techniques such as
differential privacy and secure aggregation can further
enhance data protection. Additionally, incorporating
blockchain technology may improve trust and security in
federated systems. Exploring more sophisticated deep
learning architectures and adaptive optimization strategies
could further improve detection accuracy. Finally, optimizing
the framework for large-scale IoT ecosystems and real-time
intrusion detection remains an important direction for
future investigation.

REFERENCES

1. Buczak, A.L. and Guven, E, 2016. A survey of data
mining and machine learning methods for cyber
security intrusion detection. IEEE Communications
Surveys & Tutorials, 18(2), pp.1153-1176.

2. Bonawitz, K., Ivanov, V., Kreuter, B., Marcedone, A.,
McMahan, H.B,, Patel, S., Ramage, D., Segal, A. and Seth,
K., 2017. Practical secure aggregation for privacy-
preserving machine learning. In: Proceedings of the
2017 ACM SIGSAC Conference on Computer and
Communications Security, pp.1175-1191.

3. Dwork, C. and Roth, A, 2014. The algorithmic
foundations of differential privacy. Foundations and
Trends in Theoretical Computer Science, 9(3-4),
pp.211-407.

4, Kairouz, P., McMahan, H.B., Avent, B., Bellet, A., Bennis,
M., Bhagoji, A.N., Bonawitz, K., Charles, Z., Cormode, G.,
Cummings, R. and others, 2021. Advances and open
problems in federated learning. Foundations and
Trends in Machine Learning, 14(1-2), pp.1-210.

5. Kim, G, Lee, S. and Kim, S., 2016. A novel hybrid
intrusion detection method integrating anomaly
detection with misuse detection. Expert Systems with
Applications, 41(4), pp.1690-1700.

© 2026, IRJET | ImpactFactor value: 8.226

IS0 9001:2008 Certified Journal | Page 1589



www.irjet.net

’// International Research Journal of Engineering and Technology (IRJET) e-ISSN: 2395-0056
JET Volume: 13 Issue: 04 | Apr 2026

p-ISSN: 2395-0072

10.

11.

12.

13.

14.

15.

16.

17.

Li, T, Sahu, AK, Talwalkar, A. and Smith, V., 2020.
Federated learning: Challenges, methods, and future
directions. IEEE Signal Processing Magazine, 37(3),
pp.50-60.

McMahan, H.B., Moore, E., Ramage, D., Hampson, S. and
Arcas, B.AY., 2017. Communication-efficient learning of
deep networks from decentralized data. In: Proceedings
of the 20th International Conference on Artificial
Intelligence and Statistics (AISTATS), pp.1273-1282.

Shokri, R. and Shmatikov, V., 2015. Privacy-preserving
deep learning. In: Proceedings of the 22nd ACM SIGSAC
Conference on Computer and Communications Security,
pp.1310-1321.

Sommer, R. and Paxson, V., 2010. Outside the closed
world: On using machine learning for network
intrusion detection. In: Proceedings of the IEEE
Symposium on Security and Privacy, pp.305-316.

Stallings, W., 2018. Network security essentials:
Applications and standards. 6th ed. Pearson.

Albanbay, N., Tursynbek, Y., Graffi, K., Uskenbayeva, R,,
Kalpeyeva, Z. and Ayapov, Y., 2025. Federated learning-
based intrusion detection in IoT networks:
Performance evaluation and data scaling study. Journal
of Sensor and Actuator Networks, 14(4), p.78.

Buyuktanir, B., Altinkaya, S., Baydogmus, G.K. and Yildiz,
K., 2025. Federated learning in intrusion detection:
Advancements, applications, and future directions.
Cluster Computing, 28, p.473.

Liang, Y.and Luo, M., 2025. Optimization of distributed
network intrusion detection system based on Internet
of Things and federated learning. Discover Internet of
Things, 6(3), pp.1-15.

Fedorchenko, E., Novikova, E. and Shulepov, A., 2022.
Comparative review of intrusion detection systems
based on federated learning: Advantages and open
challenges. Algorithms, 15(7), p.247.

Feng, S., Gao, L. and Shi, L., 2025. CGFL: A robust
federated learning approach for intrusion detection
systems based on data generation. Applied Sciences,
15(5), p.2416.

Friha, O. Ferrag, M.A. and Shu, L. 2022. FELIDS:
Federated learning-based intrusion detection system
for agricultural IoT. Journal of Parallel and Distributed
Computing, 165, pp.17-31.

Hei, X,, Yin, X,, Wang, Y. and others, 2020. A trusted
feature aggregator for federated learning in distributed
attack detection. Computers & Security, 99, p.102033.

18.

19.

20.

21.

22.

23.

24.

25.

Anwar, R.W,, Abrar, M., Salam, A. and Ullah, F., 2025.
Federated learning with LSTM for intrusion detection
inIoT-based wireless sensor networks: A multi-dataset
analysis. Peer] Computer Science, 11, e2751.

Yang, H. etal., 2025. Federated learning for sustainable
intrusion detection systems: A review of green
computing strategies and future directions. Internet of
Things, 34, p.101730.

Wang, C, Zhang, Y., Gao, N. and Luo, Q. 2025.
Differential privacy personalized federated learning
based on dynamically sparsified client updates. Future
Generation Computer Systems.

Wu, X, Zhang, Y., Shi, M,, Li, P. and Xiong, N.N., 2022.
Adaptive federated learning scheme with differential
privacy preserving. Future Generation Computer
Systems, 127, pp.362-372.

Marfo, W., Tosh, D.K. and Moore, S.V., 2023. Network
anomaly detection using federated learning. arXiv
preprint arXiv:2303.07452.

Hossain, M.A. and Islam, M.S., 2025. Towards
decentralized cybersecurity: A privacy-preserving
federated learning approach for botnet attack
detection. Blockchain: Research and Applications.

Popli, M.S,, Singh, R.P.,, Popli, N.K. and Mamun, M.A,,
2025. A federated learning framework for enhanced
data security and cyber intrusion detection in
distributed networks. IEEE Access, 13, pp.12634-
12646.

Izadi, S. and Ahmadi, M., 2026. Adaptive meta-
aggregation federated learning for intrusion detection
in heterogeneous loT. arXiv preprint arXiv:2602.12541.

© 2026, IRJET |

Impact Factor value: 8.226

ISO 9001:2008 Certified Journal |

Page 1590



