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Abstract - Machine learning (ML) is increasingly being
used to defend digital financial systems from fraudulent
transactions; nevertheless, achieving high detection
accuracy in real-time and on a wide scale remains
challenging. This paper describes a Kafka-based machine
learning pipeline for real-time analysis of financial
transaction streams. The suggested pipeline uses Apache
Kafka for distributed streaming and tests four classification
approaches: Logistic Regression, Random Forest, XGBoost,
and a hybrid soft-voting ensemble. A dataset of 209,715
transactions under imbalanced fraud scenarios was used to
evaluate performance. Significant differences can be
observed in the results. Logistic regression demonstrated
limited applicability for severely imbalanced fraud
detection, with an accuracy of 88.7% and a fraud recall of
0.042. Random Forest performed the best overall, with
97.6% accuracy, 0.886 F1 score, and 0.994 AUC-ROC.
XGBoost achieved 93.9% accuracy, with a competitive
balance of precision (0.711) and recall (0.825). The hybrid
voting classifier maintained low-latency inference while
boosting resilience in a Kafka-based streaming context, with
96.7% accuracy, an F1 score of 0.838, and an AUC ROC of
0.984. These findings indicate that combining Kafka-driven
streaming with ensemble machine learning is an efficient
and scalable solution for real-time financial fraud detection,
particularly in high-volume transaction scenarios where
detection performance and reaction time are critical
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1. INTRODUCTION

Digital payment systems have become important to
modern financial activity, with card-present transactions
(in-person) at points of sale and card-not-present
transactions (online) via electronic and mobile platforms
accounting for the majority of currency exchanges [1].
These channels provide speed, convenience, and
accessibility to millions of users every day; however, they
have become more vulnerable to fraudulent activity,
making fraud detection a key concern for financial
institutions. Traditional rule-based detection methods,
including one-time passwords sent via SMS (OTPs), mobile
transaction authorization numbers (mTANs) [2], U-Shields
[3], and biometric authentication [4], have improved

identity verification; however, research shows that many
mobile banking applications still contain exploitable
vulnerabilities [5]. This demonstrates that despite the
current protections, the evolving nature of fraud requires
advanced and flexible detection systems.

Machine Learning (ML), a dynamic and data-driven
method that can learn complex behavioral patterns and
adapt more effectively than static rule-based systems, has
been recognized to address these issues. The successful
results of XGBoost, Random Forest, and Logistic
Regression in detecting fraud are widely acknowledged.
While Logistic Regression stands out for its
interpretability and computational efficiency [6], Random
Forest uses ensemble learning for robust prediction [7][8].
XGBoost achieves superior recall and F1 score, which are
vital for identifying infrequent fraudulent transactions.
The program is particularly good at handling highly
imbalanced datasets. Combining these models to form a
Hybrid Voting Classifier further improves predictive
accuracy and provides an effective defense against
fraudulent activity in both swipe and online payments.

For real-time fraud detection, where quick decision-
making is required to reduce losses and maintain
consumer confidence, a solid and scalable data
infrastructure is vital. This function is performed by
Apache Kafka, a distributed messaging platform originally
developed by LinkedIn, which facilitates high-throughput
and low-latency data streams. Kafka ensures fault
tolerance, scalability, and resilience by segmenting data
into topics and distributing these across multiple brokers.
To guarantee reliability, producers append transaction
messages to topics, consumers fetch them for processing,
and leaders replicate data to followers. Kafka enables the
ongoing ingestion, processing, and dissemination of online
and swipe transactions within fraud detection
frameworks. This capability allows for seamless
integration with machine learning models designed for
anomaly detection and real-time analysis [13] [9].

This project provides a Kafka-based, real-time fraud
detection system that combines Logistic Regression,
Random Forest, XGBoost, and a Hybrid Voting Classifier
into a single pipeline. The system collects and analyzes
transaction streams, classifies events in real time, and
constantly updates models using past data to increase
accuracy. By focusing on both swipe and online
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transactions, the system handles the dual difficulty of
processing high-frequency in-person payments while also
safeguarding remote digital channels.

2. LITERATURE REVIEW

Fraud detection in financial transactions has gained
prominence due to the rising popularity of digital payment
systems and the increasing sophistication of fraudulent
activities. Traditional rule-based systems, which depend
on established heuristics, are not very good at finding new
types of fraud because they can't apply what they know to
attacks that are new or changeable [10]. For example, rule-
based techniques frequently fail when fraudsters
significantly alter transaction characteristics, rendering
such systems ineffective for modern, high-frequency
digital transactions [11]. To address these constraints,
machine learning approaches have been extensively
studied for fraud detection. Logistic Regression is a simple
linear model that can find big patterns, but it doesn't work
well with datasets that aren't balanced, like when there
aren't many fraudulent transactions [12]. Non-linear
models like Random Forest and XGBoost are better at
finding complicated patterns in transaction data. Random
Forest is better at handling noise, and XGBoost is better at
dealing with unbalanced datasets through gradient
boosting [13][14]. Support Vector Machines (SVMs) and
Neural Networks have also been employed to identify non-
linear separations and high-dimensional correlations,
although these models can be computationally intensive
and slow to infer [15][16].

Ensemble and hybrid models, which use many classifiers,
have been better at balancing precision and recall,
especially when the classes in the dataset are very
different from each other [17]. These methods reduce the
likelihood of false negatives while maintaining high
precision, which is essential in financial systems that need
to find a balance between fraud detection and user
experience. In our research, we used a Kafka-driven real-
time pipeline with a hybrid Voting Classifier that
combined Logistic Regression, Random Forest, and
XGBoost. This approach enables continuous transaction
ingestion, real-time preprocessing, and rapid scoring,
ensuring the low-latency replies required for high-
frequency transaction monitoring [18][19]. Our dataset
contains 209,715 transactions, with approximately 11.8%
being fraudulent, making the detection task very difficult.
In baseline tests, Logistic Regression achieved
exceptionally high precision (0.9923) but extremely low
recall (0.042), indicating a limited ability to detect all
fraudulent transactions [20]. Random Forest achieved a
recall of 0.8037 and an AUC-ROC of 0.9939, indicating a
high capacity to detect fraud while maintaining precision
[21]. XGBoost achieved a balanced F1-score of 0.7641 and
an AUC-ROC of 0.9609, demonstrating its competence in
managing unbalanced data [22]. Our hybrid Voting
Classifier increased performance even further, reaching an

F1l-score of 0.838 and an AUC-ROC of 0.984, illustrating
the benefit of integrating complementary models within a
streaming context Error! Reference source not found..

When compared to previous studies, our approach shows
clear and measurable gains in a variety of dimensions. For
example, research using batch processing with Random
Forest or XGBoost, such as Error! Reference source not
found.and Error! Reference source not found., found
high precision scores ranging from 0.90 to 0.95. However,
these models frequently had much lower recall rates,
ranging from 0.60 to 0.75, indicating that a large
percentage of fraudulent transactions were overlooked.
This limitation is crucial in real-time applications, since
undetected fraud can result in immediate financial losses.
Furthermore, batch-processing methods impose latency
by requiring adequate data to make predictions, making
them unsuitable for high-frequency transaction
monitoring.

Other prior works leveraged ensemble techniques,
including combinations of Random Forest, Logistic
Regression, or XGBoost [23], to increase detection metrics
like F1-score. These studies produced F1-scores of up to
0.83, indicating a better balance of precision and recall.
However, their structures were primarily intended for
offline analysis and did not include streaming data
pipelines. As a result, while these models work well on
static datasets, they cannot manage continuous, high-
volume transaction streams in real time. Furthermore,
while some algorithms increased recall by utilizing
techniques such as SMOTE for class balance [16], they still
relied on batch inference and did not achieve the low-
latency, high-throughput performance required in
operational fraud detection systems.

On the other hand, our work combines the distributed
streaming capabilities of Apache Kafka with a hybrid
Voting Classifier that incorporates Random Forest,
XGBoost, and Logistic Regression. There are numerous
advantages to this architecture. First, Kafka eliminates
batch processing delays by enabling continuous
transaction input and processing. Second, the hybrid
ensemble makes use of the complementing capabilities of
its component models: XGBoost helps to provide strong
performance in situations with unbalanced data, Random
Forest enhances recall, and Logistic Regression guarantees
excellent precision. In actuality, this integration helped
our system exceed the majority of previous models in
terms of detection rate and the ratio of false positives to
false negatives, achieving a high F1-score of 0.838 while
maintaining a recall of 0.7252.

By closely studying the results of prior studies, the
benefits of our system become clear. Studies such as
[24]Error! Reference source not found. found adequate
accuracy and precision measures but frequently neglected
recall or latency issues. Models based on neural networks
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or deep learning [25][26] produced great accuracy but
were computationally demanding, making them
unsuitable for real-time streaming at scale. Ensemble-
based methods [27][28] increased detection rates but
lacked streaming capabilities, limiting their utility in
continuous monitoring applications. In contrast, our
Kafka-driven hybrid method not only achieves competitive
or higher performance in traditional metrics (precision,
recall, and F1-score), but it also handles operational
constraints such as low-latency inference, scalability, and
flexibility to changing fraud patterns. Overall, the
combination of streaming architecture and hybrid
ensemble learning provides a robust, scalable, and highly
successful method of real-time fraud detection,
distinguishing it from previous research.

3. RESEARCH METHODOLOGY

The fraud detection workflow combines real-time
transaction processing with powerful machine learning to
accurately detect anomalies. Transactions, whether card-
present (swipe) or card-not-present (online), begin in the
streaming layer driven by Apache Kafka. A consumer
component collects these streaming events and sends
them to a preprocessing module, where raw transaction
attributes are standardized, encoded, and converted into
feature vectors appropriate for modeling. These vectors
are then analyzed using a machine learning engine that
includes Logistic Regression, Random Forest, and XGBoost
algorithms. The results of these models are integrated
using a hybrid soft-voting ensemble to get final fraud
probability scores. Based on these predictions, the
decision layer routes legitimate transactions to normal
processing and suspect transactions to an alert and
reporting subsystem. The architecture supports both
offline training and model evaluation, as well as real-time
scoring and continuous monitoring in a production setting,
according to Figure 1.
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Figure 1: ML System Architecture Diagram

3.1 Transaction Generation

The first step in the fraud detection pipeline is to generate
and capture transactional data, which will be used as the
system's primary input. Transactions are divided into two
types: card-present (swipe) and card-not-present (online).

Swipe Transactions (Card-Present): These occur at
physical points-of-sale (POS) terminals. The customer
produces a card, and the transaction is completed via
magnetic stripe or chip-based authentication. These
transactions contain a variety of properties, including:

Transaction Amount

Merchant Category

Timestamp

Terminal ID

Cardholder Information

Online Transactions (Card Not Present): These
transactions take place via e-commerce platforms or
digital payment methods, without the physical presence of
a card. In addition to the same qualities as swipe
transactions, online transactions include:

IP Address

Device ID

Geolocation

Browser/App Identifiers

A time-stamped series of transactions is created by

continuously recording both swipe and online
transactions:

Ti =[X1,X2,........ ,Xn]
where X1 X, Xy are individual transaction variables such

as amount, merchant code, timestamp, device ID, location,
etc. Online transactions use behavioral or network-based
indicators, such as IP address or Device ID, to distinguish
between legitimate and fraudulent activity.

Both swipe and online transactions are captured
continuously, forming a time-stamped sequence of
transactions:

(T, Ty ..., T}

where Ty represents each transaction in the sequence,
and m represents the total number of transactions in a
given observation period. This sequential representation
is crucial for stream-based processing, as it enables the
system to detect fraud patterns as transactions occur in
real-time.

By categorizing and collecting these transactions, the
system ensures that all essential transactional attributes
are available for preprocessing and machine learning
analysis, resulting in successful fraud detection.

3.2 Data Collection

The second stage of the fraud detection system entails the
systematic gathering and organization of transactional
data. These transactions, whether through card-present
(swipe) or card-not-present (online) channels, are
consolidated into a single Data Source Repository. This
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repository serves as the foundation for the rest of the
fraud detection pipeline's processing and analysis.

Each transaction is saved as a structured record with
multiple attributes, including but not restricted to:

Identifiers: Transaction ID, date, client ID, card ID
Transactional Details: Amount, card chip usage
Merchant Information: Merchant ID, merchant city,
merchant state, postal code, merchant category code
(McQ)

Error Categories: Common errors such as Insufficient
Balance, incorrect PIN, Technical Glitch, incorrect
Expiration Date, False Card Number

Richer analysis during preprocessing and machine
learning model training is made possible by this
structured format, which guarantees that every
transaction's contextual and financial features are
recorded. The system can effectively manage massive
amounts of data while preserving crucial information for
fraud detection by recording transactions in an organized
fashion.

Formally, the dataset can be represented as a collection of
transaction vectors:

D= {T1:T2:---'Tm}

where each transaction Ti is a multidimensional vector of
attributes. For the dataset used in this study n=12,
including both numerical variables (e.g., transaction
amount) and categorical variables (e.g., merchant city,

error type).

The consolidated Data Source Repository not only gives a
consistent picture of all transactional activities, but it also
enables scalability. It provides easy connection with
Apache Kafka's streaming layer, ensuring real-time
transaction ingestion and the ability to perform both
offline analysis and online model training. This connection
allows for the efficient processing and storing of high-
frequency transaction data.

3.3 Data Streaming Layer

The system's fundamental distributed streaming platform
is Apache Kafka, which allows for real-time financial
transaction ingestion and processing. Kafka manages the
continuous publishing and consumption of transaction
events, ensuring high throughput, low latency, and fault
tolerance across the pipeline.

In this stage, all transaction events collected from the data
repository are published to Kafka topics, which act as
logical channels for data streams. Each new transaction
record Tiis serialized and appended to the topic as a
message, forming a continuous, ordered log of events:

S = {M(Tl)! M(TZ)' LR M(Tm)}

where S represents the stream of transaction events,
and M (Ti) denotes the message corresponding to
transaction Ti. .
A producer component is responsible for publishing
transaction events to the appropriate topic, while one or
more consumer applications subscribe to these topics to
retrieve messages in real time. The consumer process can
be represented as:

CM(T)) - T;

whereC()denotes the consumer process that retrieves the
message and forwards the transaction for preprocessing.

Kafka's separating method distributes data across several
brokers, enabling horizontal scalability. This approach
allows downstream programs to process transaction
streams in parallel, such as fraud detection models. Kafka's
replication function protects data integrity by storing
copies of messages across many brokers, preventing data
loss in the event of a failure.

Furthermore, Kafka Streams offers real-time processing
and analysis by allowing the consumer to handle
transactions as they arrive, making it possible to
continuously monitor both card-present and card-not-
present transactions for fraud detection. Kafka's built-in
characteristics for high-throughput and fault tolerance are
critical to system stability, especially in contexts with
millions of transactions per day.

Using Kafka, the system can efficiently manage data flow
and ensure that all transaction events are available for
real-time scoring and fraud detection without introducing
the delays associated with batch-processing approaches.

3.4 Consumer and Preprocessing

Once transaction events are published to Kafka topics, a
consumer application subscribes to them and receives the
records in real time. The consumer acts as an intermediary
between raw transaction data and the machine learning
engine. Each transaction is processed and converted to a
model-ready format for subsequent analysis.

Preprocessing Steps: Data Cleaning and Validation:
Incomplete or malformed records, such as missing values
or invalid IDs, are identified and corrected or discarded.

Transaction error (e.g., Insufficient Balance, incorrect PIN)
are detected and converted into structured categorical
features.
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Feature Engineering:

Numerical Features: Continuous variables, such as
transaction amount, are normalized to reduce skewness
and ensure consistency in scale.

Categorical Features: Variables such as merchant city,
errors, or cardholder details are transformed using one-
hot encoding or embedding techniques, making them
suitable for machine learning models.

Derived Features: New features, such as transaction
frequency or average spending amountover a time
window, are created to capture additional insights that
help distinguish fraudulent behavior from legitimate
transactions.

Feature Vector Construction:

Each transaction Tiis represented as a high-
dimensional feature vector:

T = [X1, X5, ..., X4
where xj corresponds to a preprocessed attribute

(e.g., Transaction amount, merchant code, location, or error
type). This vector representation allows the machine
learning models to effectively detect patterns and
anomalies indicative of fraud.

Stream Alignment:

Preprocessed transaction vectors are aligned with
Kafka’s message offsets to ensure the proper order and
timing for real-time analysis. This step is crucial for
stream-based processing, where maintaining the correct
sequence of transactions is vital for detecting fraud in the
right context.

Micro-Batching:

For high-throughput scenarios, micro-
batching techniques may be applied to process multiple
transactions simultaneously. This method enhances the
speed of scoring while ensuring that latency is minimized,
allowing for efficient parallel processing.

3.5 Machine Learning Models (Fraud Detection
Engine)

The machine learning engine is at the center of the fraud
detection system, assessing each preprocessed transaction
to determine its probability of being fraudulent. This
engine combines several machine learning techniques,
including Logistic Regression (LR), Random Forest (RF),
and Extreme Gradient Boosting (XGBoost). These models
are merged into a hybrid soft-voting ensemble to improve
the system's overall forecast accuracy and robustness.

Logistic Regression (LR)

Logistic Regression is employed as a baseline linear
classifier that estimates the probability of fraud based on a
logistic function:

1
+ e~ (BotBax1+--+Bnxn)

PO=11X) =

where:

P(y=1IX) is the probability that transaction X is fraudulent

(Bo, B1, -

(X4,X5 ***.,Xy) are the transactions features (e.g,
transaction amount, merchant type).

., B) are the model coefficients.

LR is preferred for its interpretability and simplicity,
which makes it simple to determine which features have
the greatest influence on the model's predictions.
However, it struggles with highly imbalanced datasets
since it prefers to focus on the majority class.

Random Forest (RF)

Random Forest, an ensemble of decision trees, is utilized
to capture nonlinear feature interactions and improve
classification stability. Each decision treeh, (X) is trained

on a bootstrap sample of the data with random feature
selection. The overall prediction is obtained by averaging
the probabilities

where k is the number of trees, and hy, (X)is the output of
the k-Th decision tree.

Random Forest increases classification stability by
averaging predictions from numerous trees, lowering the
possibility of overfitting. This model is resistant to noise
and can handle imbalanced datasets well. Its recall in
detecting fraudulent transactions is especially high,
making it suited for use in fraud detection systems.

Extreme Gradient Boosting (XGBoost)
XGBoost is incorporated to leverage gradient boosting
with regularization, enabling the model to sequentially
correct errors of weak learners. For iteration t, the
prediction is updated as:

A(t A(t—1
yi( ) = i( ) +nfe(Xp)
where:

o (t)

¥;  is the prediction at iteration t

f.(X) is the new weak learner (tree) added to the model,

© 2026, IRJET | ImpactFactor value: 8.315

IS0 9001:2008 Certified Journal | Page 382



’// International Research Journal of Engineering and Technology (IRJET) e-ISSN: 2395-0056

JET Volume: 13 Issue: 04 | Apr 2026

www.irjet.net

p-ISSN: 2395-0072

1 is the learning rate.

XGBoost's ability to manage imbalanced datasets via
boosting, as well as its flexibility to fine-tune model
parameters (such as learning rate and depth), make it
extremely useful in fraud detection. It frequently
outperforms established algorithms, such as Logistic
Regression, in detecting subtle patterns indicative of fraud.

Hybrid Soft-Voting Ensemble
To combine the strengths of individual models, a soft-
voting ensemble is implemented. In this approach, each
model (LR, RF, and XGBoost) produces a probability score
indicating if a transaction is fraudulent. These scores are
then combined to make a final prediction:

yensemble =argmax(Qy=, pl..Wl')
where:

pjis the probability score from modeli (LR, RF, or
XGBoost),

Wi is the weight assigned to modelibased on its
performance (accuracy, recall, etc.),

m is the total number of models in the ensemble.

The ensemble enhances precision, recall, and F1-score by
integrating the strengths of Logistic Regression, Random
Forest, and XGBoost, resulting in fewer false positives and
negatives. The ensemble approach finds the right mix
between detecting fraud (high recall) and reducing
customer disturbance (high precision).

3.6 Decision Layer

The decision layer in the fraud detection pipeline is
responsible for transforming the machine learning
ensemble's predictions into actionable results. Once the
models (Logistic Regression, Random Forest, and
XGBoost) have made their predictions, the hybrid soft-
voting ensemble aggregates these probabilities to get a
final verdict on whether a transaction is fraudulent.

To make a final choice, the ensemble's aggregated
probability is compared to a specified threshold t. If the
probability is greater than the threshold, the transaction is
labeled as fraudulent; otherwise, it is considered valid.

{ m
| Fraudulent if pi-wW; =T

5} — { k7:1
IkLegitimate if z piow; <1

k=1

where:

Pj is the predicted probability from model i

Wjis the weight assigned to the model i (based on

performance)
T is the decision threshold,

m is the total number of models in the ensemble, This
decision threshold tTcan be adjusted to prioritize either

precision or recall:

Lowering Ttincreases recall (detecting more fraudulent

transactions) but may increase false positives (legitimate
transactions flagged as fraudulent).

Raising tincreases precision (reducing false positives) but

may result in missed frauds (lower recall).
Operational Action:

Once a decision is made, the system takes appropriate
action based on the classification:

Legitimate Transactions: These transactions are routed
to the normal processing pipeline, allowing users to
complete their transactions without interruption, ensuring
a seamless customer experience.

Fraudulent Transactions: Transactions classified as
fraudulent are flagged and routed to analert and
reporting subsystem, where they can either be reviewed
by analysts or subjected to automated interventions, such
as:

Transaction Blocking: Temporarily blocking the

transaction to prevent financial losses.

Verification Requests: Requesting additional verification
from the user to confirm the legitimacy of the transaction.

Account Suspension: Suspending the account if

fraudulent behavior is detected over a period.
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4. MODEL EVALUATION AND VISUALIZATION

A range of measures were used to evaluate the
effectiveness of the implemented fraud detection models,
which included Random Forest, XGBoost, Logistic
Regression, and the Hybrid Voting Classifier. This study
focused not only on prediction accuracy, but also on
operational efficiency, including latency and throughput,
all of which are crucial for real-time fraud detection.

4.1 Evaluation Metrics

Accuracy:
TP+TN

A -
WAy = TP ¥ TN + FP + FN

Where:

e TP: True Positives
e TN: True Negatives
e FP: False Positives
e FN: False Negatives

Precision:
Precisi TP
recision =—mm——
TP + FP
e TP: True Positives
e FP: False Positives
Recall (Sensitivity):
Recall i
ecall =—4——
TP+ FN

e TP: True Positives
o FN: False Negatives

F1-Score:

Precision x Recall
F1 =2x

Precision + Recall

Where:

Precision and Recall are the previously defined metrics.

AUC-ROC: Area wunder the Receiver Operating
Characteristic curve, computed using integration:

1
AUC = f TPR(FPR)d(FPR)
0

Where:

e TPR s the True Positive Rate

e FPR s the False Positive Rate

Evaluation Setup:
The evaluation was conducted using a local setup with the
following configuration:

Hardware: Apple M1, 8-core CPU, 7-core or 8-core GPU,
16-core Neural Engine, with 8GB unified memory
(configurable to 16GB) and 256GB SSD.

Software: The system was powered
by Ubuntu with Apache Kafka for real-time data
streaming simulation, ensuring a realistic environment for
high-frequency financial transaction processing.

Model Performance Comparison

The results of the evaluation showed that Random
Forest outperformed all models with an AUC of 0.9939,
maintaining high precision (0.9864) and recall (0.8037).
This combination of high accuracy and recall makes
Random Forest the best performer in terms of fraud
detection in imbalanced datasets.

The Hybrid Voting Classifier also performed strongly,
achieving an Fl-score of 0.838 and an AUC-ROC of
0.9840, demonstrating the benefit of combining multiple
models to balance precision and recall effectively.

In contrast, Logistic Regression consistently
underperformed, especially in terms ofrecall (0.042),
indicating that it struggles with detecting fraudulent
transactions in highly imbalanced datasets.

The XGBoost model demonstrated strong performance
with an accuracy of 0.9399, an AUC of 0.9609, and a
competitive recall of 0.8251, showcasing its effectiveness
in handling imbalanced data while capturing complex
fraud patterns.

Visualization Techniques:
To provide a visual understanding of model performance,
the following techniques were used:

Confusion Matrices: These matrices offered a clear
breakdown of True Positives, True Negatives, False
Positives, and False Negatives, allowing for a detailed
understanding of each model's classification accuracy.

ROC Curves: ROC curves for each model were plotted to
assess their discriminatory power. Random
Forestachieved the highest AUC, followed by the Hybrid
Voting Classifier.

Precision-Recall Curves: PR curves were used to
evaluate how well each model balanced precision and
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recall, particularly in the case of highly imbalanced

datasets.

4.2 ROC Curves and AUC

Scores

Receiver Operating Characteristic (ROC) curves were
generated for each model to demonstrate its capacity to
distinguish between fraudulent and legal transactions.

Figure 2 displays the ROC curves for all four mod
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Figure 2. ROC Curves of Random Forest, XGBoost, Logistic
Regression, and Hybrid Voting Classifier

The Random Forest model had the highest Area Under the
Curve (AUC) score of 0.9939, showing almost flawless
classification between classes. The Hybrid Voting Classifier
came in close second with an AUC of 0.9840, indicating
strong ensemble performance. XGBoost also fared well,
with an AUC of 0.9609, whilst Logistic Regression lagged
with an AUC of 0.7708, indicating lesser classification
performance. These charts illustrate the trade-off between
True Positive Rate (TPR) and False Positive Rate (FPR),

1.0 1
st emphasizing the superior performance of ensemble-based
o and tree-based models in this real-time fraud detection
0.8 T
P system.
B s
& 0.6 1 o .
3 4.3 Precision-Recall Curves
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2 — To further understand model performance in scenarios
Lot with class imbalance, Precision-Recall (PR) curves were
2t o examined. Figure 3 presents the PR curves for all models.
e These curves plot Precision against Recall, emphasizing
004 b —— ROC curve (AUC = 0.9939) the models’ ability to correctly identify fraudulent
e 2s o e e o transactions while minimizing false alarms.
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Hybrid Voting Classifier Precision-Recall Curve
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Logistic Regression Precision-Recall Curve

Precision-Recall curve
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0.4
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Figure 3. Precision-Recall Curves of Random Forest,

XGBoost, Logistic Regression, and Hybrid Voting Classifier
The Random Forest and Hybrid Voting Classifier
maintained high Precision across varying Recall values,
illustrating their robustness in handling the imbalanced
dataset, where fraud constitutes only a small fraction of
total transactions. Logistic Regression, however, showed a
steeper drop in Precision at higher Recall values,
suggesting limited reliability in capturing all fraudulent
instances without incurring more false positives.

4.4 Confusion Matrices

Confusion matrices were generated to provide a detailed
breakdown of model predictions, offering a direct view of
True Positives (TP), True Negatives (TN), False Positives
(FP), and False Negatives (FN).

Random Forest Confusion Matrix

o) 184710 275

Actual

- - 4855 19875

0 1
Predicted
Figure 4. confusion Matrix of Random Forest Model

Hybrid Voting Classifier Confusion Matrix

o 184845 140

Actual

- - 6795 17935

Predicted

Figure 5. Confusion Matrix of Hybrid Voting Classifier
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XGBoost Confusion Matrix
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Figure 6. Confusion Matrix of XGBoost

Logistic Regression Confusion Matrix

o 184985 0

Actual

— - 23692 1038

Predicted
Figure 7. Confusion Matrix of Logistic Regression

Random Forest Confusion Matrix
e True Positives (TP): 19,875

e True Negatives (TN): 184,710
o False Positives (FP): 275

o False Negatives (FN): 4,855

The Random Forest model achieved strong performance
with minimal misclassification, maintaining a low false
positive rate and false negative rate.

Hybrid Voting Classifier Confusion Matrix
e True Positives (TP): 17,935
e True Negatives (TN): 184,845
o False Positives (FP): 140

e False Negatives (FN): 6,795
While the Hybrid Voting Classifier performed well in
classification, it had a slightly higher false negative count
than Random Forest, highlighting the inherent trade-offs
in ensemble models. Nonetheless, it efficiently balances
fraud detection with low false alarms.

XGBoost Confusion Matrix

e True Positives (TP): 20,405

e True Negatives (TN): 176,709

o False Positives (FP): 8276

o False Negatives (FN): 4325
XGBoost demonstrates strong fraud detection capability
with high true positives, but generates more false
positives, reflecting a trade-off between recall and
precision in imbalanced data scenarios.

Logistic Regression Confusion Matrix

e True Positives (TP): 1038

e True Negatives (TN): 184,985

o False Positives (FP): 0

o False Negatives (FN): 23,692
The Logistic Regression achieved perfect precision but
extremely low recall, missing most fraudulent
transactions, making it unsuitable for imbalanced fraud
detection tasks.

4.5 Summary of Model Performance

To provide a clear comparison summary of all models,
Table 1 includes essential evaluation variables such as
Accuracy, Precision, Recall, F1-Score, and AUC-ROC.
Random Forest emerged as the best-performing model,
with the greatest AUC (0.9939) and good Precision
(0.9864) and Recall (0.8037). This combination has robust
detection capacity with low misclassification, making it
ideal for real-time fraud detection in imbalanced datasets.

The Hybrid Voting Classifier also performed well, using
ensemble learning to successfully balance Precision and
Recall. While its Recall (0.7252) was significantly lower
than Random Forest's, its excellent Precision (0.9923)
provides accurate detection of fraudulent transactions
with few false alarms. XGBoost, while slightly behind in
overall performance, maintained competitive accuracy
(0.9399) and AUC-ROC (0.9609), demonstrating good
predictive skills, particularly for catching complicated
non-linear patterns in data.
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Logistic Regression, on the other hand, persistently underperformed across every measure, with a particularly poor Recall
(0.042) despite excellent Precision (1.0). This demonstrates its limits in detecting fraudulent transactions in highly
imbalanced datasets, stressing the superiority of tree-based and ensemble techniques for operational use.

Table 1. Comparative Evaluation of Fraud Detection Models

Model Accuracy | Precision | Recall F1-Score | AUC-ROC Notes on Performance
Random Forest 0.9755 0.9864 0.8037 0.8857 0.9939 Best overall, minimal
misclassification
Hybrid Voting | 0.9669 0.9923 0.7252 0.8380 0.9840 Strong ensemble
Classifier performance, balances
Precision/Recall
XGBoost 0.9399 0.7114 0.8251 0.7641 0.9609 Competitive accuracy,
captures complex patterns
Logistic 0.8870 1.0000 0.0420 0.0806 0.7708 Underperforms on
Regression imbalanced data, higher
misclassification

These results collectively indicate that tree-based and ensemble models, particularly Random Forest and Hybrid Voting
Classifier, are better suited for real-time fraud detection tasks. Their performance highlights not only accuracy but also
interpretability and operational reliability, making them optimal candidates for deployment in high-volume financial

transaction monitoring systems.

Model Comparison of Metrics

Score

B Accuracy
W Precision
B Recall

I F15core
I AUCROC

Figure 8. Comparative Performance of Fraud Detection
Models Across Evaluation Metrics

Figure 8 presents a comparative visualization of the
performance metrics for all evaluated models. Random
Forest and the Hybrid Voting Classifier achieve the best
overall performance, with high accuracy, AUC-ROC, and
balanced precision and recall. XGBoost demonstrates
strong recall but lower precision, while Logistic
Regression shows perfect precision but extremely low
recall, confirming its limitations in handling imbalanced
datasets.

5: CONCLUSION

In this paper, we present a scalable and efficient fraud
detection system for financial transactions that combines
Apache Kafka for real-time data streaming with machine
learning models such as Logistic Regression, Random
Forest, XGBoost, and a Hybrid Voting Classifier. The
system uses ensemble learning to integrate the strengths
of separate models, resulting in a better balance of
precision and recall. According to the experimental
results, Random Forest outperforms the other models
with 97.6% accuracy, 0.8037 recall, and an AUC-ROC of
0.9939, making it particularly useful for detecting fraud in
imbalanced datasets.

The Hybrid Voting Classifier, while partially trailing
Random Forest in Recall (0.7252), achieves a high
Precision (0.9923), highlighting the benefits of ensemble
models in minimizing false alarm rates. XGBoost, with
93.99% accuracy and an AUC-ROC of 0.9609, strikes a
great balance between accuracy and recall, demonstrating
its effectiveness in collecting complicated patterns,
particularly in imbalanced fraud detection tasks. Logistic
Regression, on the other hand, had substantial limits, with
a recall of 0.042, underperforming tree-based models,
reflecting the difficulties in addressing fraud detection in
highly imbalanced datasets.

Our Kafka-driven pipeline guarantees low latency
transaction processing, making it ideal for high-frequency
transaction scenarios. The system's scalability enables
real-time fraud detection without causing substantial
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delays, which is critical for financial systems that handle
high numbers of transactions.

Comparing our approach with prior works, we show that
while previous models achieved high precision, they often
suffered from low recall or latency issues, making them
less suitable for real-time applications. Additionally, many
previous models lacked the ability to scale for high-

volume transaction environments.
contrast,

Our system, by

offers both high predictive

accuracy and scalability, making it a robust and efficient
solution for real-time fraud detection.
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