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Abstract - The rapid growth of online learning and digital
examination platforms has created a strong need for secure
and reliable remote examination systems. Traditional online
exams often face issues such as cheating, identity fraud,
unauthorized communication, and inadequate monitoring. To
address these problems, the Smart Al Proctoring System uses
Artificial Intelligence (Al), Machine Learning (ML), Computer
Vision, and Deep Learning to monitor students automatically
during online examinations. The system uses webcam and
microphone access to track student activities in real time.
Facial recognition is used to authenticate students before the
exam starts. During the examination, the system monitors eye
movement, head position, background noise, screen activity,
and multiple face detection to identify suspicious behavior. If
any unusual activity is detected, alerts are generated instantly,
and the event is recorded for further review.
The Smart Al Proctoring System helps educational institutions
conduct secure online examinations with less human
intervention and greater efficiency. It also generates
automated reports with timestamps, captured images, and
detected violations, improving transparency and reliability in
the examination process. This research paper discusses the
system architecture, methodology, technologies used,
advantages, limitations, and future scope of the proposed
solution for enhancing fairness and security in online
assessments.

Index Terms: Artificial Intelligence (AI), Smart
Proctoring System, Face Recognition, Eye Tracking,
Computer Vision, Audio Monitoring, Suspicious Activity
Detection, Online Examination Security, Automated
Invigilation, Machine Learning, Real-Time Monitoring,
Examination Surveillance.

1. INTRODUCTION

The rapid growth of digital technology and internet services
has brought maFTP1306F0611jor changes in the field of
education. Today, online learning platforms, virtual
classrooms, and remote examinations have become an
important part of schools, colleges, universities, and
professional institutions. After the rapid rise of remote
learning across the world, many educational organisations
started conducting examinations through online platforms to
ensure continuity in education. Online examinations provide

flexibility, convenience, and easy access for students from
different locations. However, maintaining fairness,
transparency, and examination integrity in an online
environment remains a  significant  challenge.
Traditional examination systems are monitored directly by
human invigilators inside examination halls. Invigilators
supervise student activities, prevent malpractice, and ensure
that examination rules are properly followed. In contrast,
online examinations do not provide physical supervision,
which creates opportunities for unfair practices such as
cheating, impersonation, unauthorised communication, use
of electronic devices, and accessing study materials during
exams. Conducting manual online monitoring is also difficult
because it requires a large number of invigilators, increases
operational costs, and may fail to provide accurate,
continuous observation of every student.
To address these issues, Smart Al Proctoring Systems have
been developed using advanced technologies such as
Artificial Intelligence (Al), Machine Learning (ML), Computer
Vision, Facial Recognition, Deep Learning, and Audio
Analysis. These technologies help automate the examination
monitoring process and reduce human dependency. The
system uses webcams, microphones, and screen monitoring
tools to observe students throughout the examination in real
time. Before the examination begins, the Smart Al Proctoring
System verifies the identity of students through facial
recognition and authentication methods. The system
compares the student’s live webcam image with the stored
database image to confirm authenticity. Once verification is
completed, the examination session starts under Al-based
monitoring. During the examination, the system
continuously tracks various student activities and
behaviours. It monitors eye movements, head position, facial
expressions, voice or background noise, multiple-person
detection, and screen activities to identify suspicious
behaviour or possible malpractice. If any unusual activity is
detected, the system immediately generates alerts or
warning notifications for the examiner or administrator. In
addition, the system stores evidence such as screenshots,
timestamps, audio-video recordings, and activity logs for
future review and analysis. The Smart Al Proctoring System
helps educational institutions conduct secure, fair, and
efficient online examinations. It reduces the burden on
human invigilators, improves monitoring accuracy,
minimises cheating possibilities, and ensures transparency
in the online examination process. As online education
continues to grow, Al-based proctoring systems are
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becoming an essential solution for maintaining trust and
credibility in digital examinations.

2. LITERATURE SURVEY

To improve monitoring in offline examination halls,
researchers developed an Al-based proctoring system using
CCTV cameras and Convolutional Neural Networks (CNNs).
The system automatically detects suspicious student
activities such as abnormal head movement and cheating
behaviour, reducing dependency on manual invigilation [1].
With the help of deep learning and behaviour analysis, an
intelligent framework was introduced for detecting
suspicious examination activities. Eye gaze tracking, facial
behaviour analysis, and real-time alert generation were used
to improve monitoring accuracy during examinations[2]. An
Al-driven proctoring framework was designed using facial
recognition, object detection, and eye tracking technologies.
By integrating OpenCV and machine learning algorithms, the
system continuously monitored students and identified
possible cheating activities effectively [3]. To strengthen
offline examination security, YOLOv8 object detection and
VGG-16 deep learning models were implemented for
monitoring student behaviour. The system successfully
detected unauthorised objects and suspicious movements
inside examination halls [4]. Advanced face detection and
recognition techniques were utilised to develop an
intelligent examination monitoring system. The proposed
model identified abnormal activities such as face
disappearance, identity replacement, and unusual face
rotation with high accuracy [5]. A multimodal Al framework
combining facial recognition, gaze tracking, head pose
estimation, and object detection was introduced to enhance
examination monitoring. Real-time cheating probability
analysis helped reduce human intervention while improving
monitoring efficiency [6]. Along with technological
advancements, ethical concerns regarding Al-based
proctoring systems were also discussed. Privacy issues,
biometric data collection, transparency, and fairness in
automated monitoring were highlighted as important
challenges in Al-driven examination systems[7]. Different
facial expression recognition methods using RGB images,
thermal imaging, and 3D facial analysis were reviewed to
improve behaviour monitoring systems. These techniques
contributed to more accurate suspicious activity detection in
Al-based proctoring environments [8].

3. SYSTEM PROPOSED ARCHITECTURE

The system starts by capturing live classroom video through
connected cameras during the examination. The Al engine
processes the video feed for real-time student detection,
behavior analysis, suspicious activity tracking, phone
detection, and absent detection. The processed data is sent
to the backend server and securely stored in MongoDB Atlas.
After the examination session ends, the system automatically
generates individual student reports and session analytics

reports, which can also be shared with faculty members
through automated email services.

Frontend Layer

The Frontend Layer is developed using Next.js, React.js,
TypeScript, and Tailwind CSS. It provides interfaces for block
management, session handling, student registration, live
monitoring, analytics dashboards, report viewing, and email
automation. The frontend communicates with the backend
using REST APIs and socket-based real-time communication
for continuous monitoring updates.

Backend & Al Processing Layer

The Backend Layer is implemented using Node.js and
Express.js, while the Al processing engine is developed using
Python, FastAPI, YOLO, and OpenCV. This layer manages
session control, camera connectivity, student tracking,
report generation, and email services. The Al engine
processes live camera feeds to perform real-time student
detection, behavior analysis, phone detection, absent
detection, and suspicious activity tracking. Confidence
scoring and majority vote smoothing techniques are used to
improve detection accuracy and reduce false predictions.

Database Layer

The Database Layer uses MongoDB Atlas for secure cloud-
based data storage. It stores student records, session details,
attendance logs, Al detection results, analytics reports, and
faculty information. This layer ensures reliable data
management, fast retrieval, and persistent storage of
examination records. The hybrid architecture improves
scalability, modularity, real-time performance, and
intelligent monitoring efficiency, making the system suitable
for secure and automated offline examination management.
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3.2 USE CASE DIAGRAM

Al Proctoring System for Offline Examinations

System (Al Engine)

3.3 TECHNOLOGY USED
A. USER INTERFACE & DASHBOARD MANAGEMENT

Next,js, React.js, TypeScript, and Tailwind CSS are used to
develop the responsive dashboard, session management
panels, live monitoring interface, analytics visualization, and
overall user interaction system.

B. SERVER MANAGEMENT & REPORT AUTOMATION

Node.js and Express.js are used for API handling, session
control, backend communication, and report management.
Nodemailer is used for automated faculty email services,
while Puppeteer is used for generating downloadable PDF
reports.

C. AI-BASED STUDENT MONTORING AND DETECTION

Python, FastAPI, YOLO, and OpenCV are used for real-time
student detection, behavior analysis, suspicious activity
tracking, phone detection, absent detection, and multi-
student monitoring through live camera feeds.

D. CLOUD STORAGE & DATABASE MANAGEMENT

MongoDB Atlas and Mongoose are used for secure cloud-
based storage and efficient database management of student
records, session details, monitoring logs, attendance data, Al
analytics, and generated reports.

3.4 ALGORITHMS

1) YOLO algorithm is used for real-time student and
object detection from live camera feeds.

2) OpenCV-based tracking is used for continuous
multi-student monitoring and frame processing.

3) Majority Vote Smoothing algorithm is used to
reduce false behaviour predictions.

4) Confidence Scoring algorithm is used to improve
detection accuracy and reliability.

5) Head Movement Detection algorithm is used to
identify suspicious left and right movements.

6) Phone Detection algorithm is used to detect mobile
phone usage during examinations.

7) Human Presence Detection algorithm is used to
identify absent students during monitoring.

8) Risk Analysis algorithm is used to calculate cheating
probability and student risk levels.

IV. LIMITATIONS

Traditional offline examination systems mainly depend on
manual invigilation for monitoring students and maintaining
examination discipline. Although widely used, these systems
face several limitations related to accuracy, scalability, real-
time monitoring, and automated analysis. Human
invigilators may fail to identify subtle cheating activities,
especially in large examination halls, which affects the
overall security and fairness of the examination process.

1. LIMITED MONITORING EFFICIENCY

Limited Monitoring Efficiency- Human invigilators cannot
continuously monitor every student effectively during
examinations.

2. DIFFICULTY IN DETECTING MALPRACTICE

Subtle cheating activities such as eye movement signals,
whispering, or suspicious behaviour may go unnoticed.

3. LACK OF REAL-TIME ALERT

Traditional systems do not provide automatic alerts for
suspicious activities during examinations.

4.SCALABILITY ISSUES

Managing large examination halls requires multiple
invigilators, increasing complexity and manpower
requirements.

5. ABSENCE OF AUTOMATED ANALYSIS

Existing systems lack Al-based analysis for behaviour
tracking and violation detection.

6. MANUAL REPORT GENERATION

Examination reports and violation records are prepared
manually, making the process time-consuming and less
efficient.

7. INCONSISTENT MONITORING

Monitoring quality may vary depending on the invigilators'
attentiveness and experience.

© 2026, IRJET | ImpactFactor value: 8.315

IS0 9001:2008 Certified Journal | Page 468



’,/ International Research Journal of Engineering and Technology (IRJET) e-ISSN: 2395-0056

JET Volume: 13 Issue: 06 | Jun 2026

www.irjet.net

p-ISSN: 2395-0072

8. LIMITED EVIDENCE COLLECTION

Traditional systems usually do not maintain proper recorded
evidence of examination activities and violations.

V. CONCLUSION

The Smart Al Proctoring System is an advanced offline
examination monitoring solution developed to improve the
security, fairness, and efficiency of the examination
process. The system automatically verifies student identity,
monitors student activities, tracks eye movements, detects
suspicious behaviour, and generates real-time alerts during
examinations. It also maintains detailed records and
generates reports of detected violations for further
analysis. By reducing dependency on manual invigilation
and enabling automated monitoring, the system provides a
more reliable, accurate, and efficient approach for secure
offline examination management.

VI. APPENDIX

This section provides additional technical and functional
information related to the Smart Al Proctoring System. It
includes details about system requirements, modules,
features, applications, and future enhancements of the
proposed system.

The Smart Al Proctoring System is developed using Python
and operates on platforms such as Windows or Linux.
MongoDB is used for storing student records, examination
logs, violations, and generated reports. The system
requires hardware components such as an HD webcam, a
microphone, and a laptop or desktop with sufficient
processing capability for smooth monitoring during
examinations.

SYSTEM MODULES:

The system consists of an Authentication Module, a Video
Monitoring Module, an Audio Detection Module, an Eye
Tracking Module, an Alert Generation Module, and a
Report Generation Module. These modules work together
to verify student identity, monitor examination activities,
detect suspicious behaviour, generate alerts, and maintain
detailed examination reports.

The system provides features such as automated student
verification, real-time monitoring, suspicious activity
detection, eye movement tracking, alert generation, and
automated report creation. It can be used in schools,
colleges, competitive examinations, certification tests, and
training centres to improve examination security and
reduce dependency on manual invigilation. Future
enhancements may include cloud-based monitoring,
mobile application integration, and advanced Al-based
behaviour analysis.
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