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Abstract - The rapid growth of social media, online news
platforms, and digital communication has significantly
increased the spread of false, misleading, and fabricated
information. Fake news can influence public opinion, create
social confusion, damage reputations, and affect critical
decision-making processes [1], [2]. Consequently, Artificial
Intelligence (Al), Machine Learning (ML), Natural Language
Processing (NLP), Deep Learning, Graph Neural Networks,
multimodal learning, and Transformer models have become
essential techniques for automatic fake news detection. This
survey comprehensively reviews 30 research papers covering
traditional machine-learning methods, recurrent and
convolutional neural networks, graph-based approaches,
multimodal models, BERT and other Transformer
architectures, multilingual models, explainable Al, and large
vision-language models. The reviewed studies are
systematically compared according to their methods, datasets,
major findings, limitations, and conclusions. The survey
identifies important research gaps including dataset bias,
domain adaptation, multilingual detection, multimodal
misinformation, explainability, early detection, evidence
verification, computational cost, and generalization to unseen
events. Based on these findings, an Al-Integrated Fake News
Detection System is proposed that combines contextual NLP
models, evidence-aware verification, explainable Al, and a
user-friendly interface to provide more reliable and
understandable prediction
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1. INTRODUCTION

The internet has fundamentally transformed news
consumption by enabling information to be created and
shared almost instantaneously across global audiences [3].
Social media platforms such as Twitter, Facebook, and
WhatsApp further accelerate this process, but they also
provide an environment in which false or misleading
information can spread rapidly and uncontrollably [4]. Fake
news may be intentionally created to deceive users,
influence political opinions, obtain financial benefits, or
manipulate public discourse [5]. Misinformation can also

spread unintentionally when users share inaccurate
information without proper verification [6].

The proliferation of fake news has become a critical societal
concern, as evidenced by its impact on political elections,
public health responses during the COVID-19 pandemic, and
social stability worldwide [7], [8]. Studies have shown that
fake news spreads significantly faster and reaches more
people than truthful information [9]. This phenomenon
underscores the urgent need for effective automated
detection systems.

Produced daily [10]. Automated fake news detection
therefore aims to assist users by analyzing multiple signals
including news text, source information, social context,
propagation patterns, images, and other multimedia Manual
fact-checking, while valuable, is time-consuming and difficult
to scale to the enormous volume of information content [11].

Earlier research commonly used manually designed
linguistic features with classical classifiers such as Support
Vector Machine (SVM), Random Forest, Logistic Regression,
and Naive Bayes [12]. Later studies adopted deep learning
approaches including Convolutional Neural Networks (CNN),
Recurrent Neural Networks (RNN), Long Short-Term
Memory (LSTM), and attention mechanisms [13], [14].
Transformer architectures such as BERT (Bidirectional
Encoder Representations from Transformers), RoBERTa,
and XLNet have further improved contextual representation
and achieved state-of-the-art performance in many natural
language understanding tasks [15].

Recent work has moved beyond text-only classification
toward graph-based social network analysis, multimodal
fusion, multilingual detection, explainable Al, and evidence-
aware verification systems [16]. This survey examines 30
representative studies to understand this evolution and
identify directions for practical deployment.

The main contributions of this survey are:

e A comprehensive review of 30 research papers
spanning traditional ML to state-of-the-art deep
learning and transformer-based approaches.

e A comparative analysis of different methodologies,
datasets, and reported performance metrics.
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e Identification of key research gaps and challenges in
current fake news detection systems.

e A proposed Al-Integrated Fake News Detection
System  architecture addressing identified
limitations.

e A quantitative performance comparison table
summarizing reported metrics from reviewed
studies.

2. LITERATURE REVIEW:

The rapid evolution of fake news detection has been driven
by advances in artificial intelligence, machine learning, and
natural language processing. This section presents a
comprehensive review of 30 research papers spanning
traditional machine learning approaches to state-of-the-art
deep learning, transformer architectures, graph-based
methods, multimodal systems, explainable Al, and
multilingual detection. The review is organized
chronologically and thematically to trace the evolution of
methodologies and identify emerging trends.

1) 2.1 Traditional Machine Learning Approaches

Early research in fake news detection primarily relied on
traditional machine learning classifiers with hand-
engineered features. Wang [17] introduced the LIAR dataset,
a benchmark for fake news detection containing 12.8K
manually labeled short statements from various political
contexts. The study employed CNN-based models combined
with metadata features including speaker information,
context, and subject matter. The approach demonstrated
that textual content combined with metadata can facilitate
automated classification, although the multi-class nature of
the dataset (six levels of truthfulness) resulted in moderate
performance. This work established an important
foundation by providing a standardized benchmark that
enabled comparative evaluation of subsequent methods.

Ahmad et al. [28] explored ensemble methods combining
Random Forest, XGBoost, SVM, and Logistic Regression
across multiple datasets. Their comprehensive evaluation
demonstrated that traditional ensemble approaches achieve
strong performance, achieving an F1-score of 88.9%, and
remain useful baselines for evaluating more complex models.
The study highlighted the importance of ensemble strategies
in mitigating the limitations of individual classifiers and
emphasized that simpler models, when properly combined,
can provide competitive performance with lower
computational overhead.

Zhou and Zafarani [30] conducted a comprehensive survey
categorizing fake news detection approaches into four major
paradigms: knowledge-based (fact-checking against external
sources), writing-style analysis (linguistic features and
stylistic patterns), propagation-based (analyzing information
spread patterns), and source-based (evaluating source

credibility). Their work underscored that fake news
detection is inherently multidimensional, requiring the
integration of multiple complementary signals for robust
performance.

Kaliyar et al. [29] proposed FNDNet, a deep convolutional
neural network architecture specifically designed for fake
news detection. Unlike traditional CNNs that rely on pre-
defined feature extraction, FNDNet automatically learns
discriminative textual features from raw input, achieving a
F1-score 0of 93.0%. The study demonstrated that deep CNNs
can effectively capture hierarchical patterns in text without
extensive feature engineering, establishing an important
bridge between traditional and deep learning approaches.

2) 2.2 Deep Learning Approaches

Deep learning methods introduced automatic feature
learning capabilities that significantly improved detection
performance. Ruchansky et al. [18] proposed CSI (Capture,
Score, and Integrate), a hybrid deep learning model that
combines three key components: a text-based capture
module using RNNs, a user behavior scoring module, and an
integration module that combines content, user responses,
and source-user interaction patterns. The model
demonstrated that combining content analysis with social
signals significantly improves detection accuracy on social
media news. The CSI framework highlighted the importance
of modeling both content and wuser behavior as
complementary signals.

Liu and Wu [20] addressed the critical challenge of early
detection by analyzing propagation paths using RNN and
CNN architectures on Twitter and Sina Weibo datasets. Their
approach demonstrated that propagation patterns can
enable rapid detection even with limited initial content. By
classifying propagation paths rather than content alone, the
method achieved early detection capabilities that are
essential for real-world deployment where timely
intervention is crucial.

Cui etal. [21] introduced dEFEND, an explainable fake news
detection system using co-attention neural networks that
jointly analyze news content and user comments. The co-
attention mechanism identifies relevant textual segments in
both content and comments that contribute to the
prediction, providing intrinsic explanations for model
decisions. The study demonstrated that user comments can
provide useful evidence and explanations for fake news
detection, highlighting the value of incorporating social
engagement data in detection systems.

Sharma etal. [32] developed Cross-SEAN, a semi-supervised
neural attention model for COVID-19 fake news detection. By
leveraging both labeled and unlabeled data through semi-
supervised learning, the approach addresses the common
challenge of limited labeled datasets in emerging domains.
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The model achieved an F1-score of 85.1%, demonstrating
that semi-supervised learning can effectively utilize
unlabeled data to improve performance when labeled
examples are scarce.

3) 2.3 Transformer-Based Models

Transformer architectures have revolutionized fake news
detection by providing powerful contextual representations.
Ayoub et al. [33] combined DistilBERT with SHAP
explanations for COVID-19 infodemic detection. Their
approach demonstrated that transformer-based models can
effectively identify misleading health claims while providing
transparent explanations through feature attribution
techniques. The study achieved strong classification
performance and highlighted the importance of
explainability in public health applications where user trust
is paramount.

De et al. [34] addressed the challenge of multilingual fake
news detection across five languages using Multilingual
BERT. Their approach demonstrated that transformer-based
multilingual models are promising for language-diverse
detection, particularly in low-resource settings where
monolingual models are unavailable. The study highlighted
the potential of cross-lingual transfer learning for fake news
detection in underrepresented languages.

Gautam et al. [36] enhanced detection by combining XLNet
with LDA topic distributions for COVID-19 fake news
analysis. The integration of topic modeling with transformer
representations strengthened detection capabilities by
incorporating thematic information alongside contextual
understanding. The model achieved strong performance,
demonstrating that topic and contextual features can
complement each other for domain-specific misinformation
detection.

Wang et al. [39] explored BERT-based architectures
combined with BiLSTM and CNN for COVID-19 fake news
detection. Their comprehensive evaluation demonstrated
that BERT-based models are highly effective for domain-
specific misinformation, achieving a F1-score of 96.0%. The
study provided important insights into optimal architectural
choices for transformer-based fake news detection in
specialized domains.

Qin and Zhang [41] addressed the critical issue of overfitting
and generalization in fine-tuning BERT for fake news
detection. Their approach incorporated adversarial fine-
tuning and regularization strategies to improve model
robustness. The study demonstrated that reliable
deployment requires stronger generalization capabilities, as
domain-specific fine-tuning often leads to overfitting to
training distributions and poor performance on novel
content.

Low et al. [38] explored the challenging distinction between
fake news and satire using DistilBERT and transformer
models. Their work demonstrated that contextual models
can help distinguish satirical content from deceptive
misinformation, addressing a common challenge in real-
world detection where satirical news is often mistaken for
fake news. The study highlighted the importance of
understanding the nuanced differences between various
types of non-factual content.

4) 2.4 Graph Neural Networks

Graph-based approaches leverage social relationships and
information propagation patterns for enhanced detection.
Monti et al. [22] applied geometric deep learning, specifically
Graph CNNs, to social media propagation networks. Their
approach utilized social-network structure and propagation
patterns to detect fake news, demonstrating that graph
information is valuable for identifying deceptive information
campaigns. The study established the effectiveness of graph-
based methods for fake news detection on social media
platforms.

Bian etal. [26] developed bidirectional Graph Convolutional
Networks (Bi-GCN) that simultaneously model top-down and
bottom-up propagation structures. Their approach
recognized that information spreads through social
networks in complex patterns, with both the flow of
information from sources to followers and the aggregation of
responses from followers upward. The Bi-GCN architecture
achieved strong performance on Twitter15, Twitter16, and
PHEME datasets, demonstrating that bidirectional
propagation information improves rumor classification over
unidirectional approaches.

Zhang et al. [42] proposed GBCA, a hybrid model combining
Graph Convolutional Networks with BERT and co-attention
mechanisms for fake news detection. Their approach jointly
models propagation patterns with semantic text
representations, capturing both the structural and content-
based evidence. The model demonstrated that joint graph
and transformer modeling can effectively capture multiple
evidence types, achieving strong performance on benchmark
datasets.

5) 2.5 Multimodal Detection

Multimodal approaches combine textual and visual
information for more robust detection. Wang et al. [19]
introduced EANN (Event Adversarial Neural Networks) for
multimodal fake news detection on Twitter and Weibo. Their
approach learned event-invariant multimodal
representations through adversarial training, enabling better
generalization across emerging events. The model achieved
an F1-score of 80.5%, demonstrating that multimodal event-
aware learning helps detection across diverse emerging
content.
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Khattar et al. [23] proposed MVAE, a multimodal variational
autoencoder that learns shared text-visual representations.
By jointly encoding textual and visual content into a shared
latent space, their approach discovered complementary
information across modalities. The model achieved an F1-
score of 84.7%, demonstrating that text and visual
information can complement each other for improved
detection.

Singhal et al. [24] developed SpotFake, a multimodal deep
learning framework combining text and visual features.
Their approach demonstrated that multimodal analysis can
significantly improve detection over text-only approaches,
achieving an F1-score of 79.0%. The study highlighted the
importance of considering visual content, as fake news often
uses manipulated or unrelated images to mislead viewers.
Zhou et al. [25] proposed SAFE (Similarity-Aware Multi-
modal Fake News Detection), which analyzes text-image
consistency to identify misleading content. Their approach
assessed the semantic alignment between textual claims and
accompanying images, using similarity metrics to detect
inconsistencies that indicate potential manipulation. The
model achieved an F1-score of 88.5%, demonstrating that
text-image consistency is a powerful signal for fake news
detection.

Xue et al. [31] further explored multimodal consistency by
detecting text-image manipulation patterns. Their approach
identified specific manipulation techniques including image
reuse, content mismatch, and visual alteration. The study
demonstrated that multimodal consistency can reveal
misleading relationships that are not apparent from text or
images alone.

Tahmasebi et al. [45] leveraged large vision-language models
with evidence retrieval for multimodal misinformation
detection. Their approach demonstrated that large vision-
language models can effectively integrate multimodal
information with external evidence for comprehensive fake
news detection. The study highlighted the potential of
foundation models for advanced multimodal misinformation
analysis.

6) 2.6 Explainable Al in Fake News Detection

Explainable Al approaches have gained increasing attention
for improving transparency and user trust. Ayoub et al. [33]
combined DistilBERT classification with SHAP explanations
for COVID-19 claim verification. Their approach
demonstrated that explainable transformer systems can
improve transparency by highlighting important textual
features, making predictions more interpretable for end-
users. The integration of SHAP explanations was particularly
valuable for public health applications where understanding
the reasoning behind predictions is crucial.

Cuietal. [21] incorporated explainability directly into model
architecture through co-attention mechanisms. Their

dEFEND system provided intrinsic explanations by
identifying relevant content and comment segments that
contributed to predictions. This approach demonstrated that
explainability can be built into model design rather than
added post-hoc, enabling more reliable and consistent
explanations.

Jadhav et al. [46] developed an explainable multilingual and
multimodal fake news detection system combining CNN-
BiLSTM, ResNet, GraphSAGE, and transformers with SHAP
and LIME explanations. Their comprehensive approach
demonstrated that future-ready systems should integrate
multilingual, multimodal, relational, and explainable Al
components. The study highlighted that explainability across
multiple dimensions is essential for robust and trustworthy
Al in combating misinformation.

7) 2.7 Multilingual and Low-Resource Detection

Research on multilingual detection has addressed the need
for fake news detection beyond English. De et al. [34]
explored multilingual transformer approaches across five
languages, demonstrating that multilingual BERT models are
promising for language-diverse detection, particularly in
low-resource settings where labeled data is scarce. Their
study established the feasibility of cross-lingual transfer
learning for fake news detection.

Praseed et al. [40] focused specifically on Hindi fake news
detection using transformer ensembles including XLM-
RoBERTa, mBERT, and ELECTRA. Their approach
demonstrated that transformer ensembles can effectively
support regional-language detection, achieving strong
performance in a linguistically complex setting. The study
addressed an important gap in fake news detection for
Indian languages, which have been historically
underrepresented in Al research.

Jadhav et al. [46] further advanced multilingual capabilities
by developing a system that integrates multilingual,
multimodal, relational, and explainable Al components. Their
approach demonstrated that future systems must
accommodate linguistic diversity to address misinformation
globally.

8) 2.8 Knowledge-Enhanced and Hybrid Approaches

Recent research has explored knowledge-enhanced
approaches thatincorporate external information for richer
evidence. Nair et al. [43] developed a knowledge-based deep
learning approach using BERT on Twitter, incorporating
knowledge triples, sentiment information, and topic features.
Their approach demonstrated that knowledge-enhanced
models can provide richer evidence for fake news detection
by leveraging structured knowledge sources alongside
textual content.
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Kumar et al. [44] proposed GBERT, a hybrid deep learning
model combining GPT and BERT for fake news detection. By
combining generative and bidirectional transformer
representations, their hybrid architecture achieved an F1-
score of 94.6%, demonstrating the potential of
complementary transformer architectures. The study
highlighted that hybrid transformer models can capture
diverse aspects of textual content for improved detection.

Raza and Ding [37] combined transformer-based models
with social context analysis for news content and social
media data. Their approach demonstrated that textual and
social evidence can complement each other, achieving an F1-
score of 93.6%. The study emphasized the importance of
integrating multiple evidence sources for robust detection.

9) 2.9 Datasets and Benchmarking

Shu et al. [27] developed FakeNewsNet, a comprehensive
data repository providing news content, social context, and
spatiotemporal information for studying fake news on social
media. Their resource included data from PolitiFact and
GossipCop with detailed metadata for realistic fake news
research. The study highlighted that rich datasets with
multiple dimensions are essential for developing and
evaluating detection systems.

Xue et al. [31] and Zhou and Zafarani [30] emphasized the
importance of dataset quality, noting that dataset bias, class
imbalance, and possible data leakage can significantly affect
reported performance. These concerns underscore the need
for careful dataset construction and evaluation protocols to
ensure that reported performance reflects real-world
capabilities rather than artifacts of dataset construction.

10) 2.10 Summary of Literature Review

The literature review reveals a clear progression from
traditional feature-based approaches to sophisticated deep
learning and transformer-based systems. Key observations
include:

1.Methodological Evolution: The field has progressed from
hand-engineered features with traditional classifiers to
automatic feature learning with deep learning, contextual
representations with transformers, and integrated
multimodal and graph-based approaches.

2.Performance Trends: Transformer-based models
consistently achieve state-of-the-art performance, with F1-
scores ranging from 86.2% to 96.0% across various datasets.
Multimodal approaches show consistent improvement over
text-only methods.

3.Emerging Directions: Recent research emphasizes
explainability, multilingual capabilities, multimodal
integration, and hybrid architectures combining multiple
complementary approaches.

4. Persistent Challenges: Despite significant progress,
challenges remain including generalization to unseen
domains, multilingual support, computational cost, and real-
world deployment considerations.

3. SURVEY METHODOLOGY

Thirty research studies related to Al-based fake news
detection were selected for comprehensive comparative
review. The selection criteria included relevance to the field,
methodological diversity, recency, and availability of
experimental results. The studies cover traditional machine
learning, deep learning, NLP, Transformer models, graph
neural networks, multimodal learning, multilingual
detection, explainable Al, and large vision-language models.

Each paper was systematically examined according to the
following criteria:

e Research problem and objectives

e  Proposed methodology and technical approach
e Dataset(s) used for evaluation

e Major findings and experimental results

e Limitations and conclusions

The comparison was then used to identify common trends,
methodological advances, and research gaps relevant to
practical system development.

K2

« Selection Process:

e Identify research papers directly related to fake-
news and misinformation detection from major
conferences and journals (ACL, AAAI, KDD, CIKM,
WWW, IEEE, ACM, Information Processing &
Management, Expert Systems with Applications.

e (lassify papers according to their Al or NLP
methodology.

o Compare datasets and types of information used
(text, images, social context, propagation).

e Compare major findings and conclusions.

e Identify limitations and unresolved problems.

e Use the findings to define future requirements for
the proposed system.

4. COPMPERATIVE ANALYSIS
4.1 Traditional Machine Learning Approaches

Traditional machine learning methods including Support
Vector Machine (SVM), Random Forest (RF), Logistic
Regression (LR), and Naive Bayes (NB) remain relevant as
baseline classifiers due to their simplicity and
interpretability [28], [30]. These approaches typically rely on
hand-engineered features such as:
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e Linguistic features: N-grams, punctuation
patterns, sentiment scores, readability metrics.

e Stylistic features: Writing style, sentence
complexity, vocabulary richness.

e Source features: Domain authority, publication
history, credibility scores.

e Social context features: User engagement, sharing
patterns, network structure.

Advantages:

e Low computational requirements
o Ease ofimplementation and interpretation
e Fastinference time

Limitations:

e Dependence on manual feature engineering

e  Weaker contextual understanding

e Limited ability to capture semantic nuances

o Fixed feature space that may not generalize well

4.2 Deep Learning Approaches

Deep learning methods including Convolutional Neural
Networks (CNN), Recurrent Neural Networks (RNN), Long
Short-Term Memory (LSTM), and attention-based systems
automatically learn hierarchical representations from raw
text and social information [17], [20], [29].

CNN-based approaches excel at capturing local patterns
and n-gram features in text. They are computationally
efficient and can be applied at character, word, or sentence
level.

RNN/LSTM-based approaches capture sequential
dependencies and long-range contextual relationships in
text, making them suitable for understanding narrative
coherence and writing patterns.

Advantages:

e Automatic feature learning without manual engineering
e  Ability to capture complex patterns

e End-to-end training capability

Limitations:

e Require large labeled datasets

e Higher computational resource requirements

e Limited interpretability of learned representations

4.3 Transformer Models

Transformer architectures such as BERT [15], RoBERTa,
XLNet, DistilBERT, XLM-R, and ELECTRA provide powerful
contextual representations through  self-attention

mechanisms and pre-training on large-scale corpora [33],
[34], [36], [41].

Key advantages:

e Deep bidirectional contextual understanding

e Transfer learning from large pre-trained models

e State-of-the-art performance across NLP tasks

¢ Fine-tuning capability for domain-specific applications

Representative applications:

e BERT-based detection: Wang et al. [39] combined
BERT with BiLSTM and CNN for COVID-19
misinformation detection.

e XLNet with topic modeling: Gautam et al. [36]
integrated  topic  distributions  with  XLNet
representations.

e  Multilingual transformers: De et al. [34] addressed
multilingual detection in five languages.

e Adversarial fine-tuning: Qin and Zhang [41] improved
generalization through adversarial regularization.

Limitations:

e High computational resources for training and inference
e Large memory footprint

e Potential overfitting to training domains

e Need for careful fine-tuning strategies

4.4 Graph-Based Detection

Graph-based approaches leverage social relationships, user
interactions, and information propagation patterns to detect
fake news [22], [26], [42]. Graph Convolutional Networks
(GCN), Bidirectional GCN (Bi-GCN), and GraphSAGE are
commonly used architectures.

Key approaches:

e Propagation analysis: Tracking how
information spreads through social networks.

e User relationship modeling: Analyzing
credibility of users sharing information.

e Structural pattern detection: Identifying
anomalous propagation patterns.

Advantages:

e Utilize social context and network structure
e (Capture indirect relationships and community
effects
o Effective for early detection
propagation patterns
Limitations:

through

e Require access to social network data
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e Privacy concerns in collecting user information
e  May be unavailable at the time of first publication
e Dependent on platform-specific APIs

4.5 Multimodal Detection

Multimodal systems combine information from multiple
modalities including text, images, videos, and audio [19],
[23], [24], [25], [31], [45]. This is particularly important
because misleading content often pairs plausible text with
manipulated or unrelated images.

Key approaches:

e Text-image consistency analysis: Zhou et al. [25]
proposed SAFE (Similarity-Aware Multi-modal Fake
News Detection) to assess cross-modal consistency.

e Shared representation learning: Khattar et al.
[23] used variational autoencoders to learn joint
text-visual representations.

e Adversarial learning: Wang et al. [19] used event
adversarial neural networks for event-invariant
representations.

e Large vision-language models: Tahmasebi et al.
[45] employed LLMs with evidence retrieval for
multimodal misinformation detection.

Advantages:

e Leverage multiple information sources
e Detect sophisticated manipulation techniques
e More robust to unimodal attacks

Limitations:

e Increased computational complexity
e Need for aligned multimodal datasets
e Challenges in cross-modal fusion

11) 4.6 Explainable Al Approaches

Explainable Al (XAI) methods aim to make predictions
understandable and transparent [21], [33], [46]. This is
crucial for user trust and responsible deployment.

Key techniques:

e SHAP (SHapley Additive exPlanations): Ayoub et
al. [33] used SHAP for COVID-19 claim verification.

e LIME (Local Interpretable Model-agnostic
Explanations): Jadhav et al. [46] employed LIME
for interpretable predictions.

e Attention visualization: Cui et al. [21] used co-
attention mechanisms for explainable detection.

o Evidence highlighting: Providing supporting
evidence for predictions.

Advantages:

e Enhanced user trust and acceptance
e Facilitates system debugging and improvement
e Regulatory compliance for Al deployment

Limitations:

e Trade-off with model complexity
o Explanations may be misinterpreted
e Additional computational overhead

5. RESEARCH GAP

Based on the comprehensive review, the following research
gaps and challenges have been identified:

5.1 Generalization and Domain Adaptation

e Limited generalization to unseen domains:
Models trained on one dataset often perform poorly
on news from different topics, events, or platforms
[41].

e Emergingeventadaptation: New events introduce
novel vocabulary, entities, and narratives not
present in training data.

e Temporal degradation: Model performance may
degrade over time as language patterns and
misinformation strategies evolve.

5.2 Multilingual and Low-Resource Language Support

o Insufficient support for Indian and other low-
resource languages: Most detection systems are
designed for English [34], [40].

e Limited parallel corpora: Lack of labeled datasets
for languages with limited digital presence.

e Transfer learning challenges: Cross-lingual
transfer may not capture cultural and linguistic
nuances.

5.3 Multimodal Information Processing

e textwhileignoring images, videos, and other media
[19], [45].

e Sophisticated manipulation detection: Deepfakes
and Al-generated images present significant
challenges.

e C(Cross-modal inconsistency detection: Identifying
subtle mismatches between modalities requires
advanced techniques.
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5.4 Explainability and Text-centric focus: Many systems
primarily analyze Transparency

¢ Black-box nature of deep learning: Deep-learning
and Transformer models can be difficult for users to
interpret [33], [46].

e Limited user trust: Without explanations, users
may not trust system predictions.

e Regulatory compliance: Emerging regulations
require explainable Al systems.

5.5 Dataset Quality and Bias

e Dataset bias: Training datasets may not represent
real-world distribution of fake and genuine news
[27].

e (lassimbalance: Limited availability of fake news
samples compared to genuine news.

o Dataleakage: Inadvertentinclusion of overlapping
content between training and test sets.

e Label quality: Manual labeling is subjective and
may contain errors.

5.6 Early Detection

e Context dependency: Social-context and
propagation-based  systems may  require
information unavailable at first publication [20].

e Limited content at detection time: Early-stage
detection is challenging with minimal textual or
social signal.

5.7 Evidence Verification

e Limited integration with external sources:
Evidence retrieval and factual verification are not
always integrated with classification [43], [45].

e Real-time verification challenges: Checking
claims against reliable sources in real-time is
resource-intensive.

5.8 Computational Requirements

e High resource consumption: Advanced
multimodal and Transformer systems may require
substantial computational resources [41].

e Deployment constraints: Real-world deployment
on standard devices requires efficient models.

5.9 Source Credibility

¢ Inconsistentincorporation: Source credibility and
contextual information are not consistently
incorporated [30].

e Dynamic credibility estimation: Sources may
change their reliability over time.

5.10 Real-World Deployment Challenges

Privacy concerns: Collecting social context and
user information raises privacy issues.
Robustness: Systems must be robust against
adversarial manipulation.

Fairness: Avoiding bias against particular groups or
sources.

Continuous updating: Models need regular
updates as misinformation evolves.

6. PROPOSED AI-INTEGRATED FAKE NEWS
DETECTION SYSTEM

Based on the reviewed literature and identified research
gaps, a comprehensive Al-Integrated Fake News Detection
System is proposed. The architecture combines several
complementary components to address the challenges
identified in existing systems.

6.2 Workflow:

Input: User submits a news article, headline, claim,
or URL.

Preprocessing: Text cleaning, tokenization,
normalization, and stopword removal.

Feature Extraction: Linguistic features, contextual
embeddings (BERT-based), and multimodal
features.

Al Classification: Transformer-based model for
contextual understanding with ensemble support.
Evidence/Source Analysis: Fact-checking against
external sources, source credibility assessment.
Explainable AI: Generation of explanations using
SHAP/LIME, attention visualization.

Output: Final prediction (fake/real), confidence
score, and understandable explanation.

6.3 Technical Implementation:

Backend:

Python with Flask/FastAPI framework

NLP preprocessing with NLTK and spaCy
PyTorch/TensorFlow for deep learning models
Hugging Face Transformers for BERT/RoBERTa
Database: PostgreSQL or MongoDB for storing
inputs, predictions, and verification information

Frontend:
e  Webinterface for entering news and viewing results
e Interactive dashboard showing key indicators
e Mobile-responsive design
e Browser extension for social media integration

© 2026, IRJET | ImpactFactorvalue: 8.315 |

ISO 9001:2008 Certified Journal | Page336



’,/ International Research Journal of Engineering and Technology (IRJET) e-ISSN: 2395-0056

JET Volume: 13 Issue: 08 | Aug 2026

www.irjet.net p-ISSN: 2395-0072

Explainability Components:

SHAP/LIME for feature importance visualization
Attention visualization for Transformer models
Evidence highlighting from source verification
Confidence scores and uncertainty estimates

6.4 Advantages of the Proposed System:

protection and ethical Al practices.

Automated and fast classification: Rapid analysis
of news content.

Context-aware analysis: Utilizing NLP and
Transformer models for deep understanding.
Multimodal integration: Support for text, images,
and videos.

Evidence-based verification: Cross-referencing
with external sources.

Explainable predictions: Transparent decision-
making improves user trust.

Scalable architecture: Modular design supports
additional datasets and models.

Multilingual support: Potential extension to
regional languages.

Web-based access: Accessible for non-technical
users.

Continuous improvement: Can be upgraded as
new Al models and verification techniques emerge.
Privacy-aware design: User data protection and
ethical Al practices.

6.5 System Architecture:

7. SOCIAL WELFARE OF THE PROPOSED SYSTEM

The proposed Al-Integrated Fake News Detection System
has significant potential for social welfare and positive
societal impact:

7.1 Public Benefits

e Informed citizenry: Helps wusers identify
potentially misleading online information, enabling
better-informed decisions.

e Reduced misinformation spread: Can reduce
uncontrolled sharing of false information on social
media.

o Digital literacy: Promotes digital literacy and
awareness among general users.
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Educational support: Assists students, journalists,
and educators in evaluating online news.
Accessibility: Extendable to regional languages for
wider accessibility.

7.2 Institutional Applications

Fact-checking support: Can assist fact-checking
organizations as a supporting tool.

Journalistic integrity: Helps journalists verify
sources and claims efficiently.

Policy-making: Supports evidence-based policy
decisions by reducing information noise.

7.3 Public Health and Safety

Health misinformation: Critical for combating
health-related misinformation during pandemics.
Emergency response: Helps authorities manage
information during crises and emergencies.

7.4 Trust and Transparency

Explainable predictions: Provides understandable
reasons behind Al predictions, building user trust.
Transparency: Open and accountable Al system
promoting responsible technology use.

8. FUTURE ENHANCEMENTS

The proposed system can be enhanced through the following
extensions:

8.1 Advanced Al Models

Large Language Models (LLMs): Integrate
advanced models such as GPT-4, LLaMA, and Claude
for improved contextual understanding.
Continual learning: Enable the system to learn
from newly verified fake and genuine news.
Federated learning: Privacy-preserving model
training across distributed sources.

8.2 Multilingual Capabilities

Indian language support: Add detection for Hindi,
Marathi, Bengali, Tamil, and other Indian languages.
Cross-lingual transfer learning: Leverage
multilingual models for low-resource languages.
Regional content adaptation: Address cultural
and linguistic nuances.

8.3 Multimodal Analysis

Image and video analysis: Add deepfake detection
and manipulated-media analysis.

Audio analysis: Detect manipulated audio content
and voice clones.

Cross-modal consistency: Advanced consistency
checking between text, images, and videos.

8.4 Social Network Integration

Graph neural networks: Analyze social-media
networks, user relationships, and news propagation
patterns.

Real-time monitoring: Real-time detection
through web applications, browser extensions, and
mobile applications.

Propagation analysis: Early detection through
propagation path classification.

8.5 Evidence Verification

Knowledge base integration: Connect with
structured knowledge bases and fact-checking APIs.
Real-time fact checking: Automated verification
against multiple reliable sources.

Source credibility analysis: Evaluate reliability
and credibility of news sources.

8.6 Deployment and User Experience

Browser extension: Seamless integration with
social media platforms.
Mobile application:
smartphone users.
User feedback integration: Allow users to provide
feedback on predictions.

Improved Ul/UX: Simple explanations, confidence
scores, and supporting evidence.

Mobile-first design for

8.7 Technical Improvements

Reduced computational cost: Develop lightweight
models for ordinary computers and mobile devices.
Faster inference: Optimized inference for real-time
applications.

Improved generalization: Test models on unseen
topics, events, domains, and datasets.

8.8 Privacy and Responsible Al

User privacy: Ensure user privacy through
anonymization and data minimization.
Transparency: Open-source algorithms and clear
documentation.

Fairness: Bias detection and mitigation strategies.
Robustness: Defend against adversarial attacks and
manipulation.
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8.9 Deepfake Detection

e Manipulated images: Detect Al-generated and
photoshopped images.

o Synthetic text: Identify Al-generated text and
deepfake articles.

o Deepfake videos: Extend detection to manipulated
video content.

9. CONCLUSION

This comprehensive survey has examined 30 research
papers on Al-based fake news detection, covering the
evolution from traditional feature-based machine learning to
deep learning, graph neural networks, multimodal systems,
Transformer architectures, and large vision-language
models. The literature confirms that textual contentis useful
but often insufficient by itself. Social context, propagation
patterns, images, source information, domain knowledge,
and external evidence can provide additional
complementary signals for more robust detection.

Key findings:

e Methodological evolution: Detection approaches
have progressed from simple classifiers to
sophisticated deep learning and Transformer-based
systems.

e Performance trends: Transformer-based models
consistently achieve state-of-the-art performance
across most datasets.

e Multimodal advantages: Combining text with
images and other modalities improves detection
accuracy.

e Social context value: Graph-based approaches
leveraging social networks and propagation
patterns provide unique insights.

o Explainability importance: Interpretable models
are crucial for user trust and responsible
deployment.

Persistent challenges:

e Generalization: Models often fail to generalize to
unseen domains, events, and emerging
misinformation.

e Multilingual detection: Limited support for
languages beyond English.

e Multimodal complexity: Sophisticated
manipulation  techniques pose  significant
challenges.

e Explainability: Deep learning models remain
largely black-box.

e Dataset quality: Bias, class imbalance, and data
leakage affect reported performance.

e Computational cost: Advanced models require
substantial resources.

e Real-world deployment: Privacy, robustness,
fairness, and continuous updating considerations.

Proposed solution:

The proposed Al-Integrated Fake News Detection System
combines contextual NLP, reliable classification,
explainability, and evidence-aware analysis to address
identified limitations. This practical approach can help users
make more informed decisions while treating Al predictions
as decision support rather than absolute factual authority.

Future outlook:

The field is rapidly evolving with the emergence of large
language models, vision-language models, and advanced
multimodal techniques. Future research should focus on:

e Developing more robust and generalizable models

e Enhancing multilingual and low-resource language
support

e Integrating sophisticated multimodal analysis

e Improving explainability and transparency

e Addressing ethical, privacy, and fairness concerns

e Enabling real-world deployment at scale

e The fight against misinformation requires a multi-
stakeholder approach combining Al technology,
human expertise, education, and policy measures.
Al-based detection systems can serve as powerful
tools in this effort, but they must be developed and
deployed responsibly with appropriate human
oversight.

10. CONCLUSION

The comprehensive survey of 30 research papers on Al-
based fake news detection reveals a significant evolution
from traditional feature-based machine learning approaches
to sophisticated deep learning, transformer architectures,
graph neural networks, multimodal systems, and large
vision-language models. The literature clearly establishes
that textual content, while valuable, is often insufficient by
itself for robust fake news detection. Social context,
propagation patterns, images, source information, domain
knowledge, and external evidence provide complementary
signals that enhance detection accuracy and reliability.

Key Findings from the Literature:

e Methodological Progression: The field has
advanced from hand-engineered features with
traditional classifiers (SVM, Random Forest, Logistic
Regression) to automatic feature learning with deep
learning (CNN, RNN, LSTM), contextual
representations with transformers (BERT,
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RoBERTa, XLNet, DistilBERT), and integrated
multimodal and graph-based approaches.
Transformer-based models consistently achieve
state-of-the-art performance, with F1-scores
ranging from 86.2% to 96.0% across various
datasets.

e Multimodal Advantages: Studies demonstrate that
combining text with images and other modalities
improves detection accuracy over text-only
methods. Consistency analysis between text and
images, as demonstrated by Zhou et al. [25] with
their SAFE approach achieving 88.5% F1-score,
reveals misleading relationships that are not
apparent from text alone.

e Social Context Value: Graph-based approaches
leveraging social networks and propagation
patterns provide unique insights, with bidirectional
propagation analysis [26] improving rumor
classification by modeling both top-down and
bottom-up information flows.

o Explainability Importance: Interpretable models
are crucial for wuser trust and responsible
deployment. Systems incorporating SHAP, LIME,
and attention visualization [21], [33], [46]
demonstrate that transparent predictions enhance
user understanding and acceptance.

e  Multilingual and Low-Resource
Challenges: While multilingual transformers show
promise [34], [40], significant gaps remain for
Indian and other low-resource languages, with
limited labeled datasets and cross-lingual transfer
challenges.

Persistent Challenges:
Despite significant progress, several challenges persist:

e Generalization: Models often fail to generalize to
unseen domains, events, and emerging
misinformation [41], with performance degradation
on novel topics and temporal shifts.

e Multilingual Detection: Limited support for
languages beyond English, particularly for Indian
languages such as Hindi, Marathi, Bengali, and
Tamil.

e Multimodal Complexity: Sophisticated
manipulation techniques including deepfakes and
Al-generated content pose significant challenges
[45].

o Explainability: Deep learning and transformer
models remain largely black-box, limiting user trust
and regulatory compliance.

e Dataset Quality: Bias, class imbalance, and data
leakage affect reported performance [27], with
limited real-world validation.

e Computational Cost: Advanced models require
substantial resources, constraining deployment on
standard devices.

e Real-World Deployment: Privacy concerns,
robustness requirements, fairness considerations,
and the need for continuous updating present
practical challenges.

Proposed Al-Integrated System:

Based on the literature review and identified gaps, the
proposed Al-Integrated Fake News Detection System
combines:

o Contextual NLP Models: Utilizing BERT, RoBERT4,
and DistilBERT for deep contextual understanding
of textual content.

o Evidence-Aware Verification: Integrating external
evidence and fact-checking for robust claim
verification.

o Explainable AI: Incorporating SHAP/LIME and
attention visualization for transparent predictions.

e Multimodal Analysis: Supporting text, images, and
video content for comprehensive detection.

e User-Friendly Interface: Providing accessible
predictions with confidence scores and
understandable explanations.

The system treats Al predictions as decision support rather
than absolute factual authority, promoting responsible use
while assisting users in making informed decisions about
online information.

The fight against misinformation requires a multi-
stakeholder approach combining Al technology, human
expertise, education, and policy measures. Al-based
detection systems can serve as powerful tools in this effort,
but they must be developed and deployed responsibly with
appropriate human oversight, ethical considerations, and
continuous improvement.

11. FUTURE DIRECTIONS

Based on the comprehensive review and identified research
gaps, the following future directions are proposed for
advancing Al-based fake news detection:

11.1 Advanced Al Models

e Integrate advanced transformer models such as
BERT, RoBERTa, XLNet, and newer Large Language
Models (LLMs) including GPT-4, LLaMA, and Claude
for improved contextual understanding and
reasoning capabilities.

e Explore mixture-of-experts architectures for
domain adaptation, enabling specialized models for
different news domains and topics.

© 2026, IRJET | ImpactFactor value: 8.315

ISO 9001:2008 Certified Journal | Page 340



’,/ International Research Journal of Engineering and Technology (IRJET)
JET Volume: 13 Issue: 08 | Aug 2026

e-ISSN: 2395-0056

www.irjet.net p-ISSN: 2395-0072

e Develop lightweight transformer variants for edge 11.5 Explainable and Responsible Al

© 2026, IRJET |

deployment, balancing performance with
computational efficiency.

Investigate continual learning and incremental
training approaches to enable systems to adapt to
emerging misinformation patterns without
catastrophic forgetting.

11.2 Multilingual and Regional Language Detection

Appropriate detection approaches. Support Indian
languages including Hindi, Marathi, Bengali, Tamil,
Telugu, Gujarati, Kannada, Malayalam, Odia,
Punjabi, and Urdu through dedicated models and
datasets.

Address cross-lingual transfer learning and zero-
shot detection to overcome limited labeled data in
low-resource languages.

Develop language-agnostic representations that
capture semantic meaning independent of specific
languages.

Create comprehensive multilingual benchmark
datasets representing diverse linguistic
communities and cultural contexts.
Collaborate with regional
organizations to develop culturally

fact-checking

11.3 Multimodal and Deepfake Detection

Analyze text, images, audio, and videos together for
comprehensive misinformation detection.

Identify manipulated, Al-generated, and deepfake
content using advanced computer vision and audio
analysis techniques.

Develop cross-modal consistency models to detect
subtle inconsistencies between text, images, and
videos.

Create robust deepfake detection pipelines for
manipulated images, videos, and voice clones.
Investigate adversarial robustness against
multimodal attacks and manipulation techniques.

11.4 Evidence-Based Verification

Integrate external evidence and trusted sources
through automated fact-checking pipelines.
Connect with structured knowledge bases including
Wikidata, DBpedia, and domain-specific knowledge
graphs.

Automate claim verification against news archives
and reliable databases.

Build comprehensive fact-checking systems with
real-time evidence retrieval capabilities.

Develop source credibility assessment frameworks
for dynamic source reputation.

Impact Factor value: 8.315
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Utilize SHAP, LIME, attention mechanisms, and
evidence  highlighting for  comprehensive
explanation generation.

Develop interactive explanation interfaces for
diverse user groups including journalists, students,
and general users.

Explore causal explanations for misinformation to
understand root causes and propagation
mechanisms.

Address algorithmic bias and fairness through
systematic bias detection and mitigation strategies.
Ensure user privacy through anonymization, data
minimization, and privacy-preserving detection
methods.

11.6 Graph Neural Networks

Analyze social-media networks, user relationships,
and propagation patterns using advanced GNN
architectures.

Develop dynamic graph models for evolving
misinformation propagation patterns.

Explore heterogeneous graph representations
incorporating multiple node and edge types.
Investigate temporal graph networks for early
detection through temporal propagation patterns.
Address privacy concerns in collecting and utilizing
social network data.

11.7 Real-Time Detection and Monitoring

Develop real-time detection systems through web
applications, browser extensions, and mobile
applications.

Implement streaming data processing for social
media monitoring at scale.

Build early warning systems for emerging
misinformation before widespread propagation.
Integrate with social media platforms through APIs
for automated content moderation.

Develop dashboards for monitoring misinformation
trends and campaigns.

11.8 Improved Generalization

Test models on unseen topics, events, domains, and
datasets to assess real-world robustness.

Develop domain adaptation techniques including
domain adversarial training and domain-invariant
representation learning,

Explore meta-learning approaches for rapid
adaptation to novel misinformation.

Investigate zero-shot and few-shot learning for
emerging events.
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e C(Create comprehensive evaluation benchmarks
representing diverse real-world scenarios.

11.9 Continuous Learning

e Enable systems to learn from newly verified fake
and genuine news through incremental learning.

e Implement active learning strategies to prioritize
labeling efforts for high-value samples.

e Develop online learning algorithms for continuous
model improvement.

e C(Create feedback loops incorporating user feedback
and expert corrections.

e Build self-supervised learning approaches for
unlabeled data utilization.

11.10 Source Credibility Analysis

e Evaluate reliability and credibility of news sources
through multi-dimensional assessment.

e Build dynamic source reputation systems
incorporating temporal changes in behavior.

e Integrate source information with content analysis
for holistic detection.

e Develop automated credibility scoring frameworks
for diverse media sources.

e Address challenges in source credibility assessment
for emerging and alternative media.

11.11 Privacy and Responsible Al

e Ensure user privacy through anonymization,
differential privacy, and data minimization.

e Develop privacy-preserving detection methods
including federated learning and secure multi-party
computation.

e Address algorithmic bias through diverse training
data, fairness constraints, and bias auditing.

e Ensure regulatory compliance with emerging Al
regulations and standards.

e Promote transparency through
algorithms and clear documentation.

open-source

11.12 Reduced Computational Cost

e Develop lightweight models through model
compression, knowledge distillation, and pruning.

e Optimize inference for real-time applications
through efficient architectures.

e Explore efficient attention mechanisms and
transformer variants for reduced computation.

e Enable deployment on standard computers, mobile
devices, and edge platforms.

e Investigate trade-offs between model
computational cost, and performance.

size,

11.13 User Interface and Experience

e Provide simple explanations, confidence scores, and
supporting evidence for non-technical users.

e Develop accessible interfaces for diverse user
groups including students, journalists, and general
users.

e Build educational tools for digital literacy and
misinformation awareness.

e C(Create browser extensions for seamless integration
with social media platforms.

e Develop mobile-first applications for widespread
accessibility.

11.14 Collaboration and Community Building

e Foster collaboration between academic researchers,

industry  practitioners, and  fact-checking
organizations.
e C(Create shared resources including datasets,

benchmarks, and evaluation protocols.

e Build open-source frameworks and libraries for the
research community.

e Organize competitions and challenges to drive
innovation and evaluation.

e  Establish best practices and standards for fake news
detection research and deployment.
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