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Abstract: Driving is one of the most prime factors for 

traffic security. An early intimation about the collision 

warning, traffic congestion, roadside alarms, construction 

place and in-place traffic view will give the driver essential 

tools to decide the best path along the way. All these 

suggestions can be provided by a technology called VANETs. 

Distributed trust management in VANET is a challenging task 

due to the lack of infrastructure, ingenuousness of wireless 

links and the usually highly dynamic network topology. In 

this work, special characteristics of VANETs, existing trust 

management schemes has been studied, and proposed a 

distributed trust management strategy based on BFO which 

helps in evaluation of time by the vehicle that would like to 

know whether he can trust the vehicle that broadcast the 

message. The proposed simulation will takes place in 

MATLAB environment. 
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1. INTRODUCTION 
 
A Wireless Sensor System (WSN) includes a gang of nodes 

connected with typically low functionality. They work with 

others collectively to execute realizing tasks during granted 

surroundings. A secreted detector community might 

comprise one particular or many drain nodes (Base Stations) 

to collect understood know-how in addition to exchange that 

to a central procedure in estimate to storage space method. 

Any detector node is usually power-driven by means of 

battery pack and could end up being split into three primary 

functioned products: a) the realizing unit, b) the 

communication unit and also c) a processor unit.  

Ad hoc network is a framework less system and along these 

lines decentralized kind of remote system. Inside ad-hoc 

community, each centre usually takes relate involvement in 

steering by means of producing info to all or any kind of the 

particular hubs inside the method in addition to 

determination of their hubs ahead info can be produced 

easily on the idea connected with method integration. 

 

1.1 OLSR (Optimized Link State Routing) 

 

The Optimized Link State Routing (OLSR) is a proactive 

(table driven) routing protocol designed for MANETs. It is an 

optimization of pure link state protocols in that it reduces 

the size of control packet as well as the number of control 

packets transmission required. OLSR reduces the control 

traffic overhead by using Multipoint Relays (MPRs), which is 

the main principle followed by OLSR. A MPR is a node's one-

hop neighbor which has been chosen to broadcast packets. 

Packets are just forwarded by a node's MPRs instead of pure 

flooding of the network. This delimits the network overhead, 

thus being more competent than pure link state routing 

protocols. OLSR is well-designed for large and dense mobile 

networks. Due to use of MPRs, the larger and denser a 

network, added optimized link state routing is achieved. 

MPRs help to provide the shortest path to a destination. The 

only necessity is that all MPRs declare the link information 

for their MPR selectors (nodes who has chosen them as 

MPRs). The network topology information is maintained by 

periodically exchange link state information. In case, if 

reactivity to topological changes is required then time 

interval for exchanging of link state information can be 

minimized. 

 

The OLSR processes are corresponding to a set of parametric 

predefined in the OLSR RFC 3626 [9] as shown in 

figure1.1.These parametric are: the timeouts proceeding to 

resending a) HELLO (HELLO INTERVAL) b) MID-Multiple 

Interface Declaration (REFRESH INTERVAL) and c) TC 

(Topology Control) messages (TC INTERVAL) the “validity 

time” of the information established via three message type 

that are: a) NEIGHB HOLD TIME (HELLO), b) MID HOLD 

TIME (MID) and c) TOP HOLD TIME (TC) the WILLINGNE of 

a node to act as an MPR and DUP HOLD TIME, that 

represents the time all the way through that the MPRs proof 

information about the forwarded packets. 
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  Figure 1.1: OLSR RFC 3626 Configurations [9] 

 

1.2 Routing in VANET 

 

A typical of highly dynamic topology makes the design of 

efficient routing protocols for VANET is challenging. The 

routing protocol of VANET can be classified into two 

categories such as Topology based routing protocols & 

Position based routing protocols as shown in the Figure 1.2. 

 

Figure: 1.2 Routing Protocols in MANET 

 

1.2.1. Proactive Routing Protocols 

Proactive routing protocols are predominantly based on 

shortest path algorithms. In the proactive routing protocols, 

nodes keep information of all linked nodes in form of tables 

because these protocols are table based. In addition, these 

tables are also communicated with their neighbours. 

Whenever any change occurs in network topology then 

routing table is updated by every node in the network. Pros - 

No Route Discovery is necessary. -Low Latency for real time 

applications. Cons - Unused paths occupy a significant part of 

the available bandwidth [11]. 

1.2.2. Reactive Protocols  

Reactive routing procedure is called on demand routing 

because it starts route discovery when a node needs to 

communicate with another node thus it minimizes network 

traffic. Pros - Periodic flooding in the network is not required 

to update the routing table. Flooding is done when it is 

demanded. -Beaconless so it preserves the bandwidth. Cons - 

For route finding latency is high. - Extreme flooding of the 

network causes disruption of nodes statement. 

1.3 MESSAGE INTERFACE SYSTEM 

Three types of messages are generated in our system:  

a) Sender message: M = [event, confidence, time, location]. 

confidence ∈ [0, 1] provide suppleness in exposure an event, 

time ∈ N is a positive integer and location ∈ N ×N is a 

geographical coordinate, both being accessible from an 

equipped GPS device;  

b) Trust opinion: O = [reaction, confidence], where reaction 

∈ {trust, ¬trust} and confidence ∈ [0, 1]. A trust opinion is a 

message provided by a peer that serves as a valuation of the 

sender message;  

c) Aggregated message: A = [M, O1. On], a combination of a 

sender data and a list of trust opinions.  
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                 Figure1.3 Trust Based Framework 

  

1.4 Bacterial Foraging Optimization (BFO) 

During foraging of the true bacteria, locomotion is achieved 

by a collection of tensile flagella. Flagella help an E.coli 

bacterium to fall or swim, that are two essential operations 

performed by a bacterium at the occurrence of foraging. 

When they revolve the flagella in the clockwise direction, 

every flagellum pulls over the cell. Thus results in the 

moving of flagella separately and lastly the bacterium 

tumbles with lesser amount of tumbling while in a 

destructive place it tumbles repetitively to locate a nutrient 

gradient. Stirring the flagella in the counter clockwise 

direction helps the bacterium to swim at a very high-speed 

rate. In the above mentioned algorithm the bacteria 

undergoes chemo taxis, where they like to transfer towards a 

nutrient gradient and shun harmful atmosphere. 

The BFO algorithm is as follows [10]: 

Step1:Initialize parameters p 

,S, , C(i)(i=1,2,…S), . 

Step 2: Elimination dispersal loop: l=l+1 

 

Step 3: Reproduction loop; k=k+1. 

 

Step 4: Chemo taxis loop: j=j+1. 

[a] For i=1,2,…S take a chemotatic step for bacterium I as 

follows. 

[b] Compute fitness function (i,j,k,l). 

Let ,J(i,j,k,l) = J(i,j,k,l)+  ( (j,k,l),P(j,k,l). 

[c] Let = j(i,j,k,l) to save this value since we may find a 

better rate during a run.           

[d] Tumble: generate a random vector Δ (i)  Rp each 

element Δm(i),m=1,2,…,p, a random number on [-1,1]. 

[e] Move: Let 

 
This results in a step of=f size C (i) in the direction of the 

tumble for Bacterium i. 

[f] Compute J (I,j+1,k,l) and let 

(

 

[g] Swim 

i. Let m=0 

ii. While m<Ns 

 Let m=m+1 

 If j(I,j+1,k,l)<Jlast ,let Jlast=J(I,j+1,k,l) let, 

 

 And apply this  to compute the new 

as we did in [f]. 

iii. Else, let m=Ns. This is the end of the while statement. 

[h].Go to next Bacterium (i+1) if i S. 

Step 5: If j<Nc , go to step 4.is 

Step 6: Reproduction: 

[a]. For the given k and l , and for each i=1,2,..S. Assume 
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Be the health of bacterium i. Sort bacteria and Chemo tactic 

parameters C(i) in order of ascending cost Jhealth. 

[b]. The Sr bacteria with the highest Jhealth values die and the 

remaining Sr bacteria with the best values split. 

Step 7: if k<Nre, go to step 3. 

Step 8: For Elimination-dispersal: For i=1,2,…S with 

probability Ped, eliminate and disperse every bacterium. To 

do this, if a bacterium is eliminated, simply disperse an 

additional one to a random position on the optimization 

domain. If l< Ned, then go to step 2; or else end. 

2. LITERATURE SURVEY 

Heru Supriyono (2012) described that investigations for 

the development of biologically-inspired soft computing 

approaches based on bacterial foraging algorithm (BFA) for 

modelling and organize the dynamic systems. The work has 

determined on the modification of BFA so that it could have 

quicker convergence speed and better accuracy. The 

convergence speed has been defined as the number of steps 

needed by algorithm to converge to the optimum value. The 

modified BFAs have been tested on both benchmark 

functions and in dynamic modelling to authenticate their 

performances and control of a flexible manipulator system. 

 

Hsuan-Ming Feng , Ji-Hwei Horng (2012) proposes a novel 

bacterial foraging swarm-based intelligent algorithm called 

as the bacterial foraging particle swarm optimization 

(BFPSO) algorithm to propose vector quantization (VQ)-

based fuzzy-image compression systems. It helps to improve 

compressed image quality when processing many image 

patterns. The BFPSO algorithm is a well-designed 

evolutionary learning algorithm that manages complex 

global optimal codebook generation troubles. The BFPSO 

algorithm is a combination of bacterial foraging optimization 

(BFO) behaviour with a particle swarm optimization (PSO) 

learning scheme to obtain fast convergence and self-adaptive 

learning benefits. The evolutionary BFPSO algorithm 

automatically designs appropriate parameters for fuzzy-VQ-

based systems using a proper codebook selection machine. 

Nonlinear image compression applications obtained by 

computer simulation demonstrate the efficiency of the 

BFPSO learning algorithm. The differences between the 

proposed BFPSO learning scheme and the BFO- and LBG-

based VQ learning methods demonstrate the superior image 

results created by the proposed algorithm. 

 

X. Lin et al. (2007) revealed the fact that the unique 

characteristics of set of signature which is an significant 

cryptographic primitive, perfectly match the safety and 

privacy necessities in VANETs. By taking different safety and 

privacy requirements of two types of VANET 

communications into account, namely, vehicle-to-

infrastructure (V2I)  and vehicle-to-vehicle communications 

(V2V), they propose a novel safe and privacy-preserving 

protocol for vehicular communication, based on a 

combination of set of signature and identity (ID)-based 

signature techniques. 

 

X. Lin et al. (2008) proposes a cooperative message 

validation protocol, where every vehicle probabilistically 

validates a definite percentage of its received messages, 

according to its own computing capacity, and informs about 

any illogical messages that has been detected. The protocol 

relies on the supposition that each individual vehicle is eager 

to contribute its computing resources and contribute in a 

cooperative effort for message authentication. In reality, 

there will always be some self-seeking vehicles those do not 

want to make such contribution and only want to take 

benefits of others’ efforts. 

 

C. Zhang et al. (2008) proposes a novel RSU-aided message 

authentication scheme named as RAISE, in which RSUs are 

accountable for verifying the authenticity of the messages 

sent by the vehicles and for notifying the vehicles of the 

results. Since MACs are used for authenticating inter-vehicle 

communication with the aid of RSUs, the message 

verification process is appropriate for vehicular 

communication. This requires direct involvement of RSUs in 

the processing of the message verification phase; when RSUs 

are not widely available, in the early stage of operation of 

VANETs for example, it becomes ineffective. 

Zhang J. et al. (2010) In this paper, authors present a trust-

based structure for message circulation and valuation in 

vehicular ad-hoc networks where peers distribute 

information regarding road condition or security and others 

provide opinions about whether the information can be 

trusted. More specifically, the trust-based message 

propagation model collects and propagates peer’s opinions 

in an efficient, safe, and scalable method by dynamically 

scheming information dissemination. 
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3. METHODOLOGY 

 

The optimization strategy used to obtain automatically 

efficient OLSR parameter configurations are carried out by 

coupling two different stages: an optimization procedure 

and a simulation stage. The optimization block is carried out 

by a met heuristic method, i.e. BFO. It is conceived to find 

optimal (or quasi-optimal) solutions in continuous search 

spaces, which is the case in this work. We use a simulation 

procedure for assigning a quantitative quality value (fitness) 

to the OLSR performance of computed configurations in 

terms of communication cost. This method will be carried 

out by means of the MATLAB. 

 

               Figure 4.1 Methodology Flowchart 

    4. RESULTS  
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                 Figure 4.1 Network setup 

Above figure shows the network simulation model 

containing 1000 * 1000 nodes. 

 
 

                Figure 4.2 Active nodes  

One approach to prolong network lifetime while preserving 

network connectivity is to deploy a small number of 

valuable, but more powerful, relay nodes whose main task is 

communication with other sensor or active nodes.  'Active 

Nodes' that perform customized operations on the data 

flowing through them. There are four rounds means four 

times data transmitted through the network. 

50 100 150 200 250 300 350 400 450
350

400

450

500

550

600

650

700

CH1

CH2

CH3

CH4

ROUND :1

 

   Figure 4.3 active node movements for round 1 

As the data transmitted through the network, then 

movement of nodes happens. Then the cluster heads 

designed by the network. Cluster head keeps all the 

information and control of transmission of data through the 

corresponding cluster. We design a network of four clusters 

and four cluster heads respectively. 
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      Figure 4.4 Active node movements for  round 2 
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Figure 4.5 Active node movements for round 3 

Above figures show the movement of the active nodes. 

Rounds means iteration of transmission of data through the 

network or active nodes. 
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    Figure 4.6 active node movements for round 4 

 

In above figure the location of source, destination and base 

station has been shown. 
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                 Figure 4.7 Packet Delivery Ratio 

 

Packet Delivery Ratio is the ratio of packets that are 

successfully delivered to a destination compared to the 

number of packets that have been sent. Above figure shows 

the delivery ratio without optimization. 
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                           Figure 4.8 Throughput 

 

It is the total data from the source to the receiver more than 

the time it takes until the recipient receives the last packet. 

Less time translates into higher productivity. Above figure 

shows the throughput without optimization. 
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Figure 4.9: Packet losses without optimization 

Packet loss occurs when one or more packets of data 

travelling across a computer network fail to reach their 

destination. Above figure4.9 shows the large number of 

packet loss in the network. 
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             Figure 4.10 Blocking probabilities without 

optimization 

Blocking probability is the fraction of time a trunk request is 

denied because all channels are hectic. This probability is 

typically specified for a given system. It is typically desired to 

be 2%. Above figure shows the blocking probability without 

optimization. 
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Figure 4.11 Congestion without optimization 

It refers to a network state where a node or link carries so 

much data that it may deteriorate network service 

excellence, following in queuing delay, frame (data) or 

packet loss and the new connections get blocked. In case of 

congested network, response time slows with reduced 

network throughput. Congestion occurs when bandwidth is 

not sufficient and network data traffic exceeds capacity. 

Above figure shows the congestion graph without 

optimization. 
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Figure 4.12 End to end delay without optimization 

The End to End Delay is a significant parameter for 

evaluating a protocol which must be low for good 

performance. Above figure shows the end to end delay 

without optimization. 
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Figure 4.13 Probability to getting added to path 
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       Figure 4.14 Congestion optimization 

 It refers to a network state where a node or link carries so 

much data that it may deteriorate network service quality, 

resulting in queuing delay, frame or data packet loss and the 

new connections get blocked. In a congested network, 

response time slows with reduced network throughput. 

Congestion occurs when bandwidth is not sufficient and 

network data traffic exceeds capacity. Above figure shows 

the congestion graph with optimization. 
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Figure 4.15 packet delivery ratio with optimization 

It is the ratio of packets that are successfully delivered to a 

destination compared to the number of packets that have 

been sent. Above figure shows the delivery ratio with 

optimization. 
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  Figure 4.16 Throughput with       optimization 
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It is the total data from the source to the receiver more than 

the time it takes until the recipient receives the last packet. 

Less time translates into higher productivity. Above figure 

shows the throughput with optimization.  
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Figure 4.17 Packet loss with optimization 

Packet loss occurs when one or more packets of data 

travelling across a computer network fail to reach their 

destination. Above figure 4.17 shows the less number of 

packet loss in the network using optimization. 
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Figure 4.18 end to end delay with optimization. 

End to end delay is average time taken by a data packet to 

arrive in the destination. It also includes the delay caused by 

route discovery process and the queue in data packet 

transmission. Only the data packets that successfully 

delivered to destinations that counted. The End to End Delay 

is a significant parameter for evaluating a protocol which 

must be low for good performance. Above figure 4.18 shows 

the end to end delay with optimization. 
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Figure 4.19 blocking probability with optimization (BFO 

algorithm) 

Blocking probability is the fraction of time a trunk request is 

denied because all channels are hectic. This probability is 

usually specified for a given system. It is typically desired to 

be 2%. Above figure 4.19 shows the blocking probability 

with optimization. Nodes can be change depend upon the 

how much vehicles are in the coverage range of each other.  

 

Figure 4.20 blocking optimization with and without 

optimization (comparison) 

Blocking probability is the fraction of time a trunk request is 

denied because all channels are busy. This probability is 

usually specified for a given system.  Above figure shows the 

comparison of blocking probability with and without 

optimization. It has been seen that for proposed approach it 

founds to be small. 
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Figure 4.21 End to end delay with and without 

optimization 

the average time taken by a data packet to arrive in the 

destination. It also includes the delay caused by route 

discovery process and the queue in data packet 

transmission. Only the data packets that successfully 

delivered to destinations that counted. End to End Delay is a 

significant parameter for evaluating a protocol which must 

be low for good performance. Above figure shows the end to 

end delay with optimization. Above figure shows the 

comparison of end to end delay with and without 

optimization. It has been seen that for proposed approach it 

founds to be small. 

 
 

Figure 4.22 Packet losses with and without optimization 

 

Packet loss occurs when one or more packets of data 

travelling across a computer network fail to reach their 

destination. Above figure shows the comparison of packet 

loss with and without optimization. It has been seen that for 

proposed approach it founds to be small. 

 
 

Figure 4.23 Throughput with and without optimization 

It is the total data from the source to the receiver more than 

the time it takes until the recipient receives the last packet. 

Less time translates into higher productivity. Above figure 

shows the comparison of throughput with and without 

optimization. It has been seen that for proposed approach it 

founds to be high. 

 

Figure 4.24 Packet delivery ratio with and without 

optimization 

It is the ratio of packets that are successfully delivered to a 

destination compared to the number of packets that have 

been sent. Above figure shows the comparison of throughput 

with and without optimization. It has been seen that for 

proposed approach it founds to be high. 

 
5. CONCLUSION 
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Trust is a key part in security because one altered message 

creates problem for the users in many ways. Users can 

obtain benefit of these applications if we can secure the 

communication between all entities (components) of the 

network and hence no chances for attackers to create 

trouble for users in the network. Attackers generate problem 

directly and indirectly by launching different kind of attacks. 

Hence, it is necessary to develop trust in vehicular networks. 

Trust management is a challenging task since there is a lack 

of infrastructure, candidness to wireless links and highly 

dynamic. 

 

In this work, we have discussed about existing trust based 

models .It has become a challenging task due to the lack of 

infrastructure, openness of wireless links and the usually 

highly dynamic network topology. Trust-based approaches 

have been largely applied to provide reliable routing in 

computer networks So far, trust has been used to cope with 

packet dropping attacks or to select trusted paths between 

the source and the destination. We have proposed a trust 

management strategy based on Bacterial Foraging 

Optimization (BFO) which mainly concentrates on how fast 

the vehicle can take decision to trust the vehicle that 

broadcasts the message and proceed. 
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