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Abstract - This ipaper ifocuses ion imining ithe imost iuseful 
inetwork ifeatures ifor iattack idetection. Accordingly, iwe 
ipropose ia inew inetwork ifeature iclassification ischema ias 
iwell ias ia imathematical ifeature ievaluation iprocedure 
ithat ihelps ius iidentify ithe imost iuseful ifeatures ithat ican 
ibe iextracted ifrom inetwork ipackets. iThe inetwork ifeature 
iclassification ischema iis iintended ito iprovide ia ibetter 
iunderstanding, iand ienforce ia inew istandard, iupon ithe 
ifeatures ithat ican ibe iextracted ifrom inetwork ipackets, 
iand itheir irelationships.iThe iclassification ihas ia iset iof i27 
ifeature icategories ibased ion ithe inetwork iabstractions 
ithat ithey irefer ito i(e.g., ihost, inetwork, iconnection, ietc.). 
We iuse iour ifeature iclassification ischema ito iselect ia 
icomprehensive iset iof i671 ifeatures ifor iconducting iand 
ireporting iour iexperimental ifindings. 

Key Words: Fuzzy iLogic, iGame iTheory, iIntrusion 
iDetection iSystem. 

1. INTRODUCTION  

The idesign iof ia iNetwork iIntrusion iDetection iSystem 
(NIDS) iis ia idelicate iprocess iwhich irequires ithe 
isuccessful icompletion iof inumerous idesign istages. iThe 
ifeature iselection istage iis ione iof ithe ifirst isteps ithat 
ineeds ito ibe iaddressed, iand ican ibe iconsidered iamong 
ithe itop imost iimportant iones. iIf ithis istep iis inot 
icarefully iconsidered ithe ioverall iperformance iof ithe 
iNIDS iwill igreatly isuffer, iregardless iof ithe idetection 
itechnique, ior iany iother ialgorithms ithat ithe iNIDS iis 
iusing. The imost icommon iapproach ifor iselecting ithe 
inetwork ifeatures iis ito iuse iexpert iknowledge ito ireason 
iabout ithe iselection iprocess. iHowever, ithis iapproach iis 
inot ideterministic, ithus, iin imost icases iresearches iend-
up iwith icompletely idifferent isets iof iimportant ifeatures 
ifor ithe idetection iprocess.  

Furthermore, ithe ilack iof ia igenerally iaccepted ifeature 
iclassification ischema iforces idifferent iresearches ito iuse 
idifferent inames ifor ithe isame i(subsets iof) ifeatures, ior 
ithe isame iname ifor icompletely idifferent iones. iIt iis iour 
ibelief ithat ithese iissues iare inot isufficiently istudied iand 
iexplored iby ithe inetwork isecurity iresearch icommunity. 

The ifeature ievaluation iprocedure iprovides ia 
ideterministic iapproach ifor ipinpointing ithose inetwork 
ifeatures ithat iare iindeed iuseful iin ithe iattack idetection 

iprocess. iThe iprocedure iuses imathematical, istatistical 
iand ifuzzy ilogic itechniques ito irank ithe iparticipation iof 
iindividual ifeatures iinto ithe idetection iprocess. iIn 
iparticular, iwe ipurpose ia inew ifeature idependency 
imeasure ifor iindependent ievaluation icriteria ithat iis, ito 
iour iknowledge, ia ipioneer imethod idesigned ifor 
iintrusion idetection. 

 In iour iresearch iwe ihave iidentified iseveral ituning 
iparameters ithat idirectly iinfluence ithe idetection 
iperformance iof ieach iindividual ifeature. iTo iaddress ithis 
iissue, iour imethod itakes iinto iaccount ithe iperformance 
iof ieach ifeature iwhile iusing imultiple itunings, imaking 
ithe ievaluation iprocess imore irobust ito ibiases ithat 
icould ibe iaccidentally iintroduced iby ia ipoor ituning 
icombination. 

2. RESEARCH MOTIVATION 

 The idesign iof ia iNIDS iis ia idelicate iprocess ithat irequires 
ithe isuccessful icompletion iof inumerous istages iso ithat 
ithe ifinal ioutcome ican ibe iconsidered ia isuccess. iThe 
ifeature iselection istage iis ione iof ithe ifirst isteps ithat 
ineeds ito ibe iaddressed, iand ican ibe iconsidered iamong 
ithe itop imost iimportant iones. iThis istep iwill idefinitely 
iinfluence ithe iperformance iof iany idetection iengine, 
iregardless iof ithe itechniques ithat ithe iengine iuses.Finally, 
complete content and organizational editing before 
formatting. Please take note of the following items when 
proofreading spelling and grammar: 

 One iof ithe imain ichallenges iwhen idealing iwith ithe 
iamount iof iinformation ithat ican ibe iextracted idirectly 
ifrom inetwork ipackets iis ito icreate ia iset iof ifeatures ithat 
icovers imost iof ithe iinformation ispace. The inetwork 
ifeatures iare iconstructed iaround ithe imain iabstractions 
iof ithe inetwork isecurity idomain isuch ia ipacket, 
iconnection, ihost, iand inetwork. iThe iidea iof iconstructing 
ifeatures ithat iwill icover ia ireasonable ipart iof ithe 
iinformation ispace iis iespecially ihard idue ito ithe idiversity 
iof idata ithat ipasses ithrough ia inetwork ilink iand ithe ilack 
iof iunanimously iaccepted inetwork ifeature iclassification 
ischema iin ithe iresearch icommunity. iAlthough 
itheoretically iit iis ipossible ito idesign ia isystem ithat ican 
iextract iand iuse ia iwide irange iof ifeatures, idue ito 
iconstraints isuch ias, ilarge icomputational itime, idiversity 
iof iprotocols iand iapplications ithat iexist, iand iamount iof 
imemory ithat ithe iNIDS ineeds, imost iof ithe 
iimplementation imake itradeoffs iconcentrating ionly ion ia 
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iparticular iset iof iintrusions i(e.g., iR2U, iU2R, iand iDoS iin 
i[18;21]; iHorizontal, iVertical, iand iBlock iPort iScanning 
ifor iTCP iand iUDP iin iDenial iof iQuality iof iService iWorms 
iin i[7]; iDDoS iin iTCP-SYN iFlooding iAttacks iin iTCP-SYN 
iFlood, iand iICMP iFlood iAttacks ). 

 Furthermore, iresearchers ihave iempirically idemonstrated 
ithat ifalse icorrelations ibetween ithe ifeatures ithat imay ibe 
iextracted iby ian iIDS/IPS ican ilead ito ipurer iresults 
iconcerning ithe iaccuracy iand iperformance iof ithe 
idetection isystem. iFor iexample, iif ionly i17 icarefully 
iselected ifeatures iare iused iamong iall i41 ifeatures 
iprovided iin ithe iinternational iKnowledge iDiscovery iand 
iData iMining iCompetition i(KDD-1999) i[2], ithe idetection 
irate iwill inot ichange, ibut ithe ispeed iof idetection 
ialgorithm iwill iimprove iby iabout i50%. The ilack iof ia 
iwidely iaccepted inetwork ifeature iclassification ischema 
ialso iadds ito ithe igeneral iconfusion iregarding ithe iset iof 
ifeatures ithat ishould ibe iused ifor idetection ipurposes. 
iMoreover, idifferent iresearchers iuse idifferent iname ifor 
isame isubset iof ifeatures, iwhile iother iuse ithe isame 
iname ifor icompletely idifferent itypes. There iseems ito ibe 
iat ileast itwo imain itype iof ifeatures ithat iare iwidely 
iaccepted iin ithe iliterature. This idistension iare idone 
ibetween ifeatures ithat iare icomputed ibased ion ia single 
iTCP iconnection iand ifeatures ithat iare icomputed ibased 
ion imultiple iTCP iconnections. However, ithe inames iof 
iprevious imentioned icategories iare idifferent ifrom 
iresearcher ito iresearcher. iAccordingly, ithe isingle iTCP 
iconnection ifeatures iare ireferred ito ias iBasic iFeatures iin 
i[18;21], iEssential iAttributes iin iBasic iFeatures iof 
iindividual iTCP iconnection iin i[2], iand iBasic iTCP ifeatures. 
iA isuperset iof ithis ifeature icategory ithat ialso iincludes 
iconnectionless iprotocols iis imentioned ias iFlow iStatistic. 
iSimilarly, idifferent inames iare iused ifor ithe isecond 
ifeatures iof icategory itoo, isuch ias iDerived iFeatures iin 
i[18;21], iand iTraffic iFeature iin i[2]. iThe iimportance iof 
iselecting ia iset iof iappropriate ifeatures ihas ibeen 
iidentified iseveral idecades iago. iStarting iin ithe ilast 
iseventies iand icontinuing ito idate, iin ithe ifields iof 
ipattern irecognition i[6], istatistics , ias iwell ias iArtificial 
iIntelligence i(AI) i[16;19;13;20;14]. There iare itwo imain 
iapproaches ito ievaluate ithe iperformance iof ia ifeature 
inamely ithe idependent ievaluation icriteria iand ithe 
iindependent ievaluation icriteria. The idependent ievaluation 
icriteria iuses ithe iperformance iof ithe idetection iengine ias 
ia iprimary ifactor ito ievaluate ithe isuitability iand 
ieffectiveness iof ia ifeature ior ia iset iof ifeatures. iThus, 
ibetter ithe idetection iengine iperforms ithe ibetter ifeature . 
iEven ithough ithis itype iof ifeature ievaluation imethod iis 
istraightforward iit ihas itwo imain idisadvantages. iFirst, iit 
iis icomputationally iintensive and isecondly ithe ifinal iresult 
iis ibiased iby ithe idetection ialgorithm iwhich itends ito 
ireward ithose ifeatures ithat iperform ibetter iwith ithat 
iparticular idetection iengine ior ialgorithm imining. 
iConversely, ithe iindependent ievaluation icriteria iuses ithe 
iintrinsic icharacteristics iof ithe idata ialone ito ievaluate ithe 
iselected ifeatures. iBy istudying ithe iactual ivalue iof ithe 
ifeature iwhile iin ithe iintrusive iand inormal istages, ithe 
ifinal ioutcome iwould inot ibe ibiased iby iany idetection 
ialgorithm iand ithus iwe iconsider ithis imethod ito ibe 

imore iadequate ifor ithe ifeature iselection ipurposes. 
Furthermore, iwe ibelieve ithat idefining ian iindependent 
ievaluation icriteria imetric ifor ievaluating ithe inetwork 
ifeatures iwill iallow ithe iresearchers ito iuse ithe 
ideterministic iway ito iidentify ithose ifeatures ithat iare 
ihighly iimportant ito ithe idetection iprocess. iDespite ithe 
ineed ifor isuch ia imethod, ito iour iknowledge, ithere iisn't 
iany iwork ithat iuses iindependent ievaluation icriteria ifor 
ifeatures iin iintrusion idetection. iThis ithesis iprovides 
iboth, ia ihybrid ifeature ievaluation imethod ithat icombines 
istatistical iand ifuzzy ilogic iconcepts ifor ifeature 
ievaluation, ias iwell ias, ia ifeature iclassification ischeme ifor 
inetwork iintrusion idetection, iwhich iprovides ia ibetter 
iunderstanding iof ithe ihuge inumber iof ifeatures ithat ican 
ibe iextracted ifrom inetwork ipackets. iDespite ithe ifact 
ithat iwe iconcentrate iour iresearch ion iTransport, 
iNetwork, iand iNetwork iAccess ilayers iof ithe iTCP/IP 
iArchitecture iModel, ithe iproposed ifeature ievaluation 
imethod ias iwell ias ithe ifeature iclassification ischema ican 
ieasily ibe iapplied ito iother ilayers iof ithe iTCP/IP 
iArchitecture iModel, ior iOSI istandard. iWe ianalyze ithe 
iperformance iof ia iset iof i671 inetwork ifeatures ithat iare 
idirectly iextracted ifrom ithe inetwork ipackets. 
iFurthermore, ieach iof ithe istudied ifeatures ihas ivarious 
ituning iparameters ithat iplay ian iimportant irole iin 
ievaluation iprocess. iThe ituning isensitivity iof ia ifeature iis 
ifactored iin iby istudying ia iset iof i180 idifferent ituning 
ivalues ifor ieach ione iof ithe istudied ifeatures. iIn iorder ito 
ievaluate iour iresults, iwe ihave icarried iout iour 
iexperiments ion ithree idifferent ireal-world inetwork 
idatasets. The iexperimental iresults, iempirically iconfirm 
ithat ithe iproposed ifeature ievaluation imodel ican 
isuccessfully ibe iapplied ito idetermine ithe iimportance iof 
ia ifeature iin ithe idetection iprocess. 

 

3. SUMMARY OF CONTRIBUTIONS 
 
The imain iaim iof ithis iresearch iis ito iidentify iand 

iclassify ithe inetwork ifeatures ithat ican ibe iextracted 

ifrom iEthernet, iIP, iTCP, iUDP, iand iICMP iprotocols, ias 

iwell ias ito istatistically istudy itheir iimportance iin 

icontext iof idetecting ithe imain itypes iof inetwork 

iattacks.iThe imain icontributions iof ithis ipaper iare 

ilisted ibelow. 

• Identifying iand istudying imore ithan i671 

inetwork ifeatures irelated ito ieach ipacket 

iencountered iin ithe inetwork;  

• Introducing ia inovel iclassification ischema 

iregarding ithe inetwork ifeatures ithat ican ibe 

iused ifor iintrusion idetection. 

• Proposing iand iidentifying ithe itypes iof itunings 
ithat ican ibe iused ito iadjust ithe iperformance iof 
ieach ifeatures ibased ion iits ifeature itype. 
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• Proposing iand iimplementing ia ireal-time ifeature 
iconstruction imodule ithat iextracts iall ithe i671 
ifeatures. 
 

• Proposing, ifor ithe ifirst itime, ian iindependent 
icriteria imethod ifor isingle ifeature ievaluation iin 
ithe idomain iof iintrusion idetection iand,  

• Identifying ithe iset iof ifeatures ithat iare imost 
isuitable ifor iintrusion idetection iin ithe icase iof 
iDenial iof iServices i(DoS), iProbing, iand iRemote 
ito iLocal i(R2L) iattacks. 

4. DATA COLLECTION IN INTRUSION DETECTION 

 Data iacquisition iis ione iof ithe ibiggest ichallenges ithat ia 

inetwork isecurity isystem imust iundertake. iThe idecision 

ion ithe iamount iof idata, iand ithe itype iand iplace iof ithe 

idata icapturing iprocess idramatically iinfluences inot ionly 

ithe iperformance iof ithe isystem, ibut ialso iits 

itrustworthiness iand idetection iscope. iBased ion ithe itype 

iof idata ithat iis icollected, ithe iIDSs ican ibe iclassified iinto 

ifive imain icategories ias ifollows: 

i. Application-integrated iIDSs: iare ithose iIDSs ithat 

icollect ithe idata iout iof ia isingle iapplication. 

iThey ihave ian iembedded isensor iinside ithe 

iapplication iitself ithat icollects iand isends ithe 

iextracted ifeatures ito ithe iIDS ifor iprocessing.  

ii. Application-based iIDSs: iare ithose iIDSs ithat 

imonitor ionly ione iapplication iby itransparently 

icollecting inecessary idata. iThis iis idone iby ithe 

iuse iof iexternal isensors ithat idetect iand icapture 

ithe idata iexchanged ibetween ithe imonitored 

iapplication iand ithose ithird iparty ientities i(e.g., 

iapplications, ihosts) ithat iit iinteracts iwith.  

iii. Host-based iIDSs: ievaluate iand ikeep itrack iof 

ithe iwellness iof ia ihost ias ian ientity iby 

imonitoring iits iapplications. 

 

iv. Network-based iIDSs: iare ithose iIDSs ithat iare 

imeant ito iprotect ithe inetwork ifrom iitself. iThe 

inetwork iis ipictured ias ia icollection iof ihosts 

ithat iinteract iby iexchanging imessages ithat iare 

itransferred ithrough iwires i(i.e., iin ithe icase iof 

ia iwired inetwork) ior iradio iwaves i(i.e., iin ithe 

icase iof iwireless inetwork). iThe isensor iof iIDS 

icollects idata iby isniffing iit idirectly ifrom ithe 

inetwork itraffic iin ia itransparent iway. 

v. Hybrid iIDSs: iuse itwo ior imore iof ithe 

ipreviously idescribed itechniques iin iorder ito 

icollect idata. 

 5. PROPOSED MODEL FOR THE FEATURE 
EVALUATION 

 The iproposed imodel ifor ithe ifeature ievaluation ito 
iperform ia icomprehensive ifeature ievaluation, iwe ineed 
ito iapply ia igood ievaluation itechnique iover ia irelative 
ilarge inumber iof inetwork ifeatures. iTo iensure ithat ithe 
iselected ifeatures ireasonably icover iall ithe itypes iof idata 
ican ibe iextracted iat ithe inetwork ilevel, iwe ipurpose ia 
iFeature iClassification iSchema ifor inetwork ifeatures ithat 
iis ialso iintended ito iimpose ithe ifirst icentralized 
istandard iin ithe iresearch icommunity iregarding ithe 
ivarious itypes iand inames iof ithe inetwork ifeatures 

 
 We istudy ivarious ituning iparameters ithat iplay ia 
isignificant irole iin ithe iperformance iof ieach ifeature. iIt 
iis iwidely iknown ithat ia ipoor ituning istep iwill ilead ito 
ipoor idetection iperformance, ias iopposed ito ia 
ireasonable ituning ithat iwill isignificantly iboost ithe 
iattack idetection ichances. Finally, iwe iexplain iour 
iproposed ifeature ievaluation itechnique. iThe itechnique 
iuses ia icombination iof istatistical iand ifuzzy ilogic 
imethodologies ito iaccess ithe iperformance iof ia ifeature 
iagainst ia iparticular itype iof iattack. iThe iassessment 
itakes iinto iconsideration inot ionly ithe iperformance iof 
ieach ifeatures iagainst ithe icurrent itype iof iattack, ibut 
ialso ithe ipotential iof ithe ifeature ifor iproducing 
imisclassified iexamples iand ifalse ipositives. iMore 
ispecifically, ithe iproposed iwork ifalls iinto ithe ifeature 
idependency imeasure iclass iof ithe iindependent ievaluation 
icriteria itechnique ifor ithe isubset ievaluation istep iof ithe 
ifeature ievaluation iprocedure. 
 

5.1 Defining the membership functions for the 
output 

We ihave ipreviously iidentified ithe inumber iof ilinguistic 
iterms iused ito idescribe ithe ioutput, ias iwell ias itheir 
isemantical iorder, ithat iis: ibest, ibetter, igood, ibad, iworse, 
iand iworst. iNext, ithe iprocedure ifor idefining ithe 
imembership ifunctions iuses ithe isame imethod ithat iwas 
ipreviously iused iin iexcept ithat iin ithe icase ithere iare 
isix ilinguistic iterms. iFigure i1 igraphically idepicts ithe 
iresulting imembership ifunctions. 
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6. STUDY OF ARCHITECTURE AND 
IMPLEMENTATION 
 
 The iwhole isystem iis iimplemented iby iusing ia imixture 

iif iC++, iJava iand iMATLAB ilanguages ias iwe ishow iit ifit 

ifor icertain itasks. iFor iinstance, iwe iused iC++ iunder 

iLinux ito iimplement ithe ifeature iextraction iprocess, 

isince ithis itask iis itime icritical iand iis idesigned ito 

iwork ion-line iand iin ireal-time. iConversely, isome iparts 

iof ithe ifeature ievaluation iprocess iwere iimplemented iin 

iMATLAB iand iJava iunder iWindows isince ithose itask 

iwere inot itime icritical iones, iand ialso ibecause iMATLAB 

iand iJava ilanguages ioffer ia ihigh inumber iof ilibraries 

ithat ifacilities ithe iimplementation iprocess. 

 The iremaining ipart iof ithis ichapter iis iorganized ias 
ifollows.iThe ioverall itop-level idesign iof ithe 
iimplementation, ifollowed iby iimplementation idetails ifor 
iall iof ithe imajor iprocessing iblocks igiven. The 
iconclusions iare idrawn. 
 

6.1 Top-level Design 
 
 The ioverall ifeature iextraction iand ievaluation iprocess iis 
idepicted iin ifigure i2. iAs iseen iin ithe ifigure, ithere iare 
ithree itypes iof iinput idata ithat ithe isystem irequires ias 
ifollows: ithe ituning icombinations, ithe iactual idata, iand 
ithe ilabels iof ithe idata. iThe isystem iis idesign ito iread 
ifrom ialready isaved iTCP idump ifiles, iand ican ibe ieasily 
iextended ito isniff ipackets idirectly ifrom ithe inetwork. iIn 
iorder ito ianalyze ithe idata, ithe isystem irequires iit ito ibe 
ilabeled. iIn ithe ibest icase iscenario ithis ican ibe iprovided 
iupfront ithrough ia ilabeling ifile, ior ican ibe iappropriated 
iat ithe iruntime. iThus, ithe isystem iis idesigned ito ibe 
iindependent iof ithe idata ilabels, iwhich imakes ithe ithird 
iinput iof ithe isystem ioptional i.The ifirst iprocessing iunit 
ithat ithe idata igoes ithrough iis ithe iFramework ifor iReal 
iTime iNetwork iFeature iConstruction imodule. iThis imodule 
iis idesign ito ibe ia ihighly icustomizable, istand-alone 
iapplication ithat, ibased ion ithe ifeature iclassification 
ischema iproposed iproduces ia itotal iof i671 ifeatures ifor 
ieach iindividual ipacket ithat iit iencounters. 

 
Figure i2: The ioverall iview iof ithe iimplementation 

iblock idiagram. 

 Once ithe ifeatures iare iproduced ithey iare isent ito ithe 
iStatistical iProfiler iModule, iwhere iprofile icreation, 
iprotocol iand iattack ifiltering ihappens. iSince ifor iattack 
ifiltering ithe isystem ineeds ito iknow ithe iexact ilabel iof 
ithe idata, iin iparallel iwith ithe ifeature iextraction 
iprocess, ithere iis ia ipacket ilabeling iprocess iwhich 
iconsists iof ia iDetection iModule i(see iSection i4.2), iand 
ian iAlert iAggregator i(see iSection i4.3) ithat iworks 
itogether ifor iattack ilabel iextraction. iThese itwo 
imodules iwill ibe ibypassed iin ithe ievent iwhen ithe 
ilabels iare ialready iprovided ithrough ian iexternal 
ilabeling ifile. 

The iprofiles iproduced iby ithe iStatistical iProfiler iModule 
iare itemporarily isaved iin ithe icustom-made idatabase, 
iwhich iallows ithe inext iprocessing ilevel ito iuse ithem 
ionce iall ithe iprofiles iare icomputed. iFurthermore, ia 
isecond ifunctionality iof ithe iStatistical iProfiler iModule iis 
ito iestimate ithe ipotential inumber iof ifalse ipositives 
ithat ieach ifeature imay iproduce iunder icertain itunings. 
iOnce ithis itask iis idone, ithe iresults iare isaved iin ithe 
iFalse iPositives iDB. iThe ilast iprocessing istep iis 
iperformed iby ithe iFeature iEvaluation iModule. iThis 
imodule iimplements ithe icore iof iour iproposed 
ievaluation itechniques ias idescribed iin iSection i3.3. iIt 
ihas iinput iboth ithe ifeature iprofile ias iwell ias ithe 
ifeature ifalse ipositive iestimation, iand iit iproduces ithe 
ifinal iresults. 
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 In iorder ito iverify ithe iexperimental iresults, ithe 
ipackets iand ithe iassociated ifeatures ithat iare iproduced 
iby ithe iConnection iReconstruction i& iFeature iExtraction 
iModule iare ialso isent ito ia iFeature iPerformance 
iTesting iModule ithat iempirically ievaluates ithe 
iperformance iof ieach iindividual ifeature iand isends ithe 
iresults ito iDisplay iModule. 

7. CONCLUSION AND FUTURE WORK 

Internet iand idata ifraud ihas ibecome ione iof ithe imost 
ichallenging icybernetic iacts ithat isecurity iofficers iaround 
ithe iworld itry ito icombat. iThe imore icritical iand 
iconfidential ithe idata iis imore iappealing iit iis ifor 
iattackers. iThe iimpact iof ia isuccessful iattack ion ian 
iinstitution ican ihave idisastrous iconsequences isuch ias 
iprivacy ibreach, idata iloss, ior iservice iinterruption. 
iResearchers iaround ithe iworld iconstantly idevelop iand 
iimprove iNIDS ithat iare imeant ito icombat isuch ithreats. 
iFor ia iNIDS ito ifunction iproperly iall iof iits ibuilding 
iblocks iand iprocessing icomponents ineed ito ibe iproperly 
idesigned. iThe ifeature iselection istage iis ione iof ithe ifirst 
isteps ithat ineeds ito ibe iaddressed. iThis istep ican ibe 
iconsidered iamong ithe itop imost iimportant iones, isince 
ithe ioverall iperformance iand idetection iscope iof ithe 
iNIDS idirectly idepends ion iit. iThe ilack iof ia igenerally 
iaccepted ifeature iclassification ischema ias iwell ias ithe 
ilack iof ia ideterministic inetwork ifeature ievaluation 
iprocess imake ithe ifeature iselection istage ian iexpert 
idriven itask ithat idoes inot inecessarily ilead ito ithe 
iselection iof ithe ibest ifeatures ifor ithe idetection 
ipurposes. iDespite iits iimportance iwe ibelieve ithat ithe 
ifeature iselection iphase ifor iintrusion idetection ihas inot 
ibeen isufficiently istudied iand iexplored iby ithe iresearch 
icommunity. iThe imain ifocus iof ithis iresearch iis ion 
imining ithe imost iuseful inetwork ifeatures ifor iattack 
idetection. iIn iorder ito ido ithis, iwe iproposed ia inetwork 
ifeature iclassification ischema ias iwell ias ia ideterministic 
ifeature ievaluation iprocedure ithat ihelps ito iidentify ithe 
imost iuseful ifeature ithat ican ibe iextracted ifrom inetwork 
ipackets. iTo iour iknowledge, ithe iproposed iwork ipioneer 
ithe iresearch iin ithe ifield iof iindependence ievaluation 
icriteria ifor inetwork iintrusion idetection. iThe inetwork 
ifeature iclassification ischema iis imeant ito iprovide ia 
ibetter iunderstanding iupon ithe itypes iof ifeatures ithat 
ican ibe iextracted from ithe inetwork ipackets. iThe ifeature 
ievaluation iprocedure iis imeant ito iprovide ia 
ideterministic iway ifor ipinpointing ithose ifeatures ithat 
iare iuseful iin ithe iattack idetection iprocess. iIn iorder ito 
ibe iable ito iconduct iour iexperimental iresults, iwe ifirst 
iused iour iproposed ifeature iclassification ischema ito 
iselect ia icomprehensive iset iof inetwork ifeature. iThis iset 
iincludes ifeatures ifrom ieach iof ithe i27 ifeature 
icategories ithat ithe iclassification ischema ihas. iNext, 
ibased ion ithe iunderlying iimplementation iof ieach itype 
iof ifeature iwe ihave iidentified ia iset iof ifour ituning 
iparameters ithat idramatically iinfluence ithe iperformance 

iof ieach ifeature. iThroughout ithe iexperimental iprocedure 
iwe iused ia iset iof i180 idifferent ivalues ito iobserve ithe 
iperformance iof ieach ifeature, iits istability iand isensitivity 
iof idifferent itunings. iNext, iwe iconsider ithree idistinct 
idatasets ithat ihelps ius iexperiment ithe iresults iof iour 
ievaluation iprocedures iagainst idifferent itypes iof idata. 
iThese ithree idata isets iare icollected ifrom ithree 
icompletely idifferent inetworks. iThe icommonality 
ibetween ithe ithree idatasets iis ithat ithey ihave ireal 
inetwork iattacks. iThe idifference ihowever iis iin ithe itime 
iof icollection, isize iof ithe inetwork, ithroughput, iand ialso 
ithe itypes iof iusers ithat ithe inetworks ihave. iThis 
idiversity ihelps ius ibetter iunderstand ithe ioutput iof iour 
ievaluation itechniques iunder idifferent inetworks iand 
iconfigurations. iFinally, ithe iproposed ifeature ievaluation 
imethod iis iapplied ion iall ithe ifeatures, itunings, iand 
idatasets ito iproduce ithe ifinal iresults. iThe iprocedure 
iuses imathematical, istatistical iand ifuzzy ilogic itechniques 
ito irank ithe iparticipation iof iindividual ifeatures iinto ithe 
idetection iprocess. iThe ipresented iexperimental iresults 
iempirically iconfirm ithat ithe ifeature ievaluation imodel 
ican isuccessfully ibe iapplied ito imine ithe iimportance iof 
ia ifeature iin ithe idetection iprocess. iTo ievaluate iour 
iresults iwe iused ia imining ialgorithm iand istudy iits 
iperformance iover ithe iselected ifeatures. iThe iempirical 
iresults ishow ithat ithe iperformance iof ithe imining 
ialgorithm iwas idirectly iproportional iwith ithe ifeature 
iimportance ias icomputed iby ithe ifeature ievaluation 
ialgorithm. iFurthermore, iwe ihave ialso ishown ithat 
ifeatures ithat iare ifound iin itwo ior imore idatasets iare 
iranked ihigher iby ithe iproposed ifeature ithat iare ifound 
iin itwo ior imore iare iranked ihigher iby ithe iproposed 
ifeature ievaluation ialgorithm ithan ithe iones ithat iare 
ifound iIn ionly ione idataset. 

7.1 Future work  
 
The iproposed iwork iexplores ia inew idirection iin ithe 
ifeature iselection iprocess iusing ia iindependent 
ievaluation icriteria iprocedure ifor iintrusion idetection. 
Thus, ithere iare imany iextensions iavenues iof ithis iwork 
ithat ican ibe iexplored iin ithe ifuture; isome iof ithose iare: 

• The icurrent iwork iexplores ithe iperformance iof 
ieach ifeature iindependent iof iothers. iThis ishould 
ibe ionly ithe ifirst istep iin ithe ievaluation iprocess. 
iSince ithis istep iis ialready iestablished, iit ican ibe 
ifurther iused ifor idesign iof ia ifeature ievaluation 
imethod ithat iwill iconsider, iat ithe inext ilevel, ithe 
ifeature iinterdependencies iand itheir iinfluence iover 
ithe ifinal idetection iperformance. 

• The icurrent iuses ithe ithree idatabases ifor ithe 
ievaluation iprocess; ihowever, inone iof ithe 
idatabases iare iideal ifor ithis itask. iAn iideal 
idatabase ifor ithe ifeature iselection iprocess iwill 
ineed ito isatisfy iseveral irequirements isuch ias: 
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1. Labels ineed ito ibe iprovided iat ipacket ilevel 

2. The inormal idata ineeds ito ibe icollected i(and 
ifiltered iof iattacks) ifrom ia ireal inetwork. 

3. There imust ibe ia iconsiderable inumber iof 
iattacks ifrom ieach iattack itype ithat iis ito ibe 
iconsidered iin ithe ifeature ievaluation iprocess. 

4. Both iattacks iand inormal idata imust ibe ireal, I 
not isimulated. 

• The icurrent iwork idoes inot idifferentiate ithe 
ifinal iresults ibased ion ithe ispeed iof ithe 
iattacks. iWe ibelieve ithat ian iinteresting 
ifurther istudy iwould ibe ito ianalyze ithe iset iof 
ifeatures ithat iare iappropriate ifor ifast ior islow 
iattacks. iHowever, ito ido ithat, ithe idataset ithat 
iwill ibe iused ineeds ito ihave ian iequal inumber 
iof iattacks iin ieach iof ithe iattack icategories 
ithat iwill ibe istudied. 

• Even ithough ithe icurrent iwork iconsiders 
idifferent ituning ivalues ifor ievaluating ithe 
ifeatures, ifurther iexploration iin ithis iresearch 
idirection iwill iideally ilead ito ituning 
irecommendations ifor idifferent inetworks. iThis 
itask iis iquite ichallenging isince, ito ido ithis, 
iseveral ifactors ineed ito ibe iconsidered ias 
ifollows: 

1. Multiple idatasets ineed ito ibe iconsidered iat ithe 
isame itime. iThese idatasets ineed ito ibe iextracted 
ifrom ia iset iof idiverse inetworks. 

2. Each idataset ineeds ito ihave ithe isame iset iof 
iattacks iso ithat ia icomparison ibetween ithe 
ifeature/tuning iperformance ican ibe imade. iHaving 
ithe isame iset iof iintrusions iin imultiple idatabases 
iwill iallow ithe iresearchers ito iconsistently icompare 
ithe ifeature/tuning iperformance ibetween idatasets 
iand ito ireport ithe ibest ituning ivalues. 

3. The ireporting iof ithe ituning ivalues ineeds ito ibe 
idone iproportional iwith ivarious iattributes i(such ias 
ithroughput iand isize) iof ithe inetwork isince ia 
ispecific ivalue i(e.g., i5) iwill inot ihave iany imeaning 
iwith irespect ito iother idatabases 

 The iresult iof ithe icurrent iwork ican ibe iused ito icreate 
ia ilabeling itechnique ifor iunsupervised ianomaly 
idetection isystems. iThis igoal ishould ibe ieasily 
iachieved isince iit iis ialready iknown iwhich ifeatures 
iare ibest ito idetect icertain itypes iof iattacks, iand iby 
imonitoring itheir ivalues iin iparallel iwith ithe 
idetection isystem, ia imethod ican ibe iproposed ito 
icreate imeaningful iattack ilabels 

 

The inormal idata ineeds ito ibe icollected i(and ifiltered iof 
iattacks) ifrom ia ireal inetwork. 
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