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Abstract: A system of facial recognition is a computer 
program for a person to automatically recognize or verify 
from a digital image or a video source. This can be done by 
comparing selected face characteristics from the picture and 
the face database. Face recognition is one of the most 
important biometric methods. The recognition function is 
performed by obtaining the facial features from an image of 
the user’s face. However, the current facial authentication 
system, for instance, the attendance system that uses an 
image-based approach, has a few drawbacks especially by 
hacking and granting access to an unauthorized person who 
does not work in that industry. The proposed system would 
build a video-based mechanism based on the drawbacks of 
the current existing system by establishing a dynamic face 
authentication system. During the user verification, it will be 
checked by video instead of checking photos in this proposed 
system. As a result, this system will be more secure for access 
control. This system can be used in industries, residential, 
and many more. 
 
Keywords: Face Authentication, Dynamic System, Video-
Based Approach. 
 

1. INTRODUCTION  

 

The level of security implemented in any project 
management software [32] determines how secure the 
project is going to be. This includes the privacy and 
confidentiality of our data, as well as infrastructure 
security, and network stability. We need to understand the 
risks and what cyber-criminals are searching for, to 
understand security better. While ransomware (encrypting 
files and demanding money to get them back) and major 
frauds dominate the headlines, something far and less 
apparent is what most companies face. The offenders 
simply want to steal our data as well as our business and 
personal information. 

 
Hackers and scammers will open us up if there is 

too little security. But too much security can limit our own 
team's access to the data that they need. Only when 
security is regularly addressed and referred to at any stage 
of the planning and implementation of a project, then only 
can the awareness increase. Facial recognition limits and 
restricts access to information to those who own it. It made 
authentication fairly simpler, with nothing much to be 
fitted and lots of information within minutes to reach. 

The facial authentication program has been used in 
the top institutions and workplaces as a test of securities to 
ensure there is no space for vandalism. This type of 
software leaves no room for human error at all and is a big 
helping hand. Authentication is the method of deciding 
whether someone is really who or what they believe 
themselves to be. The authentication method gives control 
of system access by checking if the user data matches the 
credentials throughout the authenticated user database or 
authentication server program. Authentication is important 
because it allows businesses to safeguard their networks 
by allowing only authenticated users or processes to access 
their protected resources, which can involve computer 
systems, networks, databases, websites, and other software 
or services based upon the network. The password-based 
vulnerabilities in authentication are sometimes solved with 
smarter usernames and password rules such as minimum 
length and difficulty stipulations, such as capitals and 
symbols. Password-based authentication and 
authentication based on knowledge are more vulnerable 
than systems that need multiple separate methodologies.  

 
In paper [9], there are different types of 

authentications such as Two-factor authentication, Multi-
factor authentication, One Time Password authentication, 
API authentication, Public-key Cryptography, and 
biometrics authentication. In Biometric authentication, 
there are many types such as: - 1) Signature Dynamics, 2) 
Eye Scans, 3) Fingerprint Recognition, 4) Hand or palm 
geometry, 5) Voice Recognition, and 6) Facial Recognition. 
Some other authentication types are: 

1. Email Authentication 

2. Database Authentication 

In paper [25], cloud computing has an on-demand 
delivery over the online platform of wages-as-you-go IT 
service providers, which increase costs. Rather than 
procure, own as well as operate physical cloud servers, a 
cloud service like Amazon Web Services (AWS) can acquire 
internet services including computing, storage, and 
database systems, as required. 

 
There are some benefits to this. We could swiftly 

change resources from service providers like processing, 
storing, as well as database systems to the IOTs, machine 
learning, data lakes, as well as for analytics, and much 
more, and hence, it provides agility. With cloud services, to 
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interact with future access levels of corporate tasks, we will 
not have to excessively-provide resources upside. To 
expand and shrink capability as the business needs shift, 
we will instantly reduce the operating costs of those tools 
thereby providing us elasticity. Cloud computing enables 
us to swap capital expenditure economic costs (like data 
centers and physical servers), and charge for using its 
services for a lower amount. Hence, it is cost-saving. 

 
 In most of the existing solutions [14], the face 
authentication system is static and image-based. When a 
person comes in front of the camera, the face of that person 
gets captured, and it gets checked with the face image that 
is uploaded to the database; if the person is verified, then 
the person is allowed to enter and if the person is not 
verified, then the person is not allowed to enter. Here, the 
image processing method is used for face authentication. 

 
 The drawback of the existing system [20] is that it 
is not secure, even with additional security in the system. A 
hacker can easily hack the system and then upload a fake 
profile of a person that he or she desires, who could be a 
criminal. Once the profile is uploaded, then that person 
could enter the building and no one would know that the 
person is unauthorized.  

However, the video stream processing of facial 
images has already been gaining growing attention in 
biometric technology. A possible outcome of using data 
integrity that’s present in the video frames to focus on 
improving still picture systems is an instant advantage 
when using video data. While a substantial amount of study 
has been performed in comparing still facial photos, the use 
of face detection videos is much less investigated. The very 
first stage of video-based face recognition (VFR) is to 
conduct identification, where a gathering of videos is jump-
matched to identify the possible suspect in all occurrences. 
 

In common, VFR methods [16] can be divided into 
two groups depending on how we exploit the wide range of 
information present in a video frame: sequence-based, and 
(ii) set-based, then at a top standard, what separates these 
different objectives is not whether they use temporal 
features. 
 

So, by using this method, the system will be able to 
check the AWS bucket where the video is stored so that the 
person who is at the gate is granted access or is rejected 
accordingly. 
 

Based on the above reading, we proposed a face 
authentication system dynamically using the video-based 
method.

2. PROPOSED SYSTEM 

 

 

 
Figure 1 - Working of the Security Protocol 

 
● From this system (Fig, 1), a safer way to facial 

authentication can be offered to industries, offices, 
buildings, and residential apartments. 
 

● In the existing system [4], the user’s picture is 
captured by the camera at the entrance. Then the 
system checks if the user is registered or not by 
checking his/her picture from the database. This 
method is proven to compromise security at times. 

● In the working of the security protocol (Fig. 1) 
when a user reaches the entrance, the camera at 
the entrance will capture the user’s face to allow 
his/her entry. A video-based approach is used in 
the proposed solution, in which a video is taken 
and saved into the AWS Bucket. Then, the video is 
checked frame by frame dynamically with the 
other existing videos present inside the AWS 
bucket. And this footage is picked up directly from 
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CCTV cameras present in the industry, office, etc. 
for a more secure system. 
 

● If the user is registered, then he will be granted 
access to enter the premises. And if the user is not 
registered, an alert will get generated to the 
security team that he/she is not authorized or not 
registered. The alert will get generated on a web 
portal for the Security Team to keep track of the 
security. 
 

● So, the security team determines whether to allow 
a person inside or not after the alert is witnessed. 

If the individual is allowed, then a new user with a 
new ID is created and the video is saved inside the 
AWS bucket [25][26]. 
 

● If an unregistered user comes to visit the premises 
after the working hours, the user will not be 
allowed inside. The video of the user that is 
captured will get deleted. However, his/her picture 
will be captured and the name and the time of the 
visit will get stored in the database for security 
purposes

 

 

 
Figure 2 - Video-based Approach 

 
● In the video-based approach figure (Fig. 2), the 

video is checked frame by frame dynamically with 
the other existing videos present inside the AWS 
bucket. And this footage is picked up directly from 
CCTV cameras present in the industry, office, etc. 
for a more secure system. 
 

● In the existing systems [5], static facial 
authentication methods are being used. However, a 
dynamic facial authentication method will be used 
in the proposed system. 

 

2.1 Mathematical Model 

 

Local Binary Pattern (LBP) [29] is a fast and 
convenient way operator that identifies the pixels in the 
image by thresholding almost every pixel's neighbourhood 
as well as considers the outcome as a binary number 
 
Algorithm description of LBP: - A more normal 
description of LBP can be written as: - 

  
with the help of xc and yc as central pixel with intensity ip 
and ic of the neighbour pixel S is sign function defined as: - 

 
 
 This definition helps you to capture an image with 
very fine-grained descriptions. The authors were able to 
compete for texture classification with state-of-the-art 
tests. It was noted soon after the operator was written that 
a fixed neighbourhood fails to encode information that 
varies in size. Therefore, the operator has been generalized 
in [AHP04] to use a variable neighbourhood.  The idea 
is to match an arbitrary number of nearest neighbours with 
a variable radius on a circle, which allows the following 
neighbourhoods to be captured: 
 
 

 
 
For a given point xc and yc, the position neighbour xc, yc, pϵP 
can be calculated by: - 
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where R is the radius of the circle and P is the number of 
sample points. 

 

The LBP operator is by default robust against 
monotonous gray-scale transformation. By looking at the 
LBP picture of a digitally transformed image, we can easily 
notice how an LBP image looks like. 
 

 
 

2.2 Results 

2.2.1 Face Data set: - 
 

 OpenCV (Open-Source Computer Vision Library) 
[30] is also an open-source computer vision and 
application library for machine-learning. OpenCV was 
designed to provide a shared computer vision platform and 
to promote its use of machine perception in commercial 
applications. As a BSD-licensed software, OpenCV [30] 
allows the use and modification of the code for companies. 
 

OpenCV face recognizer [31] accepts information 
in a given format to know which face belongs to which 
person. It has two vectors to it:  

 
● One is a human's face.  
● The second is the labels of an integer for each face. 

 
In data gathering (Fig. 4), the face is detected in the 

stored video which is downloaded from the S3 storage 
provided by the AWS services. Then, 30 images of that 
detected face are captured, which will get used for training 
the model. 
 

All the 30 images will get stored in the dataset 
folder with a unique user number and will get uploaded in 
the database. 
 

In the face dataset module (Fig. 3), the process of 
data gathering is explained which will be required for 
creating a face dataset. 

 
 

Figure 3 [21] - Face dataset module 
 
The steps to create the data set are: 
 

1. Read all the videos from the AWS bucket. 
2. Extract unique user ID and also images of the 

person containing the unique user ID. 
3. Read all the person's images, and apply face 

detection to each of them. 
4. Add each face-to-face vector with the unique user 

ID of the corresponding individual. 
 

The data gathering figure (Fig. 4) depicts how the 
face is detected and how the unique user id is used to store 
the face dataset. 

 

 
 

Figure 4 - Data gathering 
 

30 images are captured from the video (Fig. 5). and 
this is how the face dataset can get stored in the specific 
user dataset folder, respectively. 

 

 
Figure 5 - Images captured from video 

 

In the AWS bucket (Fig. 6), after the dataset folder 
is created, the entire folder is uploaded to the bucket under 
the images' folder. 
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Figure 6 - AWS Bucket 

2.2.2 Face training: - 
 

 OpenCV uses a different type of face recognition 
method, they are: - 

1. Eigenface 
2. Fisherface 
3. Local binary pattern Histogram (LBPH) 

In this project, the local binary pattern histogram 
(LBPH) method has been used. 

The images which are stored in the dataset folder 
are then used to train the model which can detect that 
particular person. 

In the face training module (Fig. 7), the trainer will 
get the dataset and the assigned user id for training and 
storing the data in the trainer.yml file. 

 

 
 

Figure 7 [21] - Face training module 
 
 Once the face dataset module is initialized, the 
Haar cascade trainer will get used to training our model. 
 

The training facial dataset (Fig. 8) depicts the 
process of training, which takes a few seconds to get 
trained. The time to train depends on the number of images 
present in the database. 

 

 
 

Figure 8 - Training facial dataset 

2.2.3 Face Recognition: -  
 

In the face recognition module (Fig. 9), the system 
detects the face to check whether the face is detected or 
not. 
 

Then, the system takes the help of the trained 
model (trainer.yml file) to check from the database 
whether the person is recognized or not. 

 

 
 

Figure 9 [21] - Face recognition module 
 
 In the recognition accuracy figure (Fig. 10), after 
using the given face dataset, gathered from the uploaded 
video and trained dataset file, we got the recognition 
accuracy of 70% from the webcam. The recognition 
accuracy will increase for higher quality cameras. 
 

 
 

Figure 10 - 70% Recognition Accuracy 
 

The integrated module workflow figure (Fig. 11) 
shows how all the integrated modules will work together, 
right from the data gathering of the face dataset to the 
facial recognition of the person. 
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Figure 11[21] - Integrated module workflow 
 

The table for factors affecting the recognition 
accuracy (Table 1) shows us about the performance 
evaluation of our proposed video-based method. 
 

Table 1 - Table of factors affecting the recognition 
accuracy. 

 
No. of 
test 

images 

No. of 
recognize
d images 

Accuracy Remark 

Dataset1 
(30) 

30 100% 
Due to the usage of 
a higher camera 
quality. 

Dataset2 
(30) 

26 86% 

Due to lower image 
quality captured 
from a general 
webcam. 

Dataset 3 
(30) 

24 80% 

Due to different 
illumination 
conditions captured 
from a general 
webcam. 

Dataset 4 
(30) 

21 70% 

Due to different face 
orientation & lower 
image quality 
condition captured 
from a general 
webcam. 

 
The pie chart for the recognition rate (Fig. 12) is 

the representation of the average the recognition accuracy 
rate from Table 1.  

 
Here, we get a false rate of 14% on an average 

because of the low camera quality as well as varying 
illumination conditions. However, we would easily be able 
to achieve a false rate of 5% or less with superior camera 
quality.  

 

 
 

Figure 12 - Pie chart for the Recognition Rate 
 
 The bar graph (Fig. 13) is a graphical 
representation of the factors that affect the recognition 
accuracy that can be observed in Table 1. 
 

 
 

Figure 13 - Bar Graph for factors affecting the 
recognition accuracy 

 

3. CONCLUSION 
 

Face authentication technologies have traditionally 
been associated with extremely expensive, top-secure 
applications. The core technologies have advanced today 
and due to innovation and rising processing power, the cost 
of equipment is dropping dramatically. Many face 
authentication technology implementations are now cost-
effective, dependable, and highly accurate. 
 

This system can be used efficiently to provide safe 
and reliable protection. It can, therefore, be used in many 
organizations as a key to security solutions, as it can 
recognize and convey people's identities. Hence, this 
rectifies the drawbacks of the existing systems. 
 

This paper has portrayed a survey related to face 
authentication. Here, we have surveyed the paper related 
to existing face authentication systems and their 
drawbacks. Therefore, there is a need for an efficient 
security system for facial authentication based on the cons 
of the existing systems. 
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