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Abstract - Cloud is a Centralized Architecture Server, which serves as a platform for every user of the cloud wanted to store data 
and sensitive information’s in safe secured storage space. The next logical stage in the growth of on-demand information 
technology services and products is cloud computing. Cloud computing will rely on virtualized resources to a considerable extent. 
Cloud computing allows IT skills to be reused, and it always includes current computing services such as distributed and grid 
computing. Users can perform a keyword-based search over encrypted material with searchable encryption. The majority of 
currently available searchable encryption systems are based on a single cloud server approach, which has some drawbacks, such as 
a single point of failure and hostile insiders. The multi cloud server strategy, on the other hand, provides more data availability and 
security. However, transferring existing keyword search strategies to the multi cloud will result in higher storage and search 
expenses, with no discernible improvement in data security. In addition, unlike single cloud, a challenge in a multi cloud 
environment is how to adequately check query integrity when certain cloud servers return inaccurate or incomplete data. We offer 
an iterative encryption approach to assure file privacy even if numerous cloud services collude with one another to ensure data 
security. 
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1. INTRODUCTION  

Cloud computing has several attributes, blockchain, forward approach, and cryptosystem-based approaches are accustomed to 
preserving security. The cloud infrastructure has several characteristics they're remotely hosted, ubiquitous, and commodified. 
Currently, several firms are delivering cloud services example Google, Microsoft, etc… Virtualization is an associate degree 
abstraction of execution of the cloud, so virtual machines are used. To preserve the info, the info is encrypted before 
outsourcing it to the cloud. Cloud sourcing is turning into a giant deal as a result of its high scale usage and has inexpensive 
suppliers. There are also problems concerning the policy and access that are overcome by the cloud organization. One of the 
main challenges of the cloud is the constant net throughout the storage of information. Cloud Computing is the sought-after 
network access split pool organized computing riches. 

1.1 SCOPE OF THE PROJECT 

With searchable encryption, users can do a keyword-based search across encrypted material. The bulk of searchable 
encryption solutions currently available are based on a single cloud server architecture, which has several disadvantages such 
as a single point of failure and hostile insiders. The use of several cloud servers, on the other hand, increases data availability 
and security. Transferring existing keyword search strategies to the multicloud, on the other hand, will increase storage and 
search costs while providing no noticeable improvement in data security. One of these services is Amazon Elastic Compute 
Cloud (EC2), which allows users to have a virtual cluster of computers available at all times through the Internet. On AWS, 
virtual computers have hardware central processing units (CPUs) and graphics processing units (GPUs) for processing, as well 
as local/RAM memory, hard disk/SSD storage, a choice of operating systems, networking, and pre-loaded application software 
such as web servers, databases, and customer relationship management (CRM). The project's goal is to integrate keyword 
search across various clouds so that users can quickly locate a specific file or data, and to prevent the involvement of third 
parties so that data is secure and protected. 

1.2 EXISTING SYSTEM 

Without needing to learn the plaintexts, searchable encryption allows a cloud server to conduct keyword searches on behalf of 
data users over encrypted data. The majority of currently available searchable encryption systems, on the other hand, only 
support single or conjunctive keyword searches, and the few schemes that can perform expressive keyword searches are 
computationally inefficient because they are built from bilinear pairings over composite-order groups. In existing systems, an 
expressive public-key searchable encryption technique in the prime-order groups outperforms existing schemes significantly 
by allowing keyword search rules to be defined in conjunctive, disjunctive, or any monotonic Boolean formulas. When a user 
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obtains data from a concerned person via the internet, unknown or invalid users may gain access to the data stored on a central 
server or database. It could result in data being lost or altered by a third party. Most existing PEKS methods, regardless of 
search authorisation, focus on data consumers' rich search functionalities. The framework allows clients to send encrypted data 
to the cloud, allows users to search for documents using different keywords, and allows them to check the server's response. 

2. PROPOSED SYSTEM 

Encrypting a file, then making n copies of it, and distributing the n copies to n cloud servers is a straightforward file distribution 
solution in numerous clouds. Users can still retrieve the file even if (n-1) cloud servers are offline in this situation, indicating that 
this distribution mechanism is highly reliable. The cloud server is merely aware that if it engages in unethical behavior, it will 
almost certainly be discovered. The suggested design reduces storage overhead on both the client and user sides. The retrieval 
time lowers as the number of documents increases, cutting storage costs for both parties. However, this method necessitates an 
excessive amount of storage overhead. Furthermore, because each cloud server has access to the entire encrypted file, we build a 
secure and reliable file distribution strategy in various clouds to strike a better balance between storage overhead, privacy, and 
reliability. We present an iterative encryption strategy inspired by the two-layer encryption scheme to preserve the privacy of 
data files even if numerous cloud servers start a collusion attack at the same time. In this system, users can also produce a unique 
code to gain access to a record from an authorized individual. It will provide users with a safe access method as well as protect 
unknown individuals from dangerous activities. 

 

Output-1: User login page 

 

Output-2: Registration  page 
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Output-3: Keyword Searching page 

 

Output-4: Response  page 

 

Output-5: AWS Cloud shell 
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Output-6: Fetched data from AWS Cloud shell 

3. CONCLUSIONS 

In this, we propose a solid and certain keyword search conspire in different mists, which permits the information client to 
perform catchphrase search in a safe, dependable, and unquestionable way. To begin with, we propose a solid and dependable 
document appropriation conspire, which guarantees security through iterative encryption and dependability by presenting RS 
deletion code innovation. Second, we plan a Bloom channel tree file structure and extend it to a multi cloud climate. Third, we 
execute a viable trustworthiness confirmation calculation that can rapidly check the respectability of inquiry results and 
recognize pernicious cloud servers. At long last, we do security investigation and exploratory assessment to check the security 
and viability of our plan. For the future work, first, we will investigate a quicker and more effective record dissemination 
conspire that permits clients to bear lower reproduction costs. Second, we will stretch out the protected hunt plan to 
accomplish fluffy question, positioning inquiry, and multi watchword question. 
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