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Abstract - Any type of proof of identity must be shown to 
complete any legal formality or verification process. 
Regardless of the industry in which a client wants to 
participate, whether it is banking, insurance, healthcare, 
technology, travel, education, or any other online service, the 
consumer is required to show Identity proof to prove that 
they are who they claim to be. Verifying customer identities 
can help to lessen the risk of identity theft. While validating 
IDs sounds great, it will take money, effort, and human 
resources to adopt secure document verification solutions as 
a corporation. The overly demanding authentication process 
degrades the entire client experience. While most customers 
despise the lengthy verification procedure, not having one 
diminishes brand trust and can lead to businesses losing 
more clients throughout the onboarding process. This 
project will help the different organizations in detecting 
whether the Id provided to them by their employees or 
customers or anyone is original or not as it is a verification 
portal. 

Key Words:  Computer Vision, Document Verification 
portal, documents verification, Tampered, analyzer, docs 
verification. 

1. INTRODUCTION  

We have recently witnessed the tremendous rate of 
globalization and its consequences for humanity. New 
technologies, such as the Internet and other networks, have 
both advantages and disadvantages. Speed, efficiency, better 
time management, access to an ocean of information, 
mobility, agility, automation, connectivity, remote sharing, 
better resource management, and the list goes on are just a 
few of the benefits of emerging technology. In a country like 
India, for example, Document Verification is a very hectic 
process. People need to stand in queue for the verification 
and the process is very slow. As also some people submit 
fake documents so the employees have to be very careful 
while checking Documents so it becomes very time-
consuming, sometimes the process takes months and 
months. So to overcome this issue we are making our 
project. 

Before we go into detail about how digital identity 
verification works, it's crucial to understand why 
organizations need to verify papers in the first place, 
whether using technology or by hand. Online document 
verification has two purposes: a: it protects against threats 
such as financial fraud and identity theft; b: it aids in 
industry-wide legal compliance.   

According to research - 2020 Identity Fraud Study: Genesis 
of the Identity Fraud Crisis published on 07 April 2020 By 
Krista Tedder, and John Buzzard, the overall damage from 
identity fraud in 2020 is expected to be around $16.9 billion. 
Theft of identities causes more than simply financial losses; 
it also leads to sexual, racist, and gender-related comments 
on social media, which can bring a slew of problems. 

The global epidemic of covid-19 has increased overall online 
transactions and digital banking, as well as the number of 
digital fraud and identity theft cases, causing more harm 
than good. Banks and financial institutions are investing 
heavily in AI-based identity verification systems to combat 
this form of fraud. 

2. Literature Survey: 

The section presents the existing work done for the 
verification system relating to multi-format document and a 
Generic Certificate Verification System 

2.1 Multi-Format Document Verification System 

In December 2020 a paper was published by Rajapakshe, 
Madura & Adnan, Muammar & Dissanayaka, Ashen & 
Guneratne, Dasith & Yapa Abeywardena, and Kavinga. 
(2020). 

The author presents the widespread distribution of bogus 
documents purporting to be from official sources on social 
media has increased public distrust and doubt. Currently, 
there is no easily accessible technique of document 
verification that the general public may use. Using digital 
signatures and Blockchain, this study presents a mechanism 
for multi-format document verification. To sign document 
contents extracted using Optical Character Recognition 
(OCR) technologies, authors use digital signature algorithms 
and convert the signature into a 2D barcode format. This 
code can then be used to extract the digital signature of a 
shared document, and OCR can be used to validate the 
signature. Furthermore, the authors offer an alternate 
method of verification in the form of forgery detection 
systems. These signed documents are maintained in a 
blockchain-based decentralized storage solution, increasing 
the solution's overall reliability and security. 
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2.2 A Generic Certificate Verification System for 

Universities. 

Obilikwu, Patrick, Usman, Karim, Dekera, Kenneth, and 
Kwaghtyo, Dekera published a paper in October 2019. 
(2019).  

One of the most crucial documents for a graduate is the 
certificate granted by educational institutions. Certificate 
verification is required to ensure that the certificate holder is 
real and that the certificate is issued by a trusted source. On 
the other side, verifying certifications is demanding work for 
the verifier (the prospective employer who wants to verify 
the certificate). A Certificate Verification System for 
Institutions (CVSI) is being developed to address this issue, 
and it uses a Top-Down Design technique and an iterative 
paradigm. A NoSQL database (MongoDB) is used for 
certificate storage, while PHP is used for front-end design. 
Table 1 summarises the outline of the publications that were 
examined. 

Understanding the importance of document verification for 
almost every official tasks; motivated us to choose this 
model to work with. While driving or traveling, we have to 
give our documents to authorized persons, and it takes a 
long time for them to verify them and return them to us. As a 
result, we decided to automate this task because we use it on 
a specific portal, but any organization can use it wherever 
they want, depending on their needs. Section 3 outlines the 
working architecture of the proposed model. 

3. System architecture 
 

This section highlights the working of the model “document 
Verification Portal” - docVP for user Document Verification 
Portal –uDVP. The uDVP accepts the documents and verifies 
their authenticity with the decision parameters (dp) as 
formulated in the equation (1) and equation (2). 
  

uDVP  Docupload  + Docverification  Eq. 1) 
 

 (Eq. 2) 

 
As outlined in figure 1, the model displays the User Interface 
that shows the front page of the website, which includes 
basic information about the website, a contact section, and a 
service section that offers a few document verification-
related services.  
 

The model works in three stages (refer to figure 2):  
Stage I: Registration/Login 
Stage II: Email verification and Document uploading 
Stage III: Document verification against the valid document 
 

For the new user, the work flow initiates with the 
registration process followed by the login process wherein 
authentic users can access the system with valid login 
credentials.  

 

Figure 1: System architecture of docVP 

Once a user has successfully logged in, the upload process 
of stage II starts as listed below – 
 
 Basic details are entered into the system  

{ First Name, Last Name, Contact No, Date of Birth } 
 User enters the email id to get the OTP on their mail for 

mail verification. 
 The user uploads the documents { PAN and/or Aadhar 

card } for verification 

In Stage III, once the user uploads the document and submits 
it; the system performs the following tasks: 

 

 Fetch the username and the verified email-id based on 
the input given 

 The base image is pulled out and is compared with the 
uploaded image.  

 The accuracy of the image is shared through email to 
the user. 

 

4. Process of Document Verification 

The method is based on notions of computer vision. 
Computer vision is an area of AI that teaches computers how 
to evaluate and comprehend images. Machines use digital 
images from cameras and webcams, as well as deep learning 
models, to reliably distinguish and classify objects, and then 
respond to what they "observe." Computer vision tasks 
include methods for getting, processing, analyzing, and 
comprehending digital images. 

In image processing, computer vision is primarily concerned 
with enhancing or preparing raw input images for use in 
other applications. Computer vision is concerned with 
gathering data from input images or videos to comprehend 
them thoroughly and predicting visual input in the same way 
that the human brain does.  

Is the greyscale conversion of the input and original photos 
required? Because many applications in image processing do 
not assist us in identifying the importance, edges of colored 
images and colored images are a bit complex to understand 
by machine because they have three channels while the grey 
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Table 1: Summary of the existing verification models 

 

Author(s) Method Approach Methodology 

Obilikwu, Patrick & 
Usman, Karim & 
Dekera, Kenneth & 
Kwaghtyo, Dekera 

A generic certificate 
verification system for 
Nigerian universities 

 

Top-Down Design 
approach with iterative 
model 

 Certificate verification is a difficult task for the 

verifier (the prospective employer who wants to 

verify the certificate).  

 Certificate Verification System for Institutions (CVSI) 

is developed, which employs a Top-Down Design 

method and an iterative model.  

 The system stores certificates in a NoSQL database 

(MongoDB) and uses PHP for the front-end design. 

Samit Shivadekar Document Validation 
and Verification System 

Digital Signature 
Certificate (DSC) 

 The system consists of a DigiVault [Digital Storage] 

website that may be linked to several government 

ministries.  

 Documents generated are digitally signed and 

authenticated by the website's government 

authorities who are authorized to do so.  

 Public Key Infrastructure is used to implement 

document digital signatures. 

Rajapakshe, Madura & 
Adnan, Muammar & 
Dissanayaka, Ashen & 
Guneratne, Dasith & 
Yapa Abeywardena, 
Kavinga 

Multi-Format Document 
Verification System 

Digital signature 
algorithms 

 Using digital signatures and blockchain, this study 

presents a mechanism for multi-format document 

verification.  

 Digital signature algorithms are used to sign 

document, contents extracted using Optical Character 

Recognition (OCR) technologies 

 The signatures are further converted to 20 barcode 

format 

Shaimaa H shakir, 
Nour Zwyer 

Forgery Detection Baped 
Image Processing i 
Techniques 

(PCA) and (LDA)  This work focuses on methods to detect digital 

forgeries based digital pixel properties in the grey 

level 

 The max frequency intensity of plante is executed as 

the first method and the edge gradient as the second 

one to find some variance between the folgery and 

the original one then can be detected 

 
 
scale has only one, In image processing inaccuracy, changing 
photos to greyscale is particularly advantageous. 
 

Then we must compare the two photographs using the 
Structural Similarity Index (SSIM). As a result, the Structural 
Similarity Index (SSIM) is a perceptual metric for evaluating 
image quality degradation due to processing such as data 
compression or transmission losses. This metric is 
essentially a full reference that necessitates the use of two 
photos from the same shot, i.e. two graphically identical 
images to the naked eye. The second image is usually 
compressed or of a lower quality, which is the index's 
purpose.  
 

 

 
Structural Similarity Index (SSIM) is most commonly 
associated with the video business, although it also has a 
large presence in photography. SSIM is used to determine 
the perceptual difference between two similar photos. It 
can't distinguish which of the two is better because it doesn't 
know which is the original and which has been processed 
further with compression or filters. 
 



          International Research Journal of Engineering and Technology (IRJET)       e-ISSN: 2395-0056 

                Volume: 09 Issue: 06 | Jun 2022              www.irjet.net                                                                         p-ISSN: 2395-0072 

 

© 2022, IRJET       |       Impact Factor value: 7.529       |       ISO 9001:2008 Certified Journal       |     Page 2212 
 

 

Figure -2: uDVP work-flow 

 
5. METHODOLOGY: 

 
We'll discuss what this model's requirements are in this part, 
its system architecture, and the required technologies to 
create it. There are several software used in the project, 
Python is the programming language used for programming. 
Front-end technologies and relevant frameworks were 
employed for the GUI (Graphical User Interface). 
 
The model's working steps are as follows: (refer to figure 3) 
 
Step 1 - Import necessary libraries 
Step 2- Upload the original and modified documents from 

the website or local files on the computer. 

Step 3- Reduce the size of the changed image by scaling 

down the source image. 

Step 4 - Read original and tampered image 

Step 5 - Converting an image into a grey scale image 

Step 6 - To compare the two images, the Structural 

Similarity Index (SSIM) approach is used. 

Step 7 - Calculate Threshold and contours 

Step 8 - On images, users should see real-time contours and 

thresholds. 
 

The SSIM index is calculated using several image windows. 
The distance between two N*N-sized windows x and y is: 

 

 
where, 

  

  

  

  

  

 
 

 L the dynamic range of the pixel-values (2#bits/pixel – 
1) 

 k1=0.01 and k2=0.03 (default) 
 
The SSIM values range from 1 to +1, with 1 indicating that 
the two images are identical. A sliding window of size 11 11 
and a circularly symmetric Gaussian weighting function are 
used in the usual approach for calculating SSIM. The 
maximal/minimal SSIM images synthesized along the equal-
MSE hypersphere in the space of all images are shown in the 
following example. The MSE values of all images along the 
hypersphere are the same as the reference image, yet the 
perceived quality is substantially different. 
 
Image quality assessment is critical in digital image 
processing applications. In this work, the metrics (MSE, 
PSNR, SSIM, and FSIM) are used to determine the optimal 
quality metric. To mimic trials with Gaussian noise, we 
employed the Gaussian filtering approach. The image quality 
obtained was assessed using the metrics listed above (refer 
to figure 4) 

 
6. WORKING IMAGE OF THE MODEL 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 

Figure 3: Working steps of SSIM 
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Figure 4: Working steps of the model 

 
7. PERFORMANCE OUTCOME 

The discussed system in the form of 3 activities is presented 
in the figure 5(a), 5(b), and 5(c)  

 

Figure 5(a) : Welcome screen 

 

Figure 5(b) : Upload documents 

 

 

Figure 5(c) : Upload confirmation 

OUTCOME 

By using the formulas of SSIM and the methodology as 
described above in the mathematical model and working 
image we got the output in percentage value as shown in the 
figure 6(a). The accuracy is generated through SSIM 
methodology and that value will be sent in the mail to the 
user. 

 

Figure 6(a) : Verification accuracy 

To test the model, we created a manual dataset with two 
annotation values – S Annotation and M Annotation. (refer 
to figure 6(b)) 

S Annotation - Actual Value; M Annotation – Predicted 
Value 

 

Figure 6(b) : Annotations 

By using these two annotation values we generated a 
confusion matrix (refer to figure 6(c)).  The confusion matrix 
produced four results, each representing a distinct mix of 
Actual and Predicted values. 

Input 
Image(s) 

Scaling Down 
Shape of 

Tampered 
Image 

 

Read Original 

& Tampered 

Image 

 

Convert an 

image to 

greyscale 

 

Apply SSIM method 
 

Calculate Threshold  
 

Calculate Contours 
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TP: True Positive: Values that were both truly positive and 

projected to be positive. 

FP: False Positive: Values that were genuinely negative but 

were incorrectly expected to be positive. Type I Error is 

another name for it. 

FN: False Negative: Positive readings that were incorrectly 

forecasted as negative. Type II Error is another name for it. 

TN: True Negative: Values that were both genuinely 

negative and projected to be negative. 

 

Figure 6(c): Confusion matrix 

When the value in the confusion matrix is [1,1] it is said to be 
True Positives. Similarly, when the value is [0,0] it is True 
Negatives, when the value is [0,1] it is False Positives and 
when the value is [1,0] it is True Negatives. As it is observed 
from the figure 6(c), docVP model produces more true 
positives.  

The discussed model can be enhanced further, as presently, 
we need to have a base image and SSIM needs the image 
structure, pixels, and luminous to be the same when we 
compare two images. 

8. CONCLUSION 

The working of this system is mainly based on Computer 
Vision and SSIM (Structural Similarity Index). The outcome 
of the document verification is generated according to the 
document uploaded by the user. The document is being 
compared to the original document submitted by the admin 
then the document uploaded by the user is being compared 
to the original picture to get the accuracy and if the 
document which is being uploaded by the user has accuracy 
greater than 70% then the document gets verified.  
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