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Abstract - Today, one of the main branches that has
attracted everyone's attention is the IOT. The IOT has
different definitions, applications, and contexts. In this
article, we have tried to provide information about the 10T
in general and then to introduce the different parts of the
IOT in agriculture in a more specific way, so that after
reading this article, you can get an overview of the subject.
The purpose of writing this article is to write an article that
will make everyone familiar with the IOT and the IOT in
agriculture.
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1.10T

Although many definitions of IOT have been developed by
researchers, there is currently no standard definition for
IOT (12). The essence of 10T is that everything around us
can connect to the Internet and exchange data anywhere,
anytime (4. The Internet of Things (IOT) was first
introduced in 1999 by Kevin Ashton. He described a world
in which everything has a digital identity (56). According to
the Oxford Dictionary, IOT is the interaction of computing
devices on a daily basis over the Internet that enables the
sending and receiving of useful data (78). This structure
indicates that the technology consists of two main parts,
The first part contains the word things, which refers to the
hardware and the physical part where all the sensors and
labels are located. The second part, which the term
Internet refers to, is related to the communication and
interaction of sensors and databases. If we want to
describe the Internet of Things briefly and in one sentence,
we can say that the Internet of Things means connecting
different devices to each other through the Internet to do
things and exchange information. (%)

Each component in the 10T has a unique IP address. The
Internet of Things can also be defined as a network of
information, which enables objects to communicate
between objects with objects, humans with objects, and
humans with humans using agreed communication
devices and protocols (19). The Internet of Things itself is
not a separate branch of technology, but a combination of
several different technologies that humans use to improve
their standard of living. The vast changes that have taken
place in the technology and intelligence industry due to

the Internet of Things have led to it being referred to as
the Third Industrial Revolution (11,
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Fig -1: IOT classification

2.10U0T

The part of the Internet of Things that is created due to the
need for information on the spot and in real time is called
the Internet of underground Things(IOUT). The IOUT
represents devices that collect all the information about
the earth. It is expected that the use of this branch of the
Internet of Things will not only provide on-site monitoring
capability, but also by connecting sensors to agricultural
machinery, a system completely independent of external
factors can be created to manage the target area. In this
type of 10T, because all the components are underground,
the connection between the components takes place in the
soil, and if needed, the data can be sent to the cloud for
further processing (12). In IoT, factors such as on-site
measurements, wireless communication in challenging
areas, connection of field devices, sensors, radios and
clouds, real-time decision making, mobility, underground
objects (1314, cloud data storage services Constantly
collected, real-time processing of farm conditions, crop
decision making, integration with other databases, base
stations as gateways for transferring collected data to the
cloud (15), and the like Are raised. When using and
implementing 10T, the factors raised during the run must
be considered.
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3. Internet of Things in
Greenhouses

Agriculture and

Given the increase in population in the coming years and
the stability of environmental facilities and even their
declining, if the human way of life continues in this way, it
will undoubtedly be difficult to provide food. Humans have
historically used technology to improve their living
conditions. [oT-based smart farming helps farmers reduce
waste and increase productivity (16). As mentioned, one
of the reasons for using [oT in agriculture is to meet the
needs created by population growth. The limited number
of usable agricultural lands has added to the importance of
greenhouse cultivation. With the transfer of agricultural
products from the open air and agricultural lands to
greenhouses that are controlled environments, the
amount of crop production increases dramatically so that
it is possible to increase up to about 12 times per hectare.

In addition to increasing crops, water consumption and
soil resources are saved. Among the advantages of smart
greenhouses can be the possibility of cultivation in some
uncultivable areas, continuous production of crops
throughout the year without affecting the existing
restrictions, increasing yields, reducing disturbance and
damage to cultivation by animals, improving the quality
and quantity of crops and increasing The profit of farmers
pointed out. In smart greenhouses, all stages of irrigation,
fertilization, spraying, pH adjustment, salinity, control of
climatic parameters such as soil moisture, relative
humidity, temperature, light intensity, carbon dioxide and
carbon monoxide are done automatically.
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Fig -2: Advantages and disadvantages of IoT
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IoT-based smart farming has many advantages and
challenges. Among these advantages and challenges are
the following (17):

3.1 Advantages

3.1.1 Collection of data from cultivated fields by
various sensors

In this method, the necessary information for checking the
condition of the land and crops is easily collected and
provided to the farmer and the researcher in a completely
automatic and systematic way. As a result, information is
always fresh and ready to process, helping us to know the
general condition of the land, how the staff works, the
efficiency of the agricultural equipment,and  so on.

3.1.2 Better process control and production risk
reduction

Through 10T, by collecting data automatically and
processing them, some of the existing and required
processes can be planned in such a way that they are fully
controlled and monitored. In addition, predicting the
production situation and estimating the production
volume The product is very useful. By knowing the exact
information of the products and their volume, we will no
longer face the risk of not selling the products.

3.1.3 Reduce water consumption

Using the Internet of Things, various processes can be
automated. One of these processes is irrigation. When
irrigated intelligently, only the specified and measured
amount of water needed by the plant reaches the plant
without wasting.

3.1.4 Cost management and waste Reduction

Using the Internet of Things and intelligent automations,
fuel and energy costs and labor are fully controlled and
managed; As a result, additional costs are removed from

3.1.9 Increasing the volume and quality of products

One of the results that will seek to control the
situation instantly and do things accurately and without
error and create ideal conditions through automation and
intelligent systems, is to increase the volume and quality
of products.

3.2 Disadvantages
3.2.1 Over-reliance on technology

If you rely too much on technology and have complete
confidence in the correct operation of the system, you may
suffer heavy damages due to errors and unexpected
problems.

the system and costs are managed in this way. Large losses
can be avoided by timely monitoring of anomalies in
production at any stage or product health.

3.1.5 Remote management and monitoring

One of the most common systems implemented by the
Internet of Things is remote monitoring systems. In this
way, you will be able to monitor all existing and running
processes completely without the need for physical
presence and receive information about the environment.

3.1.6 Use of artificial intelligence to process and
analyze information

Data collection from the environment in some cases alone
can not be fully and sufficiently efficient, therefore, to
make the best use of the collected data, this data is
analyzed and processed using artificial intelligence. In this
way, the system delivers the required information and
warnings to the farmer or the system makes automatic
decisions.

3.1.7 Increase productivity by designing and
implementing various automations

One of the ways that has become common with the
advancement of technology to increase productivity is the
design and use of automations. By eliminating unreliable
workforce, automations can perform tasks such as
irrigation, fertilizing and spraying with more accurately,
resulting in the desired result and productivity.

3.1.8-Creating different solutions to agricultural
problems

Farmers always face problems in their cultivated area.
When data is collected immediately through various
sensors and by processing and analyzing information,
problems can be fully and quickly identified, and also
using artificial intelligence, the solution to these problems
can be created as soon as possible.

3.2.2Job loss

Using the Internet of Things and smartening, the
activities of existing jobs in agriculture for manpower are
eliminated and replaced by intelligent systems. Following
the loss of jobs for manpower working in agriculture and
greenhouses, new job opportunities will be created for
designers and implementers of intelligent systems.
Implementable plans and activities that can be
implemented in the field of IoT in agriculture can be
divided into two categories, which have different parts,
which we will describe in the following. In general, it can
be said that these two categories are divided in terms of
their impact on agricultural products and the
environment.
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Fig -3: Designs that can be implemented in the Internet of Things

3.3 Intelligent management of factors affecting
progress in agriculture

3.3.1 Smart Irrigation (18)

In this type of system, irrigation can be done using a
timer at a time set by the farmer, creating intelligent
automation or harvesting soil moisture or water
infiltration into the soil. Other feasible projects in this field

include remote irrigation by the user (farmer) at any time
(19),

3.3.2 Intelligent soil quality control

When the land is under cultivation, the soil may lose its
fertility due to the plants' use of soil nutrients (200 When
this happens, the amount of products produced will be
reduced or will not be of sufficient quality. To prevent this
from happening, various soil factors such as soil pH,
salinity, moisture, nutrients and fertilizer requirements
must be monitored. Some of these factors can be directly
understood and others can be identified after processing
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sulfate in natural water sources using planar
electromagnetic sensors. This method is used to measure
the level of nitrate and sulfate by relating the impedance
of the sensor array to the concentration of these
contaminants. It has been shown that the impedance of the
sensor decreases with increasing concentration of these
chemicals. Electrochemical spectroscopy, VIS-NIRS and
ATR spectroscopy are the main methods for measuring

macro-soil nutrients.
3.3.11 Intelligent sales and market management of

agricultural products

By using the Internet of Things in agriculture,
information about the production of agricultural products
is recorded to a specific standard. Different companies and
technologies can use this data to provide better sales
services to customers. One of these services is such that
the farmer has information about the products sold,
factories have information about the products purchased
and consumers have all the information about the
products and each of them makes appropriate decisions
with full knowledge. Also, the information obtained
through the Internet of Things can be sent centrally to
cooperatives, this information can include information
such as production efficiency, water consumption,
working hours and ... Using the Internet of Things in
agriculture can be used to anticipate the needs of
consumers and effectively increase sales opportunities (38):
The use of applications related to the market for the sale of
agricultural products is another way of intelligent
management of agricultural products. To carry out each of
these plans and activities, a number of environmental
factors must be identified and analyzed. In the following,
we will express the factors that can be gained from the
environment.

3.4 Harmful factor management

3.4.1 Intelligent control of weeds and plant pests and
diseases

One of the ways to deal with plant pests and diseases is to
use pesticides. Using this method, in addition to being
useful in combating plant pests and diseases, may cause
soil contamination and damage to the environment. To
deal with the adverse consequences of this process,
intelligent pesticide management systems have been
designed and implemented. . Smart sprayers are devices
used in this activity. These sprayers have the ability to
detect the target (39. To perform accurate spraying
operations, various sensors and techniques are used,
including machine vision, spectral analysis, remote
sensing and thermography (40,

3.4.2 Identify population fluctuations of harmful
factors

IoT-based systems have been developed to combat plant
pests and diseases in the early stages of emergence and
even their low population to use the least possible toxins
and pesticides to combat plant diseases and pests. One
way to deal with pests is to measure the cumulative
temperature of trees and plants because when the pests
attack the cultivated environment, the ambient
temperature rises (41-

Another method used is the use of smart traps;

These traps warn farmers when pests are attacking, and
can even track the time and place and patterns of pest
activity.

Another method of pest control is weed control, which has
three steps and uses herbicides. The first step is to prepare
images of the environment, the second step is to process
the images and separate the weeds, the third step is to
spray the herbicide directly on the grass. At this stage, the
imaging operation is performed through the Rasbari
camera and the Rasbari itself performs the pest detection
operation (42). In addition to the mentioned method, there
are also applications for detecting pests and weeds.

Depending on the type of project implemented and the
actions to be performed in agriculture, different factors
can be harvested from the environment. These factors
include soil moisture, soil water infiltration, soil salinity,
air humidity, soil nutrients, soil pH, ambient temperature,
temperature measurement to detect environmental
factors (climate detection systems), imaging He mentioned
location for image processing and intelligent decision
making, frequency measurements for spectral analysis (for
target detection in the spraying system), thermography (a
science of infrared imaging), and ambient climate (for pest
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detection). There are different methods and sensors for
measuring each of these factors.

In general, the general trend of IoT in agriculture can be
shown as follows:

*Environmental sensors
*Chemical biosensors

Perception *|nfrared sensors

¢|nitial data processing to prepare the main processing

Preprocessing

*Close field communication
ewireless sensor networks

connections *Low consumption communication technologies

(Networking)

*Service-based middleware
e¢Database-based middleware
*Application-based middleware
middleware | «Eyent-based middleware

*Energy conservation
eSmart agriculture

Applications | *Supply chain
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Fig -4: The general trend of the Internet of Things in agriculture
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3.4 Architecture

The basic design of systems that are designed and
implemented based on the Internet of Things is based on a
specific architecture. The various IoT architectural models
include the following listed in the table, but in general, IoT
architectural models can be divided into three layers (43),
four layers, five layers (44) and seven layers. The models
listed below sometimes have some layers in common, but
they also have differences depending on the type of
application and the year of use and release. These
different architectural models are often shared in the
sensor, network, and application layers. There is no fixed
and consensus theory about the main IoT architecture
(45), but by referring to the table below, you can get
acquainted with the different models of architectures used
in the IoT.

Table -1: IoT architectures
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Architectural Year | Architecture Covered Used Technique Security | Privacy
reference Stack issues(loT
challenges)
IoT Five-layer 2008 | 1. Application This - N N
Architectures Layer architectural
(46) ] model does not
2. Middleware address the
Layer challenges of
3. Internet Layer the [oT and
only describes
4. Gateway the main
Layer components of
5.Edge the I.OT
architecture.
technology
IoT Five-layer 2010 | 1. Application It considered Perform tasks in the N N
Architectures Layer the issue of coordination layer and
47N ] packet network layer for
2. Middleware recognition restructuring
Layer from different | packages and
3. Coordination | @PPs and traffic | reassembling them to
Layer 4. and storage. form a unified
Backbone structure.
Network 5. Edge
Technology
Layer
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Networks (50)

3. Aggregation
Layer

convenience, and
more reliable services.

IoT Three-layer | 2010 | 1. Application It was the - N
Architectures Layer accepted three-
(48) layer structure
2. Network of IoT. But it
Layer cannot express
3. Perception all of the
Layer features and
connotation of
IoT.
IoT Five-layer 2010 | 1. Business It considered Many advanced N
Architectures Layer data storage technologies are used
(48) L and processing | in the processing layer
2. Application issue and it such as: Intelligent
Layer added processing Cloud
3. Processing processing and | computing Ubiquities
Layer business layer | computing
4. Transport
Layer
5. Perception
Layer
General 2011 | 1. Trusted user | It considered To achieve security; N
Architecture Of module 2. important authentication
Trusted Trusted features such mechanism, access
Security System perception as integration, control mechanism,
Based on o (49) module management, encryption
supervision of | mechanism, and audit
3. Trusted many mechanism were
network module | .oc\,ces of used.
4. Trusted information
terminal module | Security-
5. Trusted Agent
Module
IoT Architecture | 2011 | 1. Application It considered Combining two types N
Based on Layer scalability of complex
Integrated PLC issues communication
and 3G 2. Network networks: PLC and 3G,
Communication Layer which offers low cost,
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4. Perception
Layer

4. Device Layer

e Decapsulation

IoT Five-layer 2012 | 1. Business It considered Techniques of N
Architectures Layer the larger ubiquities computing,
(51 o traffic and database, information
2. Application storage needed | processing, service
Layer for data management, and
3. Middleware generated by decision unit are used
Layer 4. IoT where it in the middleware
Network Layer focuses on layer.
network layer
5. Perception and
Layer middleware
layer.
Common 2013 | 1.Cloud Things | It considered Three modules of N
Architecture for service integration cloud computing were
Integrating the platform(IaaS) issue through used: [aa$, PaaS$, and
Internet of 2.Cloud Things | integrating Saa$S with a set of tools
Things with developer cloud in each module.
Cloud Computin suite(PaaS) 3. computing into
(52) Cloud Things IoT assist in
operating developing [oT
Portal(SaaS) application; it
helps to
develop, run
and deploy
Things app
online.
Service oriented | 2014 | 1.Sensing Layer | It considered Service Oriented N
Architecture of 2. Network heterogeneity, | Architecture (SOA)
[oT 63 Layer interoperability
_ among
3. Service Layer heterogeneous
4. Interface loT devices
Layer
Decentralized 2015 | 1. Application It considered SD-Gateway used N
Data and Layer security techniques of:
Centralized through ]
Control IoT 2. Control Layer SDGateway. ¢ Firewall
architecture 54 3. Network *  packet
Layer encapsulation
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e Network
Address
Translation
(NAT)

e Fog
computing

e  Packet
forwarding

In the application
layer, they introduced
privacy anagement
and security

management.

Four-layer of 2017 | 1. Application It theoretically | The author suggested N
secured IoT Layer discussed using lightweight
architecture > security encryption and

2. Support Layer challenges in protection of sensed

3. Network all [oT layers. data.

Layer 4.

Perception

Layer
Four-layer [oT 2017 | 1. Application It theoretically | The author suggested N
architecture (56) Layer discussed using Lightweight

security issues | mobile [Pv6 and IPsec

2. Transport and solutions to provide security in

Layer 3. in each layer. the network layer.

Network [:ayer And to use DTLS

4. Perception protacol in the

Layer transport layer.
A scalable and 2017 | 1. Management | Itconsidered It used transparent N

manageable [oT
architecture
based on
transparent
computing 67

Layer

2. Server &
Storage Layer

3. Core Network
Layer

4. Edge Network
Layer

scalability and
management
issues

computing by logically
splitting the hardware
and software of [oT
devices
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2. Cloudbased

microservices

3. Edge server
microservices

security, etc.

computation in
sensors and in the
cloud to perform
services such as

5. End-User

Layer
Blockchain 2018 | 1. Wireless It considered Integrating Blockchain N
meets [oT: an Sensor Network | the scalability in IoT for managing
architecture for issue. billions of IoT devices
scalable access 2. Managers through decentralized
management in 3. Agent Node access control system.
[oT(e®)

4. Smart

Contract 5.

Blockchain

Network

6. Management

Hubs
5G-1oT 2018 | 1. Physical It considered New technologies N
architecture®8) Devices Layer issues such as were used such as a

scalability, device to device

2. o efficacy, communication, 5G-

Communication security, ete. IoT, Machine-Type

Layer Communication(MTC),

3. Edge Wireless Network

Computing 4. Function

Data Storage virtualization (WNFV),

Layer Wireless Software

Defined Networks
5. Management (WSDN), Mobile Edge
Service Layer Computing (MEC), and
licati Mobile Cloud

Ea:;l') ication Computing (MCC)

7. Collaboration

and Processes

Layer

8. Security Layer
IoT Architecture | 2018 | 1. Consumer It solved issues | The technology of N
Based on devices and such as microservices in the
Microservices application scalability, cloud was used in
(59) efficacy, edge server to support

security,
virtualization, etc
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As you can see in the table, different [oT models have
different number of layers. Most of these models have
three, four, five or seven layers. IoT architectural models
widely used in agriculture are usually used and
implemented with specific layers. In the following, we will
give general examples of these models and their layers.

Sensor
layer

three

layer
architect

Network Applicati
layer on layer

Fig -5: Three-layer architecture
3.4.1 Three-layer architecture (60

This architecture consists of three layers: sensor,
network and application. In the sensor layer, there is
integrated hardware through which the required
information is collected from the environment. The type of
hardware used also varies depending on the context in
which the Internet of Things is implemented. The main
task of the network layer is to transmit the information
obtained in the sensor layer. Key technologies at this layer
includes wireless and wired telecommunications
protocols, network integration technology, and cloud
computing technology for smart data. This layer also has
unique addressing and routing capabilities for seamless
integration of countless devices into a common network
(61). The application layer is actually located between the
Internet of Things and the user to process big data and
provide effective information using data mining
technologies, cloud computing and other intelligent
computing technologies. This layer is a combination of [oT
and professional software to provide a smart software.
The software covers a wide range of industries, including
agriculture, water, cities, traffic, and smart homes.
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Sensor
layer

Service
managem
ent layer

Four-layer

Applicatio architectu

n layer

Network
layer

Fig -6: Four-layer architecture
3.4.2 Four-layer architecture (62)

The four-layer architecture, like the three-layer
architecture, has sensor, network, and application layers.
In addition to these three layers, this architecture also has
another layer, the addition of which to the three-layer
architecture layers is more supportive. This layer is
located between the application layer and the network,
known as the service management layer. The technologies
used in this new layer include cloud computing, smart
computing and fog computing (63,64 65),
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Sensor
layer

Service
managem
ent layer

Applicatio

n layer
Five-layer

architectu

Network Business
layer layer

Fig -7: 5-layer architect
3.4.3 Five-layer architecture (6%

The five-layer architecture was designed and
presented alongside the four-layer architecture for greater
responsiveness and comprehensiveness. In  this
architectural model, in addition to the previous four
layers, the business layer has also been added. The service
and business management layer has been designed and
added to provide better and more complete services to the
user along with the application layer. The business layer
represents the business model and the data received from
the application layer (61)-
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Applicatio
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layer

architec

ARY;

Network
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Hardware
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Communic
ation
managem
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Service layer

Fig -8: 7-layer architecture
3.4.4 Seven-layer architecture

This architecture includes application layer,
application support and management layer, service layer,
communication layer, network layer, hardware layer and
environment layer. Most of the layers of this architecture
are the same as the other architectures mentioned. In the
program support and management layer, all actions
related to program control, security and management are
performed. Other services offered at this layer include Qos
management, device management, business process
modeling, business process execution, licensing, key
exchange and management, trust and credibility, and
identity management. Service layer Duty to perform
activities such as storage and orchestration of services,
combination of services and organization, virtual entity
resolution, IoT service, VE service, IoT service resolution,
VE and IoT service monitoring, all decisions related to
monitoring, storage, organization and Visualize the
information received. The next layer is the environment
layer. The environment layer contains identifiable objects
or places that should be examined through the system.
This set of objects includes various categories, among
which we can mention moving objects such as cars,
humans, and environmental factors such as temperature
and humidity (67).

Table -2: Communication channels

© 2022,IRJET | ImpactFactor value: 7.529 |

3.5 Ways of communication

As noted in various IoT architecture models, in IoT
routines, data must first be collected from the
environment and then transmitted for processing or
decision making. To transfer data, we must choose one of
the different communication channels depending on the
type of system implemented and the area covered by the
system. The use of wired data transmission methods is
very rare due to its cost and various challenges. For this
reason, most of the communication channels used are
wireless communication channels. The table below
outlines some of the most common of these ways.
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Security Powe | Maximu Maximu | Operatin | Network | Wireless Wireless
r | mdata mrange | g type standard technology
speed frequenc
y
WEP,WPAW 100 | -6.75 Gbps 150 m 900MHz- WLAN IEEEB02.11, WiFi
PA2 mW | 780 Mbps 60GHz WLAN2
Triple DES 2.2- | 100Kbps 100 m 908 MHz Mesh Frequency Z-wave
3.6 Range
volts
128/56 Bit 1w 1-3 Mbps 100 m 2.402- PAN | IEEE802.15.1) Bluetooth
2.483 GHz
128Bit | 1mW | 250Kbps 100 m 908MHz | LAN,MAN, | I[EEE802.15.4 6LowPAN
or WAN
2400-
2483 MHz
N/A | 1mW 10-1000 2-5 Km 2400- WPAN Sigfox Sigfox
Bps 2483 MHz
N/A 50 Kbps | 2-15 KM 433-923 LPWAN LoRaWAN LoRaWAN
MHz
128BitAES 0.01- | 125 Kbps- 100 m 2.402- WPAN | Bluetooth(For Smart
0.5W 1 Mbps- 2.483 GHz merly | Bluetooth(
IEEE802.15.1) BLE)
2 Mbps
128Bit [ 1mW | 250 Kbps 100 m 2400- WPAN- | IEEE802.15.4 ZigBee
2483 MHz Mesh
Possible 1-2 | 424 Kbps 1m | 13.56 MHz Point to Many RFID
mW standards
Point
Possible 1-2 | 424 Kbps 0.1m | 13.56 MHz Point to | ISO/IEC13157 NEC
mW
Point
GEA2/GEA3 171 Kbps | 10-25 850-1900 | GERAN 3GPP GPRS
/GEA4 Km MHz

© 2022, IRJET

Impact Factor value: 7.529 |

ISO 9001:2008 Certified Journal |

Page 917



’,/ International Research Journal of Engineering and Technology (IRJET) e-ISSN: 2395-0056

JET Volume: 09 Issue: 08 | Aug 2022

www.irjet.net

p-ISSN: 2395-0072

4. Conclusion

In this article, we examined the Internet of Things in
agriculture at a glance. By studying this article, each
person can fully understand the Internet of Things,
Internet of underground Things, the Internet of Things in
agriculture and greenhouses, the advantages and
disadvantages of using the Internet of Things in
agriculture, plans that can be implemented in the Internet
of Things. Learn about the factors affecting progress in
agriculture and the management of harmful factors, the
different types of models and architectures that can be
used in the Internet of Things, and the means of
communication that can be used in the Internet of Things
in agriculture. As mentioned, the purpose of writing this
article is to write an article that by reading it, everyone
will become familiar with the Internet of Things and the
Internet of Things in agriculture in general. The next step
in this direction will be the design and implementation of a
system for monitoring hydroponic greenhouses and
controlling various factors in it.
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